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    attesto_mcp_server

Add an MCP server to an Elixir or Phoenix application.
attesto_mcp_server combines the MCP server, Streamable HTTP transport, tool
catalog, request validation, and Attesto
authorization in one Apache-2.0 package.
Start with the setup guide for a working tool, then add a
transport, authentication, application policy, and deployment settings as
needed. The usage reference contains the detailed contracts
and configuration examples.
	Starting point	First step	What you get
	Try it before changing an application	Run the Livebook	A tool, focused checks, and authenticated loopback HTTP requests using a temporary local key.
	Existing Phoenix application with AttestoPhoenix	Install below	A supervised server, protected /mcp, public resource metadata, and a starter tool.
	Local process launched by an MCP client	Use stdio	MCP over stdin/stdout with identity supplied by the trusted launcher.
	Another Plug host or an existing Attesto configuration	Wire HTTP explicitly	The same server and authentication boundary with host-owned supervision and routing.

For a Phoenix application already using
attesto_phoenix, the
batteries-included setup is one Igniter command. It reuses the application's
existing issuer, token verification, revocation, principal loading, DPoP, and
mTLS policy; it does not create a second authentication system.
Want to exercise the full request path before changing an application? The
runnable Livebook walkthrough
starts with a tool and a focused check, then starts Bandit and makes
authenticated MCP requests using an ephemeral local signing key. It finishes
with optional 2.4 features and deployment next steps. The demo mints its own
short-lived token; it does not set up an OAuth login or consent service.
Download the .livemd file, open it in Livebook, and run its cells in order
using a dedicated Elixir 1.18+ runtime.
Install in a Phoenix application
Run this inside the Phoenix child application—not an umbrella root—with
Igniter available and attesto_phoenix declared directly from Hex at a
version compatible with >= 2.14.1 and < 5.0.0:
mix igniter.install attesto_mcp_server --base-url https://mcp.example.com

--base-url is the externally reachable HTTPS origin, without /mcp; the
installer mounts the MCP path itself.
The installer:
	creates and supervises an application-owned <App>.MCP server;
	uses the application's single, statically confirmed and supervised
PostgreSQL Ecto Repo for durable session-bound client sessions, while
Repo-free applications retain the in-memory ETS default;
	mounts the protected /mcp endpoint and its public OAuth resource metadata;
	connects the endpoint to the live attesto_phoenix configuration;
	preserves token revocation, principal loading, DPoP replay/nonce, canonical
request, and mTLS certificate checks;
	installs the parser bypass when it can prove a direct standard parser,
refuses custom or ambiguous parser setups before editing, and reports the
narrower cases that still need manual verification; and
	adds a starter server_status tool and registration test.

If one Phoenix host serves multiple named authorization profiles, use
attesto_phoenix 3.x or 4.x. The automatic integration keeps each profile's runtime
callbacks isolated. The 2.14 compatibility path supports one globally
configured profile; using it for multiple profiles can route persistent replay
or revocation reads through that global profile's store.
Review every installer notice, including any migration command and exact manual
verification emitted when endpoint source is unavailable. When the installer
selects the bundled Ecto store, run the command it prints and then migrate:
mix attesto_mcp_server.gen.migration --repo MyApp.Repo
mix ecto.migrate

The installer does not run either command. After a successful install, run the
generated starter test before editing the sample:
mix test

Then replace the starter registration in <App>.MCP with application tools
and update the generated registration test to assert those tools. The generated
module uses the stable host-facing API:
alias AttestoMCP.Server.API

def register(server) do
  API.register_all(server, [
    {:tool, "customer_lookup",
     %{
       description: "Look up a customer by ID",
       input_schema: %{
         "type" => "object",
         "properties" => %{
           "id" => %{"type" => "string", "minLength" => 1}
         },
         "required" => ["id"],
         "additionalProperties" => false
       },
       handler: fn %{"id" => id}, context ->
         customer = MyApp.Customers.fetch!(context.principal, id)
         {:ok, %{"id" => customer.id, "name" => customer.name}}
       end
     }}
  ])
end
Run the updated tests and start the application normally:
mix test
mix phx.server

For focused tool tests, AttestoMCP.Server.Test.call_tool/4 runs input-schema,
scope, policy, handler, output-schema, and wire-result checks without setting up
an HTTP token. Keep separate Plug tests for the authentication boundary.
MCP clients connect to https://mcp.example.com/mcp and authorize against the
same Attesto authorization server as the rest of the application.
Connect a client
First make the client known to the application's Attesto authorization server:
pre-register a known client in the host's client store, or enable Client ID
Metadata Documents (CIMD) when the client identifies itself with an HTTPS
metadata URL. See AttestoPhoenix's
CIMD guidance.
Then point the client at the /mcp URL.
Tokens must be issued for the canonical MCP resource URL, not just the
application's existing API audience. Configure the authorization server's
resource issuance policy and have the client request that resource; the
setup guide explains this alongside
client registration and scope grants.
The generated endpoint uses secure generic MCP scope defaults:
mcp:tools:read, mcp:tools:call,
mcp:resources:read, and mcp:prompts:read. Make sure the authorization
server grants those scopes, or set the mount's scopes_supported and
default_scopes to scopes the application already issues.
With package-generated routes, add scopes_supported to both the generated
metadata forward and MCP forward, and add default_scopes to the MCP forward.
With --reuse-metadata-route, AttestoPhoenix owns the public metadata, so
configure its advertised scopes there and the enforcement defaults on the MCP
forward.
Some clients identify themselves with an HTTPS Client ID Metadata Document. If
the application already supports CIMD, its configuration is reused. Otherwise,
run the attesto_client_id_metadata migration when using the default Ecto
cache, or prepare the selected custom cache, then rerun the same installer
command with --enable-cimd. Preserve its other flags, including
--reuse-metadata-route when used. The installer does not silently enable
dynamic client registration or invent client persistence. See
Phoenix installation for those host-owned
authorization-server choices.
What application code owns
The package handles protocol negotiation, authenticated transport, catalog
discovery, request validation, bounded execution, result validation, sessions,
subscriptions, and neutral authorization failures. Application code supplies
the useful part: registered tools, resources, prompts, completion handlers, and
business-policy callbacks.
Session-bound transports default to 128 active sessions per principal and
eight live streams per session and server process. Notification delivery on
every transport is bound to the scopes captured when the stream or
subscription opens. The session limit groups by the authenticated subject or,
when there is no subject, the client identifier; deployments where one client
identity fronts many users should set max_sessions_per_principal for their
expected concurrency.
Registrations can be installed atomically at startup or through register_all/2.
The public API supports:
	tools with JSON Schema inputs and optional output schemas;
	static resources and bounded multi-expression URI templates;
	prompts and completions;
	catalog replacement for generated or reloaded catalogs; and
	notifications and subscriptions across the supported MCP revisions.

Handler inputs are specific to each primitive. An arity-2 handler receives the
decoded input followed by an authenticated context containing the principal,
tenant, scopes, claims, sender constraints, request metadata, and optional
application context. One-arity and MFA handlers are also supported. See the
registration and handler contract for every input
form. Tool arguments remain string-keyed unless the server explicitly selects
tool_argument_keys: :atoms; that mode converts only schema-declared keys whose
atoms already exist and never creates atoms from client input.
Handler results
Handlers can return simple strings or valid string-key maps. Public Content
and Result constructors are available for text, structured tool results,
resources, prompts, images, audio, and canonical Base64 blobs. They catch
malformed output before it reaches a client; raw maps remain supported for
extensions. See registration and handler results.
Inside an arity-2 tool handler, prefer the context-aware constructor. It uses
the supervised server's JSON budget and output canonicalization settings,
which also makes it the safe default for shared adapters:
alias AttestoMCP.Server.{Content, Result}

handler: fn _arguments, context ->
  {:ok,
   Result.tool_from_context(Content.text("loaded"), context,
     structured_content: %{"status" => "ready"}
   )}
end
Result.tool/1,2 remain available when no handler context exists.
Use standalone Result.tool/2 for an intentional per-result budget or
canonicalization override; the context-aware constructor keeps its inherited
settings.
Result.resource/1,2 and individual Content constructors continue to accept
an explicit max_json_bytes option when they must construct a value above the
secure 2,000,000-byte standalone default.
Structured output remains strict by default. A server may explicitly select
output_canonicalization: :json or :jason to stringify atom values and pass
structs through the corresponding encoder protocol under the normal bounded
output checks. Pairing output_canonicalization: :jason with
tool_argument_keys: :atoms is the direct migration setting for applications
whose existing handlers already use Jason-derived structs and atom-keyed tool
arguments.
Schema validation uses JSV with embedded 2020-12 and draft-07 dialects.
Remote references are disabled, schema compilation and validation have bounded
execution time, and validation never casts input data. Tool input and output
formats remain assertions by default in 2.x; set schema_formats: false on
the server to use annotation semantics. Protocol elicitation URLs and form
responses always assert their declared formats. Direct Schema callers also
retain format assertions; pass formats: false for annotation semantics.
CI runs the pinned official JSON Schema corpus in annotation mode, with
explicit exclusions for network references and custom network dialects.
JSON Schema default values are annotations and are not inserted during normal
dispatch. Applications that intentionally need bounded direct-property defaults
can call AttestoMCP.Server.Schema.apply_property_defaults/2.
For a business failure that is safe to disclose, return
{:error, AttestoMCP.Server.Result.error(message, code)}. Other errors and
exceptions remain generic at the protocol boundary.
Scopes and application policy
scopes_supported is the public scope list MCP clients request for a mount.
default_scopes is the scope set enforced for protected operations without an
explicit method override. Keep both aligned with grants the application's
Attesto authorization server can issue.
Definitions can add narrow required_scopes, bounded alternative scope sets,
and an authorize callback for business rules that are not grants. These rules
apply consistently to catalog visibility and direct invocation.
Only literal true from authorize permits access; failures deny access
without disclosing whether the definition exists. An optional HTTP
context_builder can add application data under context.host_context without
replacing the authenticated identity or claims.
For loaded principal structs, set the HTTP Plug's principal_binding callback
to a small stable identifier. Handlers continue to receive the complete value
as context.principal, while sessions, subscriptions, cursors, and accounting
use context.principal_binding. A separate Plug-level authorize callback can
gate the complete mount once per authenticated HTTP leg and returns a neutral
403 on denial. See principal loading and mount authorization.
Applications needing definition-scoped HTTP authorization can enable the
bounded scope_policy modes documented in
definition authorization.
Omitting that option retains the secure method-level defaults.
Installer options
The automatic path above is intended for most Phoenix SaaS applications. These
options cover less common installations:
Choose session storage
The default --session-store auto behavior is deliberately simple:
	one discovered, statically confirmed and supervised PostgreSQL Ecto Repo
selects the bundled store and prints the exact migration command;
	no Repo keeps the in-memory ETS store; and
	multiple Repos stop installation before editing until --repo MyApp.Repo
selects one.

If the sole Repo is not statically confirmed as a supervised PostgreSQL
application child, automatic selection keeps the in-memory ETS store and
prints a notice; no Ecto session configuration or migration guidance is added.
Explicit --session-store ecto and/or --repo MyApp.Repo choices remain
fail-closed until PostgreSQL is statically proven. Use --session-store ets to
make the in-memory choice explicit.
Use --schema-prefix my_schema with the selected Repo when the application
keeps these rows outside PostgreSQL's default schema. To keep sessions in
memory even when a Repo exists, opt out explicitly:
mix igniter.install attesto_mcp_server \
  --base-url https://mcp.example.com \
  --session-store ets

The Ecto store keeps negotiated 2025-11-25 and 2025-06-18 sessions across
application restarts. The 2026-07-28 transport is session-free. Live streams
reconnect after process loss; persisted session state does not promise event
replay. Distributed Erlang deployments that need cross-node notification
fanout can additionally enable session_clustered: true. Clustered servers
must use the same genuinely shared adapter, namespace, and explicit
cursor_secret (at least 16 bytes; 32 bytes is recommended); omitting it or
using a short value refuses startup. Any load-balanced multi-node deployment
serving the stateless 2026-07-28 transport must also configure the same
explicit cursor secret on every node, even when session_clustered is false,
if cursors may cross nodes. Cursors bind to the final visible catalog content,
so peers may reach that content through different registration histories, but
their catalogs and pagination parameters must agree. Deterministic continuation
also assumes every node uses the same OTP major; a mixed-major rolling upgrade
may invalidate in-flight cursors, so clients should restart pagination across
that boundary. Treat the session table as authorization-sensitive data and use a
least-privilege PostgreSQL role; the
durable-session guidance
covers database timeouts, capacity, and cutover requirements.
Enable Client ID Metadata Documents
The installer leaves CIMD disabled unless explicitly requested, because the
default attesto_phoenix cache may require the
attesto_client_id_metadata migration. After verifying that storage, run:
mix igniter.install attesto_mcp_server \
  --base-url https://mcp.example.com \
  --enable-cimd

Existing cache, repository, table-prefix, allowlist, native-app, and disabled
settings remain authoritative.
Reuse an existing metadata route
If the router already exposes matching attesto_phoenix protected-resource
metadata for /mcp, retain it and add only the MCP endpoint with:
mix igniter.install attesto_mcp_server \
  --base-url https://mcp.example.com \
  --reuse-metadata-route

Ambiguous or mismatched routes are left unchanged and reported with manual
remediation.
Use a loopback origin for local development
HTTP remains disabled for deployed origins. For local development, explicitly
allow a loopback origin:
mix igniter.install attesto_mcp_server \
  --base-url http://127.0.0.1:4000 \
  --allow-http-loopback

Connect local clients to http://127.0.0.1:4000/mcp; an unauthenticated probe
should reach the boundary and return 401 rather than 404.
When the AttestoPhoenix native-app callback setting is absent, the installer
also enables localhost callback matching so a registered portless callback
can use a client's ephemeral local port. It preserves any existing true or
false choice.
Use Attesto without attesto_phoenix
An application with its own Attesto configuration callback can still use the
installer:
mix igniter.install attesto_mcp_server \
  --base-url https://mcp.example.com \
  --attesto-config MyApp.Attesto.config/0

The task validates dependency, router, route, and parser ownership before
editing. It refuses ambiguous or custom parser arrangements instead of
guessing. All installer options and recovery steps are in
Phoenix installation.
Other hosts and transports
Non-Phoenix Plug hosts can add the package directly:
def deps do
  [{:attesto_mcp_server, "~> 2.8"}]
end
Supervise AttestoMCP.Server, register definitions through
AttestoMCP.Server.API, and mount AttestoMCP.Server.Plug directly. The
examples/bandit.exs program demonstrates direct server
startup, registration, and the protected Plug; the usage guide
documents the transport and authentication options. Router and supervision
wiring remain specific to the host. It also includes a
three-server Phoenix example
for applications with multiple MCP mounts.
The production library depends on Plug rather than a particular HTTP server.
Bandit is the documented development/test adapter. The loopback example returns
401 until given a valid credential. The stdio adapter is available through
AttestoMCP.Server.Stdio.run/2 and
examples/stdio.exs.
Add features as needed
The minimal server needs registered definitions and a transport. These options
can be added independently when the application needs them:
	Need	Feature	Guide
	Read application data or offer reusable prompt templates	Resources, URI templates, prompts, and completions	Registration
	Tailor guidance to the caller	instructions_provider	Server guidance
	Tailor visible tool descriptions without changing eligibility	tool_presentation	Tool presentation
	Receive application metadata alongside validated identity	context.request_meta	Request metadata
	Publish server identity and schema dialects	server_icons, export_schema_dialect	Identity, dialects
	Set bounded freshness hints for modern clients	cache_policy and resource cache:	Cache hints
	Ask for user input or approvals, or stream updates	Multi-round requests, URL elicitation, subscriptions	Interactive requests
	Operate across restarts or several nodes	Durable stores, routing, and shared signing secrets	Sessions and startup

Guidance and presentation do not grant access. Request metadata is untrusted
client input, and cache hints do not enable HTTP caching. The setup guide's
deployment stage connects these options
to the application's security and storage responsibilities.
Operations and limits
Secure defaults bound JSON values, outputs, queues, concurrency, and execution
time. Applications with larger tool inputs or Base64 resources can raise the
finite max_json_bytes budget together with the relevant max_body_bytes and
max_message_bytes transport ceilings. Result.tool_from_context/2,3
inherits that budget for the complete tool-result envelope. Individual
Content values and Result.resource/1,2 still need an explicit higher limit
when they exceed the standalone constructor default before wrapping. Atomic
catalogs, the bundled PostgreSQL session store, custom session-store adapters,
clustered routing, cache policy, telemetry, and
exception reporting are documented in the usage guide.
Operator code can page active session-bound client IDs with
AttestoMCP.Server.API.active_session_ids/2 without loading session records,
principals, or tenants. The session-free 2026-07-28 transport has no server
session IDs to list.
The server prefers MCP 2026-07-28 and also negotiates 2025-11-25 and
2025-06-18. The latest recorded runner and SDK evidence covers 2.4.0 in
CONFORMANCE.md.
At this package's protected HTTP boundary, clients sending a 2026-07-28 POST
must include the required version, method, and selected-definition mirror
headers. Missing, duplicate, or mismatched mirrors return a neutral HTTP 400.
See modern HTTP mirror headers for
the complete contract and request examples. The earlier session-bound MCP
revisions use their negotiated session rules instead.
Package boundaries
attesto_mcp supplies the protected
resource boundary used before body decoding. In the batteries-included Phoenix
path, attesto_phoenix remains the OAuth authorization server and token issuer;
attesto_mcp_server supplies the MCP protocol server and transports. The
installer connects them using the host application's validated runtime
configuration.
More documentation
	Setup: a working tool through deployment
	Runnable Livebook
	Usage and deployment reference
	Migration runbook
	Security policy
	Conformance evidence



  

    Set up an MCP server

This guide starts with one working tool, then adds a transport, authentication,
application policy, and deployment settings. Use the
Livebook to execute the local HTTP path
from beginning to end. Use the usage reference when you need a
complete option contract or a more specialized deployment.
Download the .livemd file and open it in Livebook with a dedicated runtime;
run its cells in order, including cleanup.
You need Elixir 1.18 or later and a compatible Erlang/OTP installation. Initial
dependency installation needs access to Hex. The HTTP examples use Bandit;
the library itself uses Plug and does not require a particular HTTP adapter.
Choose your starting point
	Situation	Follow this path
	Learn the API without changing an application	Run the Livebook, or start with the working tool below.
	Add a remote endpoint to an existing Phoenix application using AttestoPhoenix	Start with the Phoenix installer, then connect a client.
	A desktop client will launch a local process	Use stdio; the launcher supplies trusted identity.
	Serve HTTP from another Plug application	Follow explicit HTTP wiring and supply an executable Attesto verifier.
	Upgrade an existing MCP server	Read the migration guide before changing configuration.

For HTTP, the host's OAuth authorization server registers clients, authenticates
users, grants scopes, and issues tokens. attesto_mcp_server verifies protected
requests and implements MCP; it does not create that authorization service.
The Livebook supplies a temporary key and mints a local token so you can exercise
the boundary without setting up a login flow.
Get one tool working
In an existing Elixir project, add the dependency and fetch it:
{:attesto_mcp_server, "~> 2.8"}
mix deps.get
iex -S mix

In IEx, start a server with one tool installed atomically:
alias AttestoMCP.Server.{API, Test}

{:ok, server} =
  API.start_link(
    registrations: [
      {:tool, "echo",
       %{
         description: "Return a message",
         input_schema: %{
           "type" => "object",
           "properties" => %{"message" => %{"type" => "string"}},
           "required" => ["message"],
           "additionalProperties" => false
         },
         handler: fn arguments, _context -> {:ok, arguments} end
       }}
    ]
  )

response = Test.call_tool(server, "echo", %{"message" => "hello"})
%{"result" => %{"structuredContent" => %{"message" => "hello"}}} = response

%{"error" => _} = Test.call_tool(server, "echo", %{"message" => 123})
You now have a registered tool whose valid input produces a structured result
and whose invalid input is rejected before the handler runs. Test dispatches
through the server's schema, policy, handler, and result checks. It supplies a
test identity and does not authenticate an HTTP token or perform transport
negotiation. Stop this temporary server with GenServer.stop(server) when done.
In an application, supervise the server and install registrations at startup
so a restarted process restores its catalog. Use API.register_all/2 when
definitions are assembled in an application-owned registration module. The
startup reference
covers both forms and catalog replacement.
Add a transport
Install in an existing Phoenix application
The shortest deployed HTTP path assumes a working Phoenix application with
AttestoPhoenix already issuing tokens. Run inside the Phoenix child application,
with Igniter available and a direct Hex dependency on attesto_phoenix
compatible with >= 2.14.1 and < 5.0.0.
If the Igniter task is not available, add it to the host's development
dependencies and run mix deps.get first:
{:igniter, "~> 0.8.4", only: [:dev, :test], runtime: false}
If the host does not issue tokens yet, follow the
AttestoPhoenix setup before
connecting remote clients. With these prerequisites ready, install the server:
mix igniter.install attesto_mcp_server --base-url https://mcp.example.com

The base URL is the public origin without /mcp. The installer adds a
supervised application-owned server, a server_status tool and its test,
the protected /mcp forward, and public resource metadata. It reuses the
authorization server's live verification, principal, revocation, DPoP, and
mTLS configuration. Review its notices, including parser-order checks.
If it selects the bundled PostgreSQL session store, run the migration commands
it prints. The installer does not run migrations for you:
mix attesto_mcp_server.gen.migration --repo MyApp.Repo
mix ecto.migrate

Then run the generated test and start the application:
mix test
mix phx.server

For loopback development, use
--base-url http://127.0.0.1:4000 --allow-http-loopback. Production origins
use HTTPS. Applications with multiple named authorization profiles should
use AttestoPhoenix 3.x or 4.x. See the
Phoenix reference for prerequisites, manual
wiring, CIMD, metadata reuse, and installer recovery.
Use another Plug host
Supply these pieces through the host application's supervision and routing:
	Piece	Responsibility
	AttestoMCP.Server and registrations	Supervise the server and restore its catalog at startup.
	AttestoMCP.Server.Plug	Mount /mcp with an executable Attesto configuration and a pinned public resource identifier.
	OAuth protected-resource metadata	Publish the canonical resource, authorization server, and supported scopes for client discovery.
	HTTP adapter and proxy configuration	Serve the Plug, normalize trusted proxy information, and preserve authentication before body parsing.

Start from the Livebook for a complete authenticated Bandit example. The
Bandit reference explains direct wiring;
examples/bandit.exs is a credential-free boundary
example that returns 401 until configured with a valid key and credential.
Setting an issuer URL alone does not supply a token verifier. See
Attesto and resource metadata for
canonical audience, runtime configuration, revocation, and sender constraints.
Use stdio for a local client
From a checkout of this repository, the runnable example starts an echo tool
and reads newline-delimited JSON-RPC from stdin. This single request exercises
the modern protocol without an HTTP token or an initialization handshake:
printf '%s\n' '{"jsonrpc":"2.0","id":1,"method":"tools/call","params":{"name":"echo","arguments":{"hello":"world"},"_meta":{"io.modelcontextprotocol/protocolVersion":"2026-07-28","io.modelcontextprotocol/clientCapabilities":{}}}}' \
  | elixir examples/stdio.exs

Expect a JSON-RPC result containing structuredContent: {"hello":"world"}.
The launcher routes install diagnostics to stderr so stdout carries protocol
messages. For an MCP client that launches processes, configure elixir as the
command and the absolute path to examples/stdio.exs as its argument.
For your own application, run AttestoMCP.Server.Stdio.run/2 against its
registered server and supply a trusted context. This context represents the
local launcher's identity and permissions; it is not populated from an OAuth
bearer token. The stdio reference covers supervision,
framing, limits, and session-bound client compatibility.
Connect an HTTP client
First make the client known to your authorization server. Pre-register it in
the host's client store, or enable CIMD when it identifies itself with an HTTPS
Client ID Metadata Document. Give it an appropriate grant and consent policy.
Dynamic client registration is a separate host decision. Point the MCP client
at the public /mcp URL; its OAuth support discovers the authorization server
and obtains a token for that resource.
Issue a resource-specific token whose aud matches the exact canonical MCP
resource URL. An existing token for another application API is not sufficient.
If this is a new resource, include it in the authorization server's issuance
policy. In AttestoPhoenix, that policy can include:
resource_indicators: [allowed_resources: ["https://mcp.example.com/mcp"]]
Merge this entry with the host's existing allowed resources or per-client
policy. The client's OAuth requests select this resource through the resource
parameter. See AttestoPhoenix resource indicators
for issuance configuration; keep MCP audience verification pinned to its own
resource.
The default HTTP method policies need these scopes:
	Operation	Default scope
	List tools	mcp:tools:read
	Call tools	mcp:tools:call
	List or read resources	mcp:resources:read
	List or retrieve prompts	mcp:prompts:read

Ensure the authorization server can grant them and the resource metadata
advertises them. Alternatively, configure the mount's scopes_supported and
default_scopes to use your application's scopes. With generated routes,
set scopes_supported on both metadata and MCP forwards, and default_scopes
on the MCP forward. With a reused metadata route, its authorization-server
owner advertises the scopes. See scopes and application policy.
Verify the boundary and first request
Check public discovery and a protected endpoint without a token:
curl --include https://mcp.example.com/.well-known/oauth-protected-resource/mcp
curl --include https://mcp.example.com/mcp

The metadata route should return the configured resource description. The
unauthenticated MCP request should return 401 with an OAuth challenge. A 404
usually means the route is not mounted at that path.
After your authorization server issues a token for
https://mcp.example.com/mcp with mcp:tools:read, use it as ACCESS_TOKEN
to make a complete modern request. This example assumes an unbound bearer
token. A DPoP-bound token needs the DPoP authorization scheme and a valid proof;
an mTLS-bound token needs its matching client certificate. Use the client's
OAuth implementation to provide the sender constraints your host requires.
curl --include https://mcp.example.com/mcp \
  --request POST \
  --header "Authorization: Bearer $ACCESS_TOKEN" \
  --header "Content-Type: application/json" \
  --header "Accept: application/json, text/event-stream" \
  --header "Mcp-Protocol-Version: 2026-07-28" \
  --header "Mcp-Method: tools/list" \
  --data '{"jsonrpc":"2.0","id":1,"method":"tools/list","params":{"_meta":{"io.modelcontextprotocol/protocolVersion":"2026-07-28","io.modelcontextprotocol/clientCapabilities":{}}}}'

A successful body lists the installed tools. Calling one also needs
mcp:tools:call, Mcp-Method: tools/call, and Mcp-Name equal to its name;
use the complete call example.
Check the JSON-RPC error member and a tool result's isError, as well as
HTTP status. Tool execution failures can use HTTP 200.
Modern 2026-07-28 requests carry protocol metadata on every request and do
not require initialize or a session ID. Clients selecting 2025-11-25 or
2025-06-18 use initialization and the negotiated session rules instead.
Let the client SDK manage those differences. See
protocol compatibility.
	Symptom	Check
	401	Token expiry, issuer, resource audience, loaded principal, revocation, and any required DPoP or mTLS binding.
	403	Granted method scopes and the host's mount policy.
	400 on a modern POST	Matching version/method/name headers and body metadata, without duplicate headers.
	Tool absent or invocation denied	Definition scopes and its application authorization callback.
	JSON-RPC input error	The registered schema and string-keyed arguments.

Replace the sample with application features
Tools should validate inputs and use the authenticated context to enforce
business policy. Register definition-level required_scopes or authorize
callbacks where appropriate; passing the HTTP method scope does not establish
permission to read a particular record. Use a stable principal_binding when
the host loads mutable principal structures. See
definition authorization and
Phoenix principal binding.
For richer output, use AttestoMCP.Server.Content and
AttestoMCP.Server.Result. Inside a tool handler,
Result.tool_from_context/2,3 uses the running server's output budget and
canonicalization policy. Add an output_schema when the client depends on
a particular structured result. See handler results.
Add other primitives only as needed:
	Feature	When to use it	Reference
	Resources and URI templates	Expose readable content with stable identifiers.	Registration
	Prompts and completions	Provide reusable message templates and argument suggestions.	Registration
	Caller-specific guidance	Explain workflow through instructions_provider.	Server guidance
	Tool presentation	Customize visible descriptions, titles, icons, or application metadata.	Tool presentation
	Request metadata	Read client-supplied application metadata through context.request_meta.	Request metadata
	Identity and schema export	Add server_icons or export_schema_dialect.	Identity, dialects
	Cache hints	Set bounded modern client freshness without caching HTTP responses.	Cache hints

Guidance, tool presentation, icons, and client metadata do not authorize an
operation. Treat request metadata as untrusted. Keep private cache hints for
personalized content; public hints require an explicit policy and content
that is safe to publish. These features are optional additions to the same
registered server, not prerequisites for getting a tool working.
Use AttestoMCP.Server.Test for focused checks of tools, resources, prompts,
completion, discovery, and lists. Keep transport tests for token enforcement,
header mirroring, framing, and session negotiation. The Livebook demonstrates
both a focused dispatch check and real loopback HTTP requests.
Prepare for deployment
Before moving the local example to a shared endpoint, complete these host-owned
settings:
	Area	Deployment decision
	Issuer and keys	Use the real authorization server, persistent key management, registered clients, and explicit grants/consent. Replace the notebook's temporary signer.
	Public address	Pin HTTPS resource/audience and trusted proxy normalization. Authenticate before parsing request bodies.
	Identity and policy	Load valid principals, select stable session bindings, enforce revocation and application permissions, and configure sender constraints when used.
	Persistence	Choose stores for the protocol revisions and approval flows you actually enable. Migrate before use.
	Multiple nodes	Arrange routing and shared state/signing keys; a shared session table alone does not distribute local streams or pending requests.
	Limits	Keep finite body, JSON, metadata, frame, timeout, queue, and concurrency limits aligned with expected data sizes.
	Operations	Monitor telemetry, test refusal paths and restart behavior, and verify clients against the revisions you enable.

2026-07-28 is session-free; earlier supported revisions use client sessions.
The default ETS session store is local and lost on restart. PostgreSQL can
persist session records, while streaming and pending work retain separate
routing needs. Shared cursor and request-state secrets must remain consistent
where callers can move between nodes. See
sessions and clustering
and limits.
Add advanced interactions when required
Multi-round requests and subscriptions
cover user input, URL approvals, sampling, roots, and resource updates.
Use them when a specific tool or client workflow needs that interaction.
Bind retries to the returned request state and echo the actual requested input
keys; preserve the original operation and application metadata. URL approvals
need their own persistence and authenticated host approval flow.
The reference also covers multiple MCP mounts,
telemetry, and protocol-era separation.
Tasks are disabled in this release. Review the
conformance evidence for tested revisions and the limits
of its claims, and the migration guide when upgrading.


  

    Build and call an authenticated MCP server

Start with one tool and a focused test. Then add an ephemeral local issuer,
start a loopback HTTP endpoint, and check discovery, listing, calling, and
refusals. Optional cells introduce the 2.4 request metadata and presentation
APIs.
Run the cells in order in a dedicated Livebook runtime with Elixir 1.18 or
newer. The first cell needs network access to Hex and compiles dependencies;
later cells use an available loopback port and need no external service,
database, Phoenix application, or existing signing key. The package starts
its bounded schema cache and embedded dialects automatically.
The signing key and short-lived tokens stay in this runtime and are not printed.
Run the cleanup cell before rerunning the setup. It stops only the processes
created here and restores the previous static-keystore configuration. Closing
the dedicated runtime also ends these processes.
Install the released packages
The ~> 2.8 requirement admits 2.8.0 and later compatible 2.x releases. To
repeat this walkthrough against exactly 2.8.0, replace it with "2.8.0".
Mix.install(
  [
    {:attesto_mcp_server, "~> 2.8"},
    {:bandit, "~> 1.6"},
    {:jason, "~> 1.4"},
    {:jose, "~> 1.11"}
  ],
  verbose: false
)
Start a server and register one tool
A tool receives decoded arguments and an authenticated context. This greeting
tool uses string keys, validates both its input and structured output, and
requires the mcp:tools:call scope. tool_from_context/3 inherits the server's
JSON budget and output settings. In an application, supervise the server under
your application supervisor rather than starting it from a notebook cell.
alias AttestoMCP.Server.{API, Content, RequestMeta, Result}
alias AttestoMCP.Server.Test, as: MCPTest

greet = %{
  description: "Return a greeting for the supplied name",
  required_scopes: [AttestoMCP.Scopes.tools_call()],
  input_schema: %{
    "type" => "object",
    "properties" => %{"name" => %{"type" => "string", "minLength" => 1, "maxLength" => 64}},
    "required" => ["name"],
    "additionalProperties" => false
  },
  output_schema: %{
    "type" => "object",
    "properties" => %{"message" => %{"type" => "string"}},
    "required" => ["message"],
    "additionalProperties" => false
  },
  handler: fn %{"name" => name}, context ->
    message = "Hello, #{name}!"

    {:ok,
     Result.tool_from_context(Content.text(message), context,
       structured_content: %{"message" => message}
     )}
  end
}

{:ok, server} = API.start_link()
:ok = API.register_tool(server, "greet", greet)

%{registered_tool: "greet", server_started: Process.alive?(server)}
Test the tool before adding HTTP
These helpers use the real dispatcher, schema checks, definition scopes,
handler, and result validation. Their identity and scopes stand in for an
already authenticated request; they do not verify a token, DPoP proof, mTLS
certificate, or HTTP headers. The HTTP cells below exercise that separate
boundary.
test_context = [principal: "usr_notebook", scopes: [AttestoMCP.Scopes.tools_call()]]

%{"result" => %{"structuredContent" => %{"message" => "Hello, reader!"}}} =
  MCPTest.call_tool(server, "greet", %{"name" => "reader"}, test_context)

%{"error" => %{"data" => %{"reason" => "tool_arguments_invalid"}}} =
  MCPTest.call_tool(server, "greet", %{"name" => ""}, test_context)

%{"error" => _denied} =
  MCPTest.call_tool(server, "greet", %{"name" => "reader"}, principal: "usr_notebook")

%{valid_input: :passed, invalid_input: :rejected, missing_definition_scope: :rejected}
Add an ephemeral issuer and HTTP endpoint
This notebook mints a token directly to demonstrate resource-server
verification. https://auth.example.test is a synthetic issuer identifier;
there are no OAuth authorization, login, discovery, consent, or token endpoints
at that address. An OAuth-enabled MCP client needs a real authorization server.
Use the Phoenix setup guide when moving to that flow.
The local endpoint uses plain HTTP only on 127.0.0.1. Production endpoints
need HTTPS and the host's issuer, key, revocation, principal-loading, and sender
constraint policy. The demonstration token is an ordinary bearer token; it does
not demonstrate DPoP or mTLS.
{:ok, _bandit_apps} = Application.ensure_all_started(:bandit)
{:ok, _inets_apps} = Application.ensure_all_started(:inets)

restore_keystore =
  case Application.fetch_env(:attesto, Attesto.Keystore.Static) do
    {:ok, previous} -> fn -> Application.put_env(:attesto, Attesto.Keystore.Static, previous) end
    :error -> fn -> Application.delete_env(:attesto, Attesto.Keystore.Static) end
  end

stop_owned = fn pid, stop ->
  if is_pid(pid) and Process.alive?(pid) do
    try do
      stop.(pid)
    catch
      :exit, {:noproc, _call} -> :ok
    end
  end

  :ok
end

cleanup = fn server_pid, bandit_pid ->
  :ok = stop_owned.(bandit_pid, &ThousandIsland.stop/1)
  :ok = stop_owned.(server_pid, &GenServer.stop/1)
  :ok = restore_keystore.()
end

signing_pem = {:ec, "P-256"} |> JOSE.JWK.generate_key() |> JOSE.JWK.to_pem() |> elem(1)
Application.put_env(:attesto, Attesto.Keystore.Static, signing_pem: signing_pem)

%{local_signing_key: :ready, previous_configuration: :saved_for_cleanup}
The authentication boundary needs the actual resource URL before Bandit starts.
Reserve a loopback port long enough to read its number, then start the endpoint.
If startup fails, call cleanup.(server, nil) before rerunning the setup.
{:ok, reservation} =
  :gen_tcp.listen(0, [:binary, active: false, ip: {127, 0, 0, 1}, reuseaddr: true])

{:ok, {{127, 0, 0, 1}, port}} = :inet.sockname(reservation)
:ok = :gen_tcp.close(reservation)

mcp_url = "http://127.0.0.1:#{port}/mcp"

auth_config =
  Attesto.Config.new(
    issuer: "https://auth.example.test",
    audience: mcp_url,
    keystore: Attesto.Keystore.Static,
    principal_kinds: [
      Attesto.PrincipalKind.new("user", "usr_",
        required_claims: [{"client_id", :non_empty_string}]
      )
    ]
  )

mint_token = fn granted_scopes ->
  {:ok, issued} =
    Attesto.Token.mint(
      auth_config,
      %{
        kind: "user",
        sub: "usr_notebook",
        scopes: granted_scopes,
        claims: %{"client_id" => "notebook-client"}
      },
      lifetime: 900
    )

  issued.access_token
end

scopes = [AttestoMCP.Scopes.tools_read(), AttestoMCP.Scopes.tools_call()]
access_token = mint_token.(scopes)
read_only_token = mint_token.([AttestoMCP.Scopes.tools_read()])

{:ok, bandit} =
  Bandit.start_link(
    plug:
      {AttestoMCP.Server.Plug,
       server: server, path: "/mcp", auth: [config: auth_config, resource: mcp_url]},
    scheme: :http,
    ip: {127, 0, 0, 1},
    port: port,
    startup_log: false
  )

%{endpoint: mcp_url, granted_scopes: scopes, token_lifetime_seconds: 900}
The temporary socket closes before Bandit binds it. A competing local process
could take that port; if the bind fails, clean up and rerun. If the tokens expire
while reading, copy only access_token = mint_token.(scopes) and
read_only_token = mint_token.([AttestoMCP.Scopes.tools_read()]) into a new cell.
Reevaluate that new cell, then retry the HTTP requests. Do not reevaluate the
whole endpoint cell: it also starts Bandit.
Discover, list, and call over authenticated HTTP
The modern 2026-07-28 transport is session-free. Each request includes the
protocol version and client capabilities in _meta, plus matching protocol,
method, and selected-tool headers. This small JSON request helper is only for
the request/response calls in this notebook; SSE subscriptions and earlier
session-bound revisions need their own transport flow.
protocol_version = "2026-07-28"

post_mcp = fn id, method, params, token ->
  meta =
    Map.merge(Map.get(params, "_meta", %{}), %{
      "io.modelcontextprotocol/protocolVersion" => protocol_version,
      "io.modelcontextprotocol/clientCapabilities" => %{}
    })

  body =
    Jason.encode!(%{
      "jsonrpc" => "2.0",
      "id" => id,
      "method" => method,
      "params" => Map.put(params, "_meta", meta)
    })

  headers = [
    {~c"accept", ~c"application/json, text/event-stream"},
    {~c"mcp-protocol-version", String.to_charlist(protocol_version)},
    {~c"mcp-method", String.to_charlist(method)}
  ]

  headers =
    if is_binary(token),
      do: [{~c"authorization", String.to_charlist("Bearer " <> token)} | headers],
      else: headers

  headers =
    if method == "tools/call",
      do: [{~c"mcp-name", String.to_charlist(params["name"])} | headers],
      else: headers

  {:ok, {{_version, status, _reason}, response_headers, response_body}} =
    :httpc.request(
      :post,
      {String.to_charlist(mcp_url), headers, ~c"application/json", body},
      [timeout: 5_000],
      body_format: :binary
    )

  decoded =
    case Jason.decode(response_body) do
      {:ok, value} -> value
      {:error, _} -> nil
    end

  {status, decoded, response_headers}
end

{200, discover, _} = post_mcp.(1, "server/discover", %{}, access_token)
%{"result" => %{"supportedVersions" => supported}} = discover
true = protocol_version in supported

{200, listed, _} = post_mcp.(2, "tools/list", %{}, access_token)
%{"result" => %{"tools" => [%{"name" => "greet"}]}} = listed

arguments = %{"name" => "greet", "arguments" => %{"name" => "reader"}}
{200, called, _} = post_mcp.(3, "tools/call", arguments, access_token)

%{
  "result" => %{
    "resultType" => "complete",
    "structuredContent" => %{"message" => "Hello, reader!"}
  }
} = called

%{discovery: :passed, tool_listing: :passed, tool_call: called["result"]}
Check the authentication and validation refusals
Missing credentials receive HTTP 401 and an OAuth resource-metadata challenge.
A valid token without the tool-call scope receives HTTP 403. Invalid arguments
return a JSON-RPC invalid-params error after authentication; a successful HTTP
exchange alone does not mean the tool succeeded.
{401, _missing_token, challenge_headers} = post_mcp.(4, "tools/list", %{}, nil)

true =
  Enum.any?(challenge_headers, fn {name, value} ->
    String.downcase(to_string(name)) == "www-authenticate" and
      String.contains?(to_string(value), "resource_metadata=")
  end)

{403, _missing_scope, _} = post_mcp.(5, "tools/call", arguments, read_only_token)

{200, rejected, _} =
  post_mcp.(6, "tools/call", %{"name" => "greet", "arguments" => %{"name" => ""}}, access_token)

%{"error" => %{"code" => -32602, "data" => %{"reason" => "tool_arguments_invalid"}}} = rejected

%{missing_token: 401, missing_scope: 403, invalid_arguments: -32602}
Optional: read application metadata in 2.4
context.request_meta is a bounded snapshot of the current request's untrusted
metadata. RequestMeta.application/1 excludes protocol-reserved keys. Here it
controls only an explicitly returned diagnostic label; never use metadata to
replace the verified principal, tenant, scopes, issuer, or sender binding.
:ok =
  API.register_tool(server, "request_label", %{
    description: "Return an example application metadata label",
    required_scopes: [AttestoMCP.Scopes.tools_call()],
    input_schema: %{"type" => "object", "additionalProperties" => false},
    handler: fn _arguments, context ->
      label = RequestMeta.application(context.request_meta)["com.example/request-label"]

      {:ok,
       Result.tool_from_context(Content.text("Application metadata example"), context,
         structured_content: %{"label" => label}
       )}
    end
  })

%{"result" => %{"structuredContent" => %{"label" => "tutorial"}}} =
  MCPTest.call_tool(
    server,
    "request_label",
    %{},
    test_context ++ [meta: %{"com.example/request-label" => "tutorial"}]
  )

{200, label_response, _} =
  post_mcp.(
    7,
    "tools/call",
    %{
      "name" => "request_label",
      "arguments" => %{},
      "_meta" => %{"com.example/request-label" => "tutorial"}
    },
    access_token
  )

%{"result" => %{"structuredContent" => %{"label" => "tutorial"}}} = label_response

%{metadata_via_test_helper: :passed, metadata_via_http: :passed}
Optional: guidance, presentation, icons, cache hints, and dialect export
These settings are independent of authentication. Guidance and display
callbacks do not grant access to a hidden tool. Cache hints describe client-side
reuse; the server does not cache responses, and protected HTTP stays
private, no-store. This example keeps hints private and uses an inline icon,
so no image service is needed.
A second server exercises these startup options without changing the first
server or HTTP endpoint. The after block stops it even if an assertion fails.
icon =
  "data:image/svg+xml;base64," <>
    Base.encode64(
      ~s|<svg xmlns="http://www.w3.org/2000/svg" width="16" height="16"><circle cx="8" cy="8" r="6" fill="blue"/></svg>|
    )

{:ok, feature_server} =
  API.start_link(
    server_name: "notebook-catalog",
    server_icons: [%{src: icon, mime_type: "image/svg+xml", sizes: ["16x16"]}],
    export_schema_dialect: true,
    instructions_provider: fn _context -> {:ok, "Use greet for a short greeting."} end,
    tool_presentation: fn _tool, _context -> {:ok, %{"title" => "Greeting"}} end,
    cache_policy: [methods: %{"server/discover" => [ttl_ms: 1_000, scope: :private]}]
  )

try do
  :ok = API.register_tool(feature_server, "greet", greet)

  %{
    "result" => %{
      "instructions" => "Use greet for a short greeting.",
      "cacheScope" => "private",
      "ttlMs" => 1_000,
      "_meta" => %{
        "io.modelcontextprotocol/serverInfo" => %{
          "name" => "notebook-catalog",
          "icons" => [_icon]
        }
      }
    }
  } = MCPTest.discover(feature_server, test_context)

  %{
    "result" => %{
      "tools" => [
        %{
          "title" => "Greeting",
          "inputSchema" => %{"$schema" => "https://json-schema.org/draft/2020-12/schema"}
        }
      ]
    }
  } = MCPTest.list_tools(feature_server, test_context)

  %{
    guidance: :passed,
    presentation: :passed,
    icon: :passed,
    private_cache_hint: :passed,
    schema_dialect: :passed
  }
after
  :ok = stop_owned.(feature_server, &GenServer.stop/1)
end
The same test-helper family includes resource reads, prompt retrieval,
completion, and catalog pagination. Interactive retries must echo the returned
requestState and answer keys, preserving operation parameters and application
metadata. Only tracing, progress, and client display metadata may change. See
the usage guide for those
contracts and the remaining optional features.
Clean up and move to an application
This cleanup is safe to run twice. It restores the previous static-keystore
configuration instead of discarding it. Keep this notebook in a dedicated
runtime so other applications do not depend on its temporary key.
:ok = cleanup.(server, bandit)
:ok = cleanup.(server, bandit)
false = Process.alive?(server)
false = Process.alive?(bandit)

%{server_stopped: true, http_stopped: true}
For a supervised application and real OAuth clients, continue with
setup. A Phoenix host already
using attesto_phoenix can reuse its validated authorization configuration with
mix igniter.install attesto_mcp_server --base-url https://mcp.example.com.
Review the generated notices, storage migrations, granted scopes, and starter
test. The usage guide covers
resources, prompts, business policy, DPoP and mTLS integration, sessions,
subscriptions, and deployment limits.


  

    Changelog

2.8.0 - 2026-10-19
	Wrap every HTTP authentication in the auth/authenticate telemetry span.
Its stop event carries the elapsed duration, a bounded outcome (for
example :missing_credentials, :token_expired, :invalid_audience,
:sender_constraint_mismatch, :dpop_replay, :dpop_nonce_required,
:step_up_required, :verifier_unavailable, :verifier_failure,
:principal_binding_failure), the refusal's HTTP status, and the
authenticated binding. The outcome AttestoMCP records on the connection is
used when present; otherwise it is classified from the captured OAuth error
envelope, so the span works with every supported AttestoMCP release.
auth/refusal and auth/policy_failure are unchanged.

2.7.2 - 2026-10-18
	Fail the generated principal admission index migration before any DDL when
attesto_mcp_sessions does not exist, instead of returning successfully.
Ecto records a migration as applied once it returns, so the 2.7.1 skip left
the index missing with no later run to add it. The version is not recorded on
failure and the migration runs again once the sessions migration has been
applied. A Postgres-backed regression test covers both outcomes.

2.7.1 - 2026-10-18
	Accept --help in mix attesto_mcp_server.gen.migration; it prints the
usage and the accepted options instead of failing with "invalid options".
	Add --skip-url-elicitations to the migration generator so a host that does
not use URL elicitation can rerun the task for later additions, such as the
principal admission index, without the optional table coming back.
	End generated migrations with a newline so they pass
mix format --check-formatted unchanged.
	Make the generated migrations idempotent: tables and indexes are created only
when absent and dropped only when present, and the principal admission index
migration skips itself with a warning when attesto_mcp_sessions does not
exist yet instead of failing.

2.7.0 - 2026-10-18
	Keep request-path rate-limit decisions constant-time by storing buckets per
traffic category, pruning expired buckets during periodic cleanup, and
evicting one member of the largest category without scanning or sorting the
10,000 live keys. Group authentication failures from one IPv6 /64. Once an
authentication-failure bucket is exhausted, reject later attempts before
token-signature verification. A separate refundable auth_checks bucket
bounds concurrent verification without charging successful authentication
against the failure rate; failures are recorded after verification. A full
table reclaims one bucket from its most populous traffic category so one
category cannot globally deny admission to new sources.
	Bind modern subscriptions and session-bound streams to the scopes captured
when they open, on every transport. Delivery now checks generic catalog
scopes and resource-definition scope alternatives before any optional host
reauthorization callback. Transport-neutral callers must pass granted scopes
when opening a subscription or stream; compatibility arities capture none
and therefore receive only notifications with no scope requirement.
	Limit active session-bound sessions to 128 per principal and live legacy
streams to eight per session and server process by default. Add
max_sessions_per_principal and max_legacy_streams_per_session, exact
active-session counts for the bundled stores, atomic admission across shared
bundled stores, deterministic durable principal encoding across nodes, and
namespace-aware optional count/admission callbacks for custom stores. Ecto
updates now share the admission lock so an in-flight expiry extension cannot
exceed the principal cap. Existing Ecto hosts should rerun
mix attesto_mcp_server.gen.migration and apply the generated concurrent
principal-admission index migration.
	Apply configured default_scopes to completion/complete before its
prompt/resource fallback scopes.
	Replace full-catalog snapshots on selected tool, exact resource, and
registered-header request paths with indexed registry lookups. Registered
argument mirrors now follow a tool's wire-level name when it differs from
its registry identity.
	Split URI-template matching, multi-round retry handling, store setup,
startup option validation, request-event delivery, handler invocation,
protocol negotiation, and scope policy into focused internal modules. Reuse
the same Ecto adapter checks, legacy-session lookup, telemetry correlation,
scope-set evaluation, and bounded JSON option parsing across their callers.
These internal moves preserve the public API and transport message protocol.
	Consolidate test HTTP clients, polling, and supervised server startup in
test/support so transport and concurrency regressions exercise the same
helpers.
	Retain the hidden cacheable-method and icon-limit getters as callable 2.x
compatibility entry points.
	Correct the multi-mount Phoenix example so every protected-resource metadata
route names its trusted authorization-server issuer.
	Translate the server's legacy :resource endpoint-path option to MCP 2.1's
unambiguous :resource_path boundary without forwarding both keys.
	Preserve the explicitly local allow_dynamic_origin mode by translating it
to MCP 2.1's pinned callback contract, and have the installer emit
allow_http: true only for an accepted HTTP loopback origin.
	Give bounded schema compilation and instance evaluation five seconds on a
loaded host. Schema and JSON node, depth, and byte limits continue to bound
the work below the server's 30-second request deadline.
	Verify the frozen 2.6 conformance fingerprint against its recorded release
commit so later release work does not invalidate historical evidence.

2.6.0 - 2026-10-17
	Make the server-side HTTP authorization gate use the same per-method scope
defaults and params-dependent completion/subscription rules as the Plug
boundary. The Plug records its resolved policy so the direct server gate does
not apply default_scopes twice. The local stdio adapter continues to require
no fallback scopes unless scope_map or default_scopes is configured.
	Apply one header-name policy during both tool registration and HTTP request
handling, including identical token syntax and length limits for every
x-mcp-header suffix and its generated Mcp-Param-* wire header.
	Expand the supported attesto_mcp range to >= 1.3.0 and < 3.0.0, retaining
the original minimum while allowing the coordinated AttestoMCP 2.0 release.
	Exercise the retained JSV 0.24.0 floor in an explicit CI lane, and label the
archived 2.3.0 dependency inventory as historical release evidence.

2.5.0 - 2026-10-15
	Extend automatic AttestoPhoenix installation through the 4.x line while
retaining the 2.14 floor and 3.x compatibility. The coordinated source and
published-package lanes exercise the new major-version boundary.
	Make multi-round input requests all-or-nothing when the client lacks any
required capability. Tool and prompt retries now validate their original
arguments before merging typed input responses, reject response keys that
collide with declared arguments, and leave signed request state unconsumed
when the client can repair the request.
	Encode RequestState digests deterministically so clustered nodes agree on
map-backed operation and caller bindings. This changes RequestState
signatures: a mixed 2.4/2.5 rolling deployment can reject an in-flight
multi-round request issued by the other version. RequestState lifetime is
capped at 120 seconds, after which clients can begin a fresh round.
	Re-run the configured authentication :principal callback before each
matching subscription event is delivered. This refreshes revocation and
principal data while preserving the stream's original actor, binding, and
tenant. Hosts should keep callback lookups indexed and bounded because their
cost now applies once per candidate event and subscriber; rejection or
callback failure suppresses that delivery.
	Reject javascript:, data:, and vbscript: resource identifiers and
links. URI checks remain syntactic; hosts that dereference accepted resources
must continue to enforce their own destination policy.
	Bound the built-in URL elicitation store to 10,000 records and 64 MiB by
default. Add url_elicitation_max_entries and
url_elicitation_max_bytes for configuring those limits. Admission reclaims
enough expired records to avoid a false capacity failure and never evicts a
live approval. UrlElicitationStore.ETS.put/2 now returns
{:error, :already_exists} for every duplicate key, including consumed
records, and {:error, :capacity} when no safe space remains.
	Treat only Plug's exact %{"_json" => list} parsed-body wrapper as a
top-level JSON array. A JSON-RPC object may use _json as an extension key
without being mistaken for an unsupported batch.
	Scope one-time RequestState and cursor secret initialization locks to the
local node, and treat an explicitly null token client_id like an absent
client identifier during stream ownership checks.
	Temporarily pin the repository's dev/test-only Bandit dependency to upstream
commit d88b21953c65061f21136ea76a89a4f95a2ac7a1, which contains the official
fix for GHSA-69m6-wcv4-rwcf. No patched Hex release exists yet; replace this
pin with the first patched release when Bandit publishes one. Runtime
consumers do not inherit this repository-only dependency.

2.4.0 - 2026-10-06
	Expose an immutable, bounded snapshot of each request's _meta object to
handlers and per-request callbacks as context.request_meta, for HTTP,
stdio, and direct test dispatch. The snapshot is untrusted input kept apart
from verified identity, scopes, tenant, and host context. Metadata above
max_request_meta_bytes (65,536 bytes by default) is rejected, not
truncated. AttestoMCP.Server.RequestMeta documents the contract.
	Bind multi-round retry state to operation parameters and request metadata,
except traceparent, tracestate, baggage, progressToken, and
io.modelcontextprotocol/clientInfo. Tracing, progress, and display values
may change on retry; application metadata and protocol settings remain
bound to the original request. Denied direct tool retries do not consume
their signed state. Completed tool retries discard authored cache hints.
	Add instructions_provider for caller-specific guidance in modern discovery
and session-bound initialization, and tool_presentation for caller-specific
titles, descriptions, icons, and application _meta on visible tools.
Failures return controlled errors, never fall back to static text, and leave
a session-bound initialization retryable. Customized catalogs are part of
the pagination fingerprint.
	Add cache_policy for cache hints by operation, resource definition, and an
optional resolver, with handler hints that can only shorten or restrict.
Definition policies apply without a server-level policy. Personalized,
filtered, paginated, and retried results stay private; resource result
metadata participates in privacy selection, and continuation cursors retain
their caller binding. See the migration runbook for the corrections that
apply without a policy.
	Add server_icons to the server implementation identity in discovery,
modern result metadata, and 2025-11-25 initialization, with full icon
validation. Preserve valid handler-authored identity, including empty
optional text/icon arrays and HTTP icons, through bounded wire validation.
Reject trailing control characters in configured icon MIME types and sizes.
	Add opt-in export_schema_dialect to declare the default JSON Schema 2020-12
dialect on exported tool schema roots without changing validation.
	Extend AttestoMCP.Server.Test with resource, prompt, completion,
discovery, catalog, and generic request helpers that share one request
builder and support metadata, cursors, and multi-round retry fields. Reject
invalid helper options and conflicting reserved request fields consistently.
	Initialize the fixed embedded JSON Schema meta-schemas at application
startup, so the first request does not wait on their initialization lock.
The three fixed roots share a ten-second startup deadline; user-supplied
schema compilation and evaluation retain their one-second deadlines.

2.3.1 - 2026-10-04
	Support JSV 0.24.x as well as 0.25.x. Both retain the existing bounded
validation and format policy. The 0.24.0 floor passes the server suite and
pinned JSON Schema corpus with the same explicit exclusions.

2.3.0 - 2026-10-03
	Use JSV for bounded JSON Schema 2020-12 and draft-07 evaluation, including
reference scope, numeric equality, and unevaluated annotations. Network
resolution and casting remain disabled. Tool input and structured output
retain format assertions by default, with schema_formats: false selecting
annotation semantics.
	Reuse successfully compiled schemas across request processes through a
bounded application cache. Schema and instance limits, format policy and
validation timeouts still apply; cache restarts fall back to compilation.
Large or output-heavy workloads can remain slower than the previous limited
validator; see the migration runbook
for measured costs and cache storage limits.
	Enforce regex limits on compiled reference targets while preserving unused
annotations and literal data.
	Gate the official required draft2020-12 corpus in CI with a frozen revision
and explicit external-reference/custom-dialect exclusions.
	Move the rate-limit application error from the reserved MCP code -32029
to -33029, retaining HTTP 429. Update clients that match the numeric code.
	Refresh the pinned official MCP source runner to the alpha.12 source plus
PR #396; distinguish this commit from the published npm alpha.12 artifact.
	Add a coordinated-source OAuth-to-MCP integration fixture and exclude
vulnerable Igniter/Mint dependency versions.
	Recover valid multi-round retries with missing answers by requesting only
the remaining inputs. Preserve validated answers and the original expiry
in fresh signed state, while rejecting unbound input and replay.

2.2.0 - 2026-09-13
	Allow a protected MCP endpoint to retain its canonical RFC 9728 resource in
metadata while using Attesto core's explicit :trusted_audiences policy for
access tokens issued to trusted reverse-gateway identifiers. Subscription
delivery now reuses the same audience policy.

2.1.0 - 2026-09-03
	Add staged URL elicitation support for modern interactive requests in the
2026-07-28 protocol revision (AttestoMCP.Server.UrlElicitation and
AttestoMCP.Server.API helpers: stage_url_elicitation/5,
resolve_url_elicitation/3, consume_url_elicitation/3).
	Add AttestoMCP.Server.UrlElicitationStore behaviour with built-in
in-process ETS adapter (AttestoMCP.Server.UrlElicitationStore.ETS) and
optional PostgreSQL Ecto adapter (AttestoMCP.Server.UrlElicitationStore.Ecto).
	Implement atomic single-use consume semantics with foreign subject precedence
to prevent cross-user state disclosure.
	Add periodic cleanup sweep of expired URL elicitations running alongside session
cleanup with dedicated start, stop, and failure telemetry events.
	Make mix attesto_mcp_server.gen.migration write a second migration,
create_attesto_mcp_url_elicitations, and skip each file whose base name
already exists, so an existing host that reruns the task receives only the
new table.
	Document mode: "url" elicitations in the usage guide: the link must carry
the staged approval by opaque id, never as a bare route, and the staged
record is subject-bound, single-use, time-limited, an explicit dead end when
expired, consumed, or foreign, and swept. The section also states which
operations deserve a browser gate and why the library does not refuse the
mode by principal type.

2.0.1 - 2026-09-02
	Bind automatic protected-resource callbacks to the named profile loaded from
the helper's otp_app argument on attesto_phoenix 3.x, keeping multiple
named profiles isolated. The helper does not select a profile from
conn.private. The attesto_phoenix 2.14 compatibility path supports one
globally configured profile; using it for multiple profiles can route
persistent replay or revocation reads through that global profile's store.

2.0.0 - 2026-09-02
	Make PhoenixParser treat each configured path as a decoded segment prefix:
the prefix, route-equivalent trailing or repeated slashes, and every child
path bypass host body parsing before authentication. This includes ordinary
routes below the configured prefix, so unrelated routes must not overlap it.
Malformed, oversized, multipart, and otherwise unsupported child requests
reach the authenticated MCP boundary without prior body parsing.
	Add a validated Plug client_ip callback for authenticated and
failed-authentication rate-limit buckets. The default remains
conn.remote_ip verbatim, including non-IP local-peer terms; explicit
callback failures fail closed and emit neutral client_ip/exception
telemetry.
	Require session_clustered: true servers to configure the same explicit,
shared cursor_secret on every node; an omitted or shorter-than-16-byte
secret now refuses startup instead of generating incompatible per-process
cursor keys. Load-balanced multi-node deployments serving stateless
2026-07-28 requests must also configure the same explicit secret, even when
session_clustered is false, if cursors may cross nodes. Pagination cursors
now bind to deterministic visible catalog content rather than node-local
mutation history, so peers on the same OTP major with the same final catalog,
secret, and pagination context can continue them across nodes even when their
registration histories differ. A mixed-OTP-major rolling upgrade may
invalidate in-flight cursors, so clients should restart pagination when that
boundary is crossed.
	Emit periodic session-cleanup start/stop telemetry with a bounded reaped
count and neutral outcome. Custom session-store cleanup responses must be
valid batches of at most 1,000 keys; oversized or malformed responses are
rejected as unavailable rather than truncated. Cleanup duration covers the
store cleanup call and its bounded return normalization, failure reporting,
and namespace filtering, but excludes start telemetry, local stream closing,
and clustered close broadcast.

1.1.0 - 2026-09-01
	Add AttestoMCP.Server.Result.tool_from_context/2,3 so tool handlers and
shared adapters inherit the supervised server's JSON budget and output
canonicalization settings without repeating or overriding those options.
The standalone result constructors and their secure defaults remain
unchanged.

1.0.0 - 2026-09-01
	Establish the stable 1.0 host API while preserving the strict output and
string-keyed argument defaults from 0.14.
	Add a bounded principal_binding callback so handlers can receive complete
loaded principals while session ownership, subscription isolation, cursors,
and accounting use a small stable identifier. Add a separate post-auth,
pre-body Plug authorize gate for mount-wide policy with neutral 403
denials.
	Let AttestoMCP.Server.Phoenix.protected_resource_options/2 compose a
post-load principal callback without replacing AttestoPhoenix JTI revocation
checks or principal loading.
	Add explicit :json and :jason tool-output canonicalization modes for
protocol-encoded structs and atom values, retaining bounded input, encoded,
decoded, and final wire validation. Trusted exception reporters receive a
value-free JSON Pointer diagnostic when canonicalization fails.
	Add opt-in schema-limited atom keys for tool arguments. Conversion happens
only after input validation, uses existing atoms, and never creates atoms
from schemas or client data.
	Add AttestoMCP.Server.Test.call_tool/4 for focused host tests that exercise
scopes, definition policy, schemas, handler execution, and complete wire
results through normal dispatch.
	Support up to 32 exact MCP paths in PhoenixParser and document a complete
multi-server Phoenix deployment with distinct durable-session namespaces.
	Add bounded, cursor-based active legacy session ID pages for operator
tooling. Bundled ETS and Ecto stores expose IDs without loading records or
principal bindings; Ecto uses deterministic bytewise ordering.
	Add a public migration guide for moving documented anubis_mcp component,
response, context, scope, and schema APIs onto AttestoMCP registrations.

0.14.0 - 2026-09-01
	Add an optional PostgreSQL-backed Ecto session store for the session-bound
2025-11-25 and 2025-06-18 revisions. Composite, collision-resistant
server namespaces,
row-locked updates, indexed expiry, and bounded cleanup let sessions survive
application restarts and remain safe across nodes sharing one database.
	Make the Phoenix installer select durable session storage automatically when
it finds exactly one statically confirmed, supervised PostgreSQL host Repo.
It preserves existing custom choices, leaves Repo-free hosts on ETS, and
falls back to ETS with an actionable notice when a sole Repo cannot be proven
supervised or its adapter cannot be proven. It also resolves literal aliases
in application and config source, refuses unsupported explicit or ambiguous
Repo choices, and supports explicit --session-store, --repo, and
--schema-prefix choices.
	Add mix attesto_mcp_server.gen.migration for the fixed
attesto_mcp_sessions table. Generation is explicit and duplicate-safe;
neither the installer nor the generator runs a database migration. Default
paths follow the selected Repo's child application in umbrella projects.
	Keep Ecto optional so non-Ecto and stdio consumers retain the existing
dependency footprint and in-memory default.
	Emit a neutral [:attesto_mcp_server, :session_store, :failure] event for
each failed session-store call, keep adapter error details private, and
preserve one :session_store_unavailable result through server, HTTP, and
stdio boundaries.
	Bound Ecto query, transaction, and PostgreSQL row-lock waits below the server
call budget. Record-bearing listings use small batches, counts use a SQL
aggregate, and cleanup loads only bounded keys. Direct loads and
record-bearing listings discard detected corrupt rows under lock with
bounded telemetry so one unusable row cannot wedge later work.
	Keep session activity timestamps monotonic under concurrent refreshes and
constrain session timeouts to 1..9_000_000_000_000_000_000 milliseconds.
Malformed external session identifiers behave like absent sessions. Invalid
stored record versions are discarded atomically, while rolling upgrades
preserve higher integer record versions and bindings that a node cannot
decode without creating atoms. Conditional corruption cleanup rechecks the
current record under the adapter lock before deletion.
	Reject Ecto adapter operations that require their own row-locking transaction
when called inside a caller-owned Repo transaction, before changing
transaction-local timeouts, returning an explicit unsupported nesting error
without poisoning the host transaction.
	In clustered mode, propagate explicit session deletion and periodic
expired-row cleanup to peer processes with versioned, namespace-bound,
size-limited control messages so every node closes its local streams without
rebroadcast loops.
	Make session-store outages detected before response streaming return HTTP 503
consistently across JSON-RPC POST, session-bound notification, GET, and
DELETE paths. Configured HTTP method-scope checks and core method
authorization precede outage disclosure. Stdio.main/1 now stops the server
it owns on exit and raises when its initial durable session cannot be stored.
	Make HexDocs open on the installer-first README so the Phoenix SaaS path is
the package's default documentation entry point.

0.13.0 - 2026-08-31
	Require attesto_mcp >= 1.3.0 and < 2.0.0, adding compatibility with the
Attesto 2.x authorization contracts.
	Accept direct public-Hex attesto_phoenix requirements from the supported
2.14.1 floor through the 3.x line, retaining fail-closed intersection and
dependency-source validation.
	Refresh path-based Mix.install/2 examples so an existing install cache
cannot retain dependency versions from an earlier server release.

0.12.2 - 2026-08-30
	Reject 2026-07-28 request metadata paired with missing, duplicate, or
mismatched HTTP mirror headers before session-bound routing, preserving one
neutral body_header_mismatch response across methods and stale session IDs.
	Add a runnable Livebook walkthrough for an authenticated local server,
including discovery, initialization, tool listing, and a tool call.
	Add regression coverage proving late-bound named-server transport limits use
the active server JSON budget, including absent-server startup and server
restarts above the secure 2 MB default.
	Make the real Bandit disconnect and stdio interleaving regressions
independent of peer-request and EOF-drain timing on loaded test hosts.
	Document the complete modern mirror-header contract and streamline the
README around the batteries-included Phoenix path, client onboarding, and a
concrete non-Phoenix dependency setup.

0.12.1 - 2026-08-30
	Support bounded resource URI templates containing up to 16 separated simple
or reserved path expressions and 32 globally unique variables. Reverse
matching remains deterministic, rejects adjacent ambiguous expressions,
encoded separators for simple variables, traversal, and oversized captures,
and is shared by direct, batch, startup, and replacement registration paths.
	Bound URI-template work across the complete candidate scan for one resource
lookup. Budget exhaustion is distinct from a non-match, fails closed for
selected resource dispatch and notification scopes, and a local resource
notification reuses one scope resolution for modern and legacy delivery.
	Limit the complete primitive catalog to 1,000 definitions across all types.
Atomic batches and replacements, repeated additions, startup, and registry
recovery enforce the same total without mutating the catalog or revision on
rejection.
	Add the server-wide max_json_bytes budget. The secure default remains
2,000,000 bytes; hosts may explicitly raise it to a finite maximum of
64,000,000 bytes. The selected budget now governs JSON Schema instances,
handler-result normalization, final result validation, JSON-RPC encoding,
Streamable HTTP, and stdio. Transport limits may not exceed their supervised
server's budget. Registered definition and schema data use that same budget
during startup, dynamic registration, catalog replacement, and restoration.
	Cap omitted HTTP transport limits by the selected JSON budget, including
budgets below the 2,000,000-byte nominal body default. Explicit limits above
the selected budget still fail during initialization.
	Make invalid low-level JSON-RPC max_bytes options fail closed for decoding
and ID recovery instead of relying on Erlang term ordering.
	Document the stdio adapter's 512-byte minimum frame limit alongside its
server-budget ceiling.
	Clarify that Schema.max_instance_bytes/0 denotes the secure default rather
than the configurable ceiling, and that nil and true schemas remain
subject to the active JSON budget.
	Allow the public content and result constructors to opt into the same larger
finite budget with max_json_bytes, while retaining the 2,000,000-byte
default and all structural and canonical-Base64 checks.

0.12.0 - 2026-08-29
	Add bounded alternative_scope_sets to primitive definitions. The primary
required_scopes clause and each alternative remain all-of requirements,
while any complete clause can authorize the definition consistently across
catalogs, selected lookups, resource templates, subscriptions, and both
protocol eras.
	Add typed, strict AttestoMCP.Server.Content constructors and complete tool
and resource constructors in AttestoMCP.Server.Result. They emit canonical
string-key maps and enforce the same content, URI, JSON, and padded-Base64
rules as handler-output validation; handwritten maps remain supported.
	Revalidate every finalized success result after adding protocol, cache, and
server-identity fields. Oversized completion values and aggregate catalog or
handler results now fail closed with bounded protocol errors in both eras.
	Align handler-output validation with the MCP content contracts. Embedded
resources now require one text or blob resource-content entry rather than a
nested contents array. Present optional string, map, list, and size members
must now have their declared types, so explicit null text/blob siblings,
null MIME/description/metadata members, malformed link titles, negative link
sizes, and invalid link/resource icons or annotations are rejected. Use the
public content constructors when migrating affected handlers.
	Document that JSON Schema defaults are annotations, and add the bounded,
explicitly invoked AttestoMCP.Server.Schema.apply_property_defaults/2
helper for direct property defaults without changing dispatch behavior.
	Add atomic replace_catalog/2 for bounded generated catalogs. Failed and
no-op replacements leave the catalog revision unchanged; successful changes
emit one list-changed notification for each affected advertised catalog
category. Resources and templates share one category; completion-only
changes emit none.
	Make the 2,000,000-byte schema-instance ceiling explicit across server,
Streamable HTTP, and stdio configuration. Oversized max_body_bytes or
max_message_bytes settings now fail during initialization, while the
message limit continues to govern JSON-RPC decoding.
	Validate scope_map through one shared bounded policy: only supported MCP
request methods are accepted, and scope lists must be unique, valid,
length-bounded, and aggregate-byte-bounded in both server and Plug options.
	Allow resolver-backed :auth to supply a strictly validated canonical
resource or base origin after runtime configuration loads. The resolved URL
must agree with the mounted path and any static pin, and the same identifier
drives RFC 9728 metadata and audience verification.
	Require static and resolved :base_url/:origin values to be bare HTTP
origins without application paths. A static path-bearing value now fails
during Plug initialization, and a resolver-returned value fails closed when
the resolver is evaluated, instead of producing protected-resource metadata
that disagrees with the served route.
	Add a migration runbook for registrations, handler contracts, schema
behavior, authorization ordering, Phoenix wiring, session continuity, and
safe result construction.
	Bind clustered resource-notification delivery to a versioned, bounded
publisher scope snapshot and the recipient's current definition scopes.
Legacy cluster resource envelopes without publisher scopes fail closed, so
catalog drift during deployment cannot weaken modern or legacy delivery
authorization. Per-publish authorization callbacks now suppress both modern
and legacy delivery consistently.
	Clarify the distinct modern and legacy subscription scope rules, including
additive subscriptions/listen and per-notification requirements.
	Add explicit 2025-06-18 HTTP, stdio, initialization, and revision-filtering
regressions, and make live stdio tests wait for owned child processes before
removing isolated build directories.

0.11.1 - 2026-08-29
	Document the existing per-definition authorize contract, including callback
forms, host context, evaluation order, neutral denial behavior, and the
subscription boundary; test function and MFA callbacks on both allow and
deny paths.
	Refuse non-isolated or uninspectable Phoenix endpoint sources before editing,
distinguish those failures from safe installer warnings, and make metadata
route reuse diagnostics specific without relaxing preflight.
	Clarify host-owned custom-scope configuration and pin parser bypass behavior
for route-equivalent repeated trailing slashes.

0.11.0 - 2026-08-28
	Add per-mount RFC 9728 scopes_supported configuration. Custom-scope
deployments no longer have to advertise the package's generic scopes and
cause clients to request grants the authorization server does not issue.
	Add isolated host context builders, bounded server-wide telemetry dimensions,
exact primitive identity on handler spans, host exception reporting, and a
handler-task initialization callback with function and MFA forms.
	Add explicit bounded client-safe handler failures with
AttestoMCP.Server.Result.error/2; arbitrary failure terms and exceptions
remain private.
	Add host-wide default_scopes with explicit method-map precedence and
additive subscription delivery scopes.
	Add atomic bounded register_all/2, startup :registrations, coalesced
catalog invalidations, exact registry recovery, and stable named child specs.
	Add a durable legacy-session adapter contract, versioned bounded records,
fail-closed store monitoring, and an in-memory default adapter with bounded
fair cleanup, including immediate cleanup bookkeeping removal on explicit
deletion. Optional clustered session mode uses one explicit shared store and
namespace and fans notifications out to live peers; process-backed streams
reconnect after failover, and transient store reads do not mislabel live
streams as expired.
	Add opt-in HTTP definition-scope policies for filtered tools/resource
catalogs and selected tool/resource calls. Selected definitions are bound
before MRTR retry-state consumption and authorized through the prepared
Attesto boundary; hidden and denied definitions remain neutral, while the
existing generic scope defaults and subscription generic-plus-definition
reauthorization remain unchanged.
	Make AttestoPhoenix Client ID Metadata Documents an explicit installer opt-in;
existing cache, repository, prefix, allowlist, and disabled settings remain
authoritative, and Req is required only for that opt-in.
	Reuse only one statically proven published
attesto_routes(protected_resource_paths: [path]) metadata route for the
selected MCP path, preserving it byte-for-byte and adding only MCP wiring.
	Preflight Phoenix endpoint parser provenance and add a literal static-route
bypass, including route-equivalent trailing slashes, only for a direct
standard Plug.Parsers declaration; custom or ambiguous body readers receive
an actionable refusal.
	Require header-only bearer presentation for both static and resolved auth,
require successful tools with outputSchema to return conforming structured
content even under permissive schemas, reject ungrantable definition scopes,
redact private server options from crash status, and ignore unrelated calls,
casts, and mailbox messages without terminating the server.

0.10.6 - 2026-08-28
	Apply the automatic AttestoPhoenix access-token JTI revocation check and
principal loader when authenticating each MCP request or stream, before
request-body reads, returning a neutral invalid-token response when either
rejects.
	Treat configured and canonical authentication assigns as boundary-owned:
clear them before verification, repopulate them only from verified results,
and reject non-atom, nil, boolean, duplicate, or cross-owned assign-key
configurations at Plug initialization. Verifier exceptions also retain the
cleared boundary.
	Emit a payload-free [:attesto_mcp_server, :auth, :policy_failure] telemetry
event when the automatic Phoenix revocation check returns an invalid result
or its revocation/principal callback or the HTTP verifier raises, throws, or
exits.
	Fix modern and legacy DPoP- and mTLS-bound subscription delivery with loaded
opaque principals, including static auth configurations that use custom
assign keys. Delivery re-verifies the captured token and sender binding
without running host policy callbacks in shared publish processes; later
revocation or principal-policy changes take effect on the next request or
stream reconnect.
	Require the oldest published compatible AttestoPhoenix release, 2.14.1,
when the installer reuses its protected-resource policy.

0.10.5 - 2026-08-28
	Carry the host's current AttestoPhoenix protected-resource adapter options
into generated MCP routes, including DPoP replay/nonce, canonical-request,
and mTLS certificate callbacks, instead of retaining only the core verifier.
	Resolve automatic AttestoPhoenix authentication at request time while
keeping the canonical resource and public origin statically pinned. Resolver
failures fail closed; on protected MCP requests, unavailable servers,
oversized headers, and unsupported methods are rejected before runtime
configuration is requested.
	Add a constrained runtime auth resolver contract for external zero-arity
callbacks and portable-literal MFA values. Generated routes remain safe for
Phoenix compile-time Plug initialization and cannot replace package-owned
assigns or advertise unsupported bearer-token locations.
	Migrate only exact legacy installer-owned AttestoPhoenix forwards, including
interrupted mixed old/new installations, while preserving application tool
registrations, refusing near matches, and leaving nested quoted examples
untouched.

0.10.4 - 2026-08-28
	Preserve Attesto's scheme-correct OAuth challenges and error details for
invalid DPoP proofs, sender-bound tokens presented as Bearer, nonce requests,
and insufficient scopes instead of replacing them with a generic Bearer
response.
	Keep anonymous discovery challenges error-free, pin challenge metadata to the
configured canonical resource origin, and cover header and host-owned
credential paths with DPoP regressions.

0.10.3 - 2026-08-28
	Configure detected attesto_phoenix hosts for URL client metadata and native
loopback clients by enabling Client ID Metadata Documents and ephemeral
localhost callback ports without replacing existing host choices.
	Add the compatible Req dependency required by the default secure CIMD
fetcher only on the attesto_phoenix installer path; explicit Attesto
callback installations remain dependency-neutral.
	Harden dependency preflight to inspect only literal catalogs, intersect
stable Hex requirements with the supported attesto_phoenix and Req ranges,
and stop without edits on dynamic, duplicate, incompatible, restricted,
custom-source, or otherwise unsafe declarations.
	Harden route and ownership recognition across forward arities 2–4, qualified
and effective scoped calls, source-ordered/chained/grouped aliases, dynamic
plug refusal, Phoenix-router identity, exact generated callbacks, fully
qualified generated routes, and rooted generated module references.
	Fail closed on executable managed-module attributes, compile hooks, custom
macro enablement, enclosing-file compiler directives, unsafe nested modules,
and non-canonical endpoint paths; installer and runtime paths now use only
slash-separated ASCII URI-unreserved segments.
	Preserve compatibility with the exact zero-option AttestoPhoenix.Router
integration emitted after a trusted primary Phoenix router use while keeping
every other secondary router macro source opaque and requiring router modules
to own their source file for lexical provenance.
	Normalize atom cache-scope options, expose pagination and cache controls
through the stable facade type, and keep stdio-only controls out of owned
server startup.
	Exercise the combined installers in both the reusable fixture and an actual
Phoenix 1.8.13 mix phx.new application, including config construction,
generated routes, warnings-as-errors compilation, starter tests,
authorization-installer reruns, and a zero-diff second MCP installation.
	Harden subscription ownership and cleanup, contain non-exception Plug
failures, serialize first-use cursor secrets, and exercise prompt retrieval
through both dated HTTP fixture paths.
	Enforce prompt and resource completion scopes at the authenticated HTTP
boundary, including one explicit method override for both reference types.
	Preserve evaluated array-item annotations when JSON Schema references are
reached through applicators, avoiding false rejection by unevaluatedItems.
	Reject non-object request _meta values as correlated protocol errors while
keeping both stdio and HTTP transports available for later requests.
	Bound each legacy session and each modern resource filter to 128 unique
resource URIs at 4,096 bytes per URI, detach retained URI slices from request
bodies, and canonicalize duplicates without extra entries.
	Route every supported resource-update alias through the same legacy URI
filter and avoid extending idle lifetime for rejected subscription changes.
	Reject malformed public notification fields before modern or legacy fanout,
and suppress malformed direct subscription events without terminating the
registry or preventing a later valid delivery.
	Detach accepted binary JSON-RPC and modern subscription IDs from larger
decoded request buffers before retaining them.
	Refuse installer edits when existing static, parameterized, glob, resource,
or forwarded routes overlap either generated mount; reject required macro
calls whose router effects cannot be proven and accept callback punctuation
only as a terminal Elixir identifier suffix.
	Bind pagination cursors to their catalog method and skip explicit
owner-local subscription IDs when allocating server-generated identifiers.
	Add direct regressions for HTTP Origin enforcement and header budgets, plus
a live stdio pipe recovery check spanning malformed, oversized, and valid
consecutive frames.

0.10.2 - 2026-08-27
	Document the distinct tool, prompt, resource, and completion callback inputs,
including prompt and resource envelopes, their declared atom-keyed fields,
and resource MRTR retry entries.
	Add copyable prompt callback guidance after a live-client interoperability
exercise exposed the ambiguity in the earlier generic callback wording.
	Derive the default advertised server version from package application
metadata so patch releases cannot retain a stale hard-coded version.

0.10.1 - 2026-08-27
	Accept JSON request bodies already decoded by a Phoenix or Plug parser while
retaining message-size, nesting, JSON-RPC validation, and recoverable-ID
checks.
	Add Phoenix-style parser-pipeline and pass-through parser regressions using a
current legacy-initialize client request.

0.10.0 - 2026-08-27
	Add an optional, idempotent Igniter installer for Phoenix hosts.
	Scaffold a supervised MCP module, protected /mcp and RFC 9728 metadata
routes, runtime configuration, and starter tests without inventing secrets or
application authorization policy.
	Detect attesto_phoenix hosts and reuse their validated Attesto configuration
while keeping authorization-server concerns out of this package.
	Use a generated application-owned metadata wrapper so Phoenix 1.7 can mount
metadata and protocol routes as distinct forwarded plug modules.
	Refuse unsafe origins, ambiguous router/module collisions, and partial edits;
compare existing routes across nested scopes and aliases, refuse dynamic
forwards and Phoenix 1.7 plug reuse, and preserve a zero-diff second run
across the supported Igniter range.

0.9.0 - 2026-08-26
	Accept and exactly echo MCP 2025-06-18 during legacy initialization while
retaining 2025-11-25 and preferred 2026-07-28 behavior.
	Preserve the negotiated legacy revision in HTTP session state and enforce it
on later protocol-version headers.
	Add stdio initialize/list/call coverage and authenticated HTTP lifecycle
regression coverage for 2025-06-18.
	Isolate the live stdio regression's installation cache so stale build state
cannot contaminate protocol stdout startup.
	Use the negotiated session revision when a legacy HTTP client omits the
protocol-version header, while rejecting invalid or changed header values.
	Gate catalog/content icons, explicit elicitation modes, and sampling tool
selection to revisions that define those fields.
	Reject an initialize protocol-version header when its revision was disabled
by the host's protocol_versions configuration.
	Expose the exact negotiated legacy revision as context.protocol_version to
request handlers.

0.8.0
Initial Apache-2.0 release of the Attesto-native dual-era MCP server.
	Require released attesto_mcp ~> 1.2 and use its public prepared resource
protection contract without sibling-path or older-auth fallbacks.
	Preserve unknown JSON-RPC extensions and add precise recursive message types.
	Isolate same-session legacy streams, prefer the newest live stream for
server-originated client requests, wait briefly for an owned stream during
connection startup, and make stale teardown ownership-safe.
	Make cancellation, detached-owner cleanup, nil-ID work, correlation, and
request terminal telemetry exact-once under races.
	Add frozen official conformance evidence and exact TypeScript 2.0.0 and
Python 2.1.1 client smoke gates for both supported eras.



  

    Contributing

Thank you for contributing to attesto_mcp_server. Open an issue before a large
change so the intended behavior and compatibility constraints can be agreed
first.
Before opening a pull request, run mix test.all and
scripts/check_source_hygiene.sh .. Security-sensitive changes should include
regression tests for refusal paths as well as the successful path. Package
changes should also verify the unpacked archive with
scripts/check_source_hygiene.sh path/to/archive package.
Contributor credit
Accepted external contributions are credited by GitHub handle and pull request
in the release changelog entry that first includes them. The merge also
preserves Git commit authorship or an appropriate Co-authored-by trailer.
Credit is added when the contribution lands, not while it is still under
review. Security reporters may request anonymous or alternate attribution.


  

    Security policy

HTTP traffic enters the approved AttestoMCP.Plug.ProtectResource boundary
before body decoding and protocol dispatch; its prepared dynamic authorization
API receives route-derived scopes. Configure a trusted static or
runtime-resolved resource origin behind TLS-terminating proxies,
an Attesto issuer, sender constraints, replay/nonce checks, and least-privilege
scopes. Do not put credentials, proofs, request state, or private content in
logs or telemetry. Hosts using definition-scoped grants may explicitly set the
Plug scope_policy for the supported catalog and selected tool/resource
methods. Selected definitions are resolved before retry-state consumption and
authorized through the prepared boundary; denied and unknown definitions have
the same neutral protocol result. Omit this option to retain generic method
scopes, and never overlap it with scope_map (including an empty entry).
Modern subscriptions use configured default_scopes instead of generic
category scopes when no non-empty scope_map["subscriptions/listen"] entry
exists. A non-empty method entry is additive to generic category scopes, and
subscription_scopes are always additive. Modern delivery rechecks that
opening union plus notification requirements; resource updates also require the
generic resource scope and any matched definition scopes. Legacy
subscription-notification delivery reauthorizes catalog events with their
generic category scope; resource-update notifications also require any matched
definition scopes. If a Phoenix endpoint parses bodies before the router,
install the configured decoded path-prefix parser bypass (including every
deeper child path) or enforce an equally strict parser limit before relying on
the Plug's authenticate-before-decode guarantee. This bypass is a body-parsing
boundary, not proof of router ownership; ordinary routes below the prefix also
bypass parsing and must not overlap it.
Definitions with empty required scopes are authenticated-only only under
explicit definition policy; defaults and empty map entries retain generic scope
checks. Report security issues privately to the maintainers.
alternative_scope_sets is an OR of complete all-of clauses, not a list of
independent scopes. Keep each alternative least-privilege and review broader
administrative clauses deliberately. The server applies the same bounded
clauses to catalogs, selected lookups, templates, subscriptions, and both
protocol eras, then runs a definition's authorize callback once after one
clause succeeds. Alternatives never weaken token validation, sender binding,
revocation, principal loading, or request reauthentication.
Set scopes_supported per MCP mount when the authorization server issues
custom grants. Advertising generic package scopes for a custom-scope resource
can make discovery-driven clients request an unusable grant. When
AttestoPhoenix owns a reused metadata route, its protected-resource
configuration is authoritative.
A resolver-backed :auth may provide its absolute canonical resource or base
origin at runtime. Treat that callback and its configuration source as part of
the security boundary. The server requires exact agreement with the mounted
path and any static resource/origin value, and uses the same resolved identifier
for metadata and audience verification. Do not use allow_dynamic_origin in
production or derive an audience from an untrusted Host header.
The server-wide max_json_bytes budget defaults to 2,000,000 bytes and accepts
values from 512 through 64,000,000 bytes. The minimum leaves room for a bounded
protocol error. HTTP max_body_bytes and max_message_bytes must be positive;
stdio max_message_bytes must be at least 512 bytes. None may exceed the
supervised server's selected budget. The message limit still governs JSON-RPC
decoding. Raising the budget increases peak allocation and
response-amplification exposure; set only the smallest value required. Keep an
upstream parser's limit at least as strict as the MCP Plug and preserve the
authenticate-before-body-read ordering.
Every successful result is bounded again after protocol, cache, and server
identity fields are added. This final check applies to modern and legacy
responses, including aggregate catalog pages and completion values; a result
that no longer fits is replaced with a bounded internal protocol error.
An HTTP context_builder receives the authenticated connection and may return
application data for handlers. The returned map is available only at
context.host_context; it cannot replace authenticated identity, grants, or
Attesto assigns. A non-map return or callback failure stops dispatch and emits
only a generic client response. Use AttestoMCP.Server.Result.error/2 only for
bounded failure text and codes intentionally safe to disclose.
Content and result constructors validate protocol data; they do not decide
whether data is safe to disclose. Keep secrets and untrusted diagnostic detail
out of text, resources, annotations, and _meta. Binary constructors accept an
already encoded canonical padded-Base64 value, so hosts remain responsible for
content classification and media-type policy. JSON Schema defaults are never
inserted by dispatch. The opt-in property-default helper is bounded and
revalidates its result, but defaults remain host-authored input and must not
carry authority or bypass authorization checks.
External legacy-session adapters are part of the security boundary. They must
implement atomic update and expiry callbacks, preserve unknown record fields,
keep {namespace, session_id} as data rather than atoms, and enforce access
controls appropriate to their backend. Cluster mode requires a shared adapter,
explicit namespace, and the same explicit shared cursor secret (at least 16
bytes) on every node; startup refuses a missing or short secret. A
load-balanced multi-node deployment serving stateless 2026-07-28 requests
also needs the same explicit cursor secret on every node when cursors may cross
nodes, even with session_clustered false. Cursors bind to final visible
catalog content rather than node-local mutation history; peers may reach
identical content through different registration histories when the content and
pagination context agree. Deterministic continuation assumes all nodes use the
same OTP major, and a mixed-major rolling upgrade may invalidate in-flight
cursors. Since 0.12.0, peer catalog drift cannot reduce publisher-required
scopes; drain mixed old/new clusters rather than rely on them for resource
notifications. Stream processes are node-local and must reconnect after
failover; never treat a session identifier as authorization.
replace_catalog/2 atomically swaps the in-memory definition catalog, but the
host remains responsible for the trusted source of those definitions. Validate
that a generated replacement contains every intended authorization clause and
handler before applying it; omitted definitions are removed. Failed and no-op
replacements do not advance the revision or emit catalog invalidations.


  

    Conformance evidence

This is reproducible test evidence for attesto_mcp_server 2.6.0. It does not
establish certification, endorsement, or support for every optional MCP extension.
Release snapshot (2026-10-17)
	release commit: 32107392ba9c406400d94bfca48e965057aa5e56
	source fingerprint:
73730ce6ce310d6301ca1a6762a4457144408c8c6180824d3486d5fd05ffe481

This fingerprint covers the tracked code, configuration, tests, scripts, and
fixtures in the 2.6.0 release candidate. The package, installer, coordinated
source, and exact released-dependency OAuth gates described below were repeated
for this candidate.
The official runner scores and exact SDK smoke results below remain frozen
evidence for the tested v2.4.0 candidate. They are not relabeled as 2.6.0
results. CI repeats those pinned interop lanes before release.
For the preceding 2.4.0 documentation update, all ten updated Livebook code
cells passed headlessly against public Hex
attesto_mcp_server 2.4.0, AttestoMCP 1.3.2, Attesto 2.2.2, Bandit 1.12.5,
and JSV 0.25.0 on Elixir 1.20.4/OTP 29.0.5. Two complete repeats also verified
cleanup, closed loopback ports, and restoration of prior static-keystore
configuration. These walkthrough checks are separate from the official MCP
results below. The setup guide's focused tool checks and stdio command passed,
and the documentation built with warnings treated as errors.
Frozen official runner candidate (v2.4.0)
	release commit: bef18c29cd51cd59936cc02a52aee5bc0e660b17
	tested source fingerprint:
b1391d61552c8fae1ed5e94bd67d349c8e11f73f4eabb0ddee1fa9da12acefbc
	official runner source: package version 0.2.0-alpha.12, including PR #396
	runner commit: c37eec888e1c6ff140af79987a40008548b7cc5f
	runner archive SHA-256:
a890632d5d8c2576652cfd1fdccb11b2595a2e635e3a335c14e1a224b175548b
	MCP expected-failure files or exemptions: none

This source pin is distinct from the published npm alpha.12 artifact, whose
gitHead is f44482ba17df816d3176962a11cdf36aec9bda00. The pinned source
contains the authorization-server DPoP scenario added by
PR #396.
Authorization-server scenarios have no official scored requirements; the server
scores below do not include authorization-server tests. The separate DPoP
authorization-server scenario passed all three checks as recorded below.
The fingerprint covers the tracked mix.exs, config, lib, examples,
scripts, test, and fixtures files:
git ls-files -z mix.exs config lib examples scripts test fixtures |
  xargs -0 shasum -a 256 |
  shasum -a 256

Official server runner
	Requirements	Selected	Scored	Not scored	Raw assertions	Result
	2026-07-28	50	37/37 passed	4 passed, 9 failed	162 passed, 30 failed	exit 0
	2025-11-25	33	30/30 passed	3 passed, 0 failed	80 passed, 0 failed	exit 0

The 30 raw failures belong to nine Tasks-extension scenarios that are unscored
under --requirements 2026-07-28. Tasks are disabled and are not advertised.
This exclusion is specific to that requirements set. The unscored JSON Schema
and HTTP-header scenarios passed. No Tasks failure was ignored in the legacy run.
The 2.3.1 run recorded two modern SHOULD warnings because the frozen runner
sends inputResponses on the first call without obtaining or echoing request
state. The 2.4.0 console summary reports no per-check warning lines, so this
record does not restate them; the server still requires bound state for
retries and rejects inputResponses without it. Package regressions
cover valid retries that ignore unknown keys and request missing answers again,
preserving earlier validated answers and the original expiry.
To reproduce the runner setup:
RUNNER_DIR="$(mktemp -d "${TMPDIR:-/tmp}/mcp-conformance.XXXXXX")"
ARCHIVE="$RUNNER_DIR.tar.gz"
curl -fsSL \
  "https://github.com/modelcontextprotocol/conformance/archive/c37eec888e1c6ff140af79987a40008548b7cc5f.tar.gz" \
  -o "$ARCHIVE"
printf '%s  %s\n' \
  a890632d5d8c2576652cfd1fdccb11b2595a2e635e3a335c14e1a224b175548b \
  "$ARCHIVE" | sha256sum -c -
mkdir -p "$RUNNER_DIR"
tar -xzf "$ARCHIVE" -C "$RUNNER_DIR" --strip-components=1
(
  cd "$RUNNER_DIR"
  npx --yes npm@12.0.2 ci
  npx --yes npm@12.0.2 run build
)
scripts/run_conformance_fixture.sh "$RUNNER_DIR" 2026-07-28
scripts/run_conformance_fixture.sh "$RUNNER_DIR" 2025-11-25

Official client SDKs
The authenticated fixture negotiated each scored revision, listed tools, called
test_simple_text, validated the response, and closed the connection using
these exact released SDK versions:
	Client	2025-11-25	2026-07-28
	@modelcontextprotocol/client@2.0.0	passed	passed
	mcp==2.1.1	passed	passed

The entrypoints are scripts/client_smoke_ts.mjs,
scripts/client_smoke_python.py, and scripts/run_client_smoke_fixture.sh.
This fixture internally mints a token and therefore covers authenticated protocol
interoperability without establishing OAuth token acquisition.
Coordinated OAuth fixture
fixtures/oauth_host uses source-linked Attesto, AttestoClient,
AttestoPhoenix, AttestoMCP, and AttestoMCP.Server. Its five tests exercise
discovery, authorization code and PKCE, token acquisition through the real
client, ID-token verification, and authenticated MCP requests across both
scored revisions. Negative cases include wrong resources, PKCE, code replay,
DPoP key binding, nonce retry, proof replay, ath, HTTP method, and target URI.
Run scripts/run_oauth_fixture.sh with sibling family checkouts, or set
ATTESTO_SOURCE_PATH, ATTESTO_CLIENT_SOURCE_PATH,
ATTESTO_PHOENIX_SOURCE_PATH, and ATTESTO_MCP_SOURCE_PATH explicitly.
The in-process Req transport preserves the client discovery checks but does
not establish external TLS or an official authorization-server score.
Official authorization-server DPoP scenario
The pinned source runner's authorization --scenario dpop passed three checks
with zero failures, warnings, or skips: asymmetric algorithm metadata, exclusion
of none/HMAC algorithms, and actual token_type: DPoP/JWT cnf.jkt binding.
The request trace includes discovery, PKCE authorization, a use_dpop_nonce
challenge, and a successful token exchange using a fresh proof with that nonce.
These are unscored checks and do not alter either MCP server score.
scripts/run_authorization_conformance_fixture.sh \
  "$RUNNER_DIR/dist/index.js" /path/to/empty-evidence-directory

The fixture starts a test-only HTTPS listener and trusts its temporary
certificate only in the runner subprocess. It cleans up the certificate, key,
and settings afterward. Its fixed-client policy does not advertise CIMD, so
this DPoP scenario does not establish the separate CIMD metadata check.
JSON Schema corpus
The pinned official JSON Schema Test Suite commit is
5b0ee1613e45fcc2bddac00e07c19cd49b00d8a8. Across 46 required draft2020-12
files, the adapter passes 1,252 cases, with 49 explicit exclusions and zero
mismatches or exceptions. The exclusions cover external references and
unavailable dialects; they are recorded in
test/support/json_schema_suite_exclusions.json. The runner rejects stale
exclusions so newly supported cases cannot silently remain omitted.
mix run scripts/run_json_schema_suite.exs /path/to/JSON-Schema-Test-Suite

The corpus selects formats: false annotation semantics. Direct validation
and server tool input/output retain format assertions by default in 2.x.
Internal elicitation URLs and form responses always assert their formats.
The corpus also passed on Elixir 1.18.3/OTP 27.3 with JSV 0.24.0:
1,252 passes, the same 49 explicit exclusions, and zero mismatches or exceptions.
Package gates
	All 879 checks (two doctests and 877 tests) passed in a complete run on
Elixir 1.20.4/OTP 29. Forty-nine tests, including the optional
PostgreSQL-backed tests, were skipped by their declared conditions. Coverage
was 80.55%.
	The fixed embedded meta-schemas initialize at application startup under
one ten-second total deadline. User-supplied schema compilation and
evaluation retain their one-second deadlines. Cold-start and held-lock
regressions passed; earlier attempts and their failures were retained
separately from these complete runs.
	Dialyzer completed with zero errors and zero skips.
	Package construction, source/package hygiene, formatting, documentation,
the production dependency tree check, and the Hex advisory audit passed.
	The published-dependency installer matrix and coordinated source installer
checks passed.
	The coordinated OAuth fixture passed all five tests against the exact
released family pins.
	Default strict Credo is not a passing gate. The repository does not
configure Credo; a temporary default configuration reported style and
complexity findings in both the baseline and candidate. This record does
not claim lint cleanliness.

The frozen runner does not score 2025-06-18. Package-owned HTTP, stdio,
lifecycle, revision-filtering, and configuration regressions cover that
revision without presenting an official runner score for it.


  

    Frozen conformance fixture

examples/conformance_server.exs is the package-owned authenticated Bandit
fixture used by the frozen official server runner and exact official client
smoke gates. It mints a short-lived credential only inside the development/test
fixture; the production authentication boundary is unchanged.
See the root CONFORMANCE.md for the exact runner version,
commit, archive digest, commands, observed scored and not-scored results,
expected-failure status, client versions, and non-certification statement.
The root record covers the fingerprinted 2.6.0 release candidate. Its official
runner results remain the frozen 2.4.0 evidence identified there.
fixtures/oauth_host separately exercises OAuth discovery, authorization code
and PKCE, client token acquisition, ID-token verification, and authenticated MCP
requests through the coordinated Attesto packages. Run it with
scripts/run_oauth_fixture.sh. Its in-process test transport does not establish
external TLS or an official authorization-server score.
The separate scripts/run_authorization_conformance_fixture.sh starts a local
HTTPS test host and runs the frozen source runner's unscored DPoP
authorization-server scenario. Its subprocess trusts only the generated
temporary certificate; the evidence records real discovery, PKCE, nonce retry,
and access-token binding checks.
The pinned official JSON Schema corpus is exercised by
scripts/run_json_schema_suite.exs with formats: false. Its exclusion manifest
records unavailable external references and dialects; format assertion policy
has separate package regressions.
The frozen runner has no scored 2025-06-18 requirement set. Compatibility
for that revision is therefore covered by package-owned HTTP, stdio, lifecycle,
revision-filtering, and configuration regressions rather than being presented
as an official conformance result.


  

    Migration runbook

This guide maps an existing MCP catalog and deployment onto
AttestoMCP.Server. It focuses on choices that affect compatibility,
authorization, and rollout safety. The usage guide contains the
complete option reference.
2.4 request metadata, presentation, and cache hints
The new options are additive: max_request_meta_bytes,
instructions_provider, tool_presentation, cache_policy, server_icons,
and export_schema_dialect. Without them, catalogs, instructions, and the
private 30-second cache hint behave as in 2.3. No migration, database column,
or Phoenix change is required.
These corrections apply to every deployment:
	A request whose _meta object encodes above 65,536 bytes now returns invalid
params ("request_meta_too_large"). Raise max_request_meta_bytes, up to
max_json_bytes, if clients legitimately send larger metadata.
	A multi-round retry must repeat operation parameters and metadata other than
traceparent, tracestate, baggage, progressToken, and
io.modelcontextprotocol/clientInfo. These tracing/progress/display fields
may differ, so a fresh trace context does not cause invalid_request_state.
Application metadata, unknown extension metadata, protocol version, and
client capabilities remain bound to the original request. Put operation
targets and confirmation-bound values in operation parameters, and never
derive them from tracing/progress/display fields. A retry exposes its current
metadata snapshot. In-flight state issued by 2.3 can be rejected once when
these fields are present; the client starts the request again.
	Otherwise cacheable complete results from a multi-round retry now carry
ttlMs: 0 and cacheScope: "private". Completed tools/call retries discard
authored cache-hint extras; ordinary tool calls retain permitted extra fields
and do not become standard cacheable operations.
	Direct tool dispatch checks definition visibility before consuming retry
state. A denied attempt does not prevent a later authorized retry.
	cacheScope: "public" now also requires a caller-independent response. With
cache_scope: :public, allow_public_cache: true, and a trusted
public_catalog context, a list containing a definition with scope clauses
or an authorize callback, a list served under an HTTP definition policy,
or a read of such a resource is now private. Paginated lists are private on
every page, including the final page, because continuation cursors bind the
caller. Unpaginated invariant lists remain eligible for public scope.
	Resource result metadata is considered potentially personalized when it
contains an authored identity different from the configured constant, other
result metadata, or metadata on resource contents. Such results are private
and use zero TTL unless an explicit policy supplies freshness. A valid
authored identity equal to the configured constant remains eligible for
public scope.
	A definition's cache: policy applies even without a server-level
cache_policy; leaving both absent retains the previous option precedence.
	A list page with nextCursor is capped at the cursor lifetime, and a private
hint is capped at the remaining lifetime of the verified access token.
	cache_ttl_ms must be at most 9,007,199,254,740,991 (the largest JSON-safe
integer); larger values fail at startup.
	Session-bound resources/read and prompts/get results no longer pass
through handler-supplied ttlMs or cacheScope fields, which those revisions
do not define.
	Handler-authored io.modelcontextprotocol/serverInfo metadata uses bounded
wire validation. Empty optional text and icon arrays and HTTP/HTTPS icon URLs
are preserved. Unsupported fields, malformed values, or exceeded budgets
cause the configured identity to be stamped instead. Configured/presentation
icons additionally enforce image MIME types and size syntax.
	The cache/choice telemetry event adds bounded method and source
metadata.

Handlers that read client metadata should use context.request_meta rather
than re-reading transport input, and must treat it as untrusted. Hosts that
need caller-specific tool text should use tool_presentation rather than
replacing the catalog per connection; availability still comes from scope
clauses and authorize.
JSON Schema evaluation and format policy
The JSV evaluator accepts standard reference scope and unevaluated annotations
that the previous bounded validator rejected or evaluated incorrectly. Remote
references and custom network dialects remain unavailable. Data is never cast
and schema defaults remain annotations during dispatch.
Tool input and structured output retain format assertions in 2.x. A server can
select schema_formats: false to treat formats as annotations; protocol
elicitation URLs and form responses continue to assert formats in either mode.
Direct callers of Schema.validate/3 and apply_property_defaults/3 also retain
format assertions by default. Pass formats: false to use annotation semantics.
JSV adds abnf_parsec, nimble_parsec, texture, idna, and Decimal to the
base runtime dependency graph. Successfully compiled schemas are reused across
request workers by an application-owned cache, capped at 64 entries and 8 MiB
of estimated BEAM term and binary storage, with a 256 KiB per-entry limit.
Native compiled-regex allocations on OTP 28 and later are outside that byte
estimate; existing schema-node and pattern limits also apply. The cache
distinguishes schemas, format policies, and byte budgets. Instances and validation results
are never cached; all size checks and validation timeouts still apply. Cache
unavailability falls back to compilation. Binary slices are detached from
larger source buffers before entering the cache.
On the development machine, warm validation of small schemas took 26–49
microseconds after caching, compared with 189–447 microseconds before caching.
A comparison using alternating engines in one BEAM measured real tool dispatch
at 121 microseconds for a small schema and 622 microseconds for a 20-item input;
the previous limited validator took 128 and 491 microseconds respectively.
Large input/output dispatch remained 12–27% slower than that older validator,
and an output-heavy mixed workload had 7–18% lower throughput. New schemas
still pay compilation costs of roughly 0.24–1 millisecond in these workloads,
and embedded meta-schema initialization took about 43 milliseconds.
These measurements depend on the workload and machine;
benchmark representative schemas before planning throughput. Initialization
uses a node-local lock, and embedded meta-schemas are reused on the node.
In 2.4, the fixed embedded meta-schemas initialize at application startup,
before request handling. The three fixed roots share a ten-second startup
deadline, and startup fails if initialization fails. User-supplied schema
compilation and evaluation retain their one-second deadlines.
Existing public validation reasons are preserved where a corresponding legacy
reason exists; newly supported constraints return {:schema_validation, ...}.
The rate-limit error code changes from the undefined reserved -32029 to the
application code -33029; HTTP status remains 429. Clients matching the numeric
code must update. Existing legacy -32000 and -32003 errors are retained for
wire compatibility; they are not examples for new application errors.
2.0 deployment hardening
Version 2.0 makes the Phoenix parser bypass match each configured decoded path
as a segment prefix, including its trailing or repeated-slash equivalents and
every deeper child path. This is a body-parsing boundary, not proof of router
ownership: ordinary routes below that prefix also bypass host parsing. Do not
place unrelated routes below a configured MCP parser prefix. Unsupported child
requests remain unread until the authenticated MCP Plug rejects them. Hosts
with a manual parser bypass should make the same segment-aware change.
Rate-limit buckets still use conn.remote_ip verbatim by default, including a
non-IP local-peer term. A deployment behind a proxy can set the MCP Plug's
client_ip callback to return a canonical IPv4 or IPv6 tuple from the host's
trusted, proxy-normalized connection state. Explicit callback failures and
non-IP returns fail closed and emit neutral client_ip/exception telemetry.
Use the same source for authenticated and failed-authentication traffic; never
select a raw client-supplied X-Forwarded-For entry.
Existing deployments with session_clustered: true must now configure the same
explicit shared cursor_secret on every node. The secret must be at least 16
bytes; 32 bytes is recommended. An omitted or short secret refuses startup
rather than generating incompatible per-process cursor keys. Load-balanced
multi-node deployments serving stateless 2026-07-28 requests must also
configure the same explicit secret on every node, even when
session_clustered is false, if cursors may cross nodes. Cursors bind to final
visible catalog content rather than node-local mutation history, so peers may
reach identical content through different registration histories when their
catalog and pagination context agree. Deterministic continuation also assumes
every node uses the same OTP major. A mixed-major rolling upgrade may
invalidate in-flight cursors, so clients should restart pagination across that
boundary. During a rolling deployment from 1.1.x to 2.0.0, the cursor payloads
from those releases are mutually invalid; clients carrying an in-flight cursor
must restart pagination from the first page.
Every periodic session cleanup also emits session_store/cleanup/start and
session_store/cleanup/stop; the stop event reports a bounded reaped count and
a neutral success or unavailable outcome. Its duration covers the store cleanup
call and the bounded return normalization, failure reporting, and namespace
filtering around that call, but excludes start telemetry, local stream closing,
and clustered close broadcast. An adapter response over 1,000 keys (or an
otherwise malformed response) is rejected as unavailable rather than
truncated; adapters must return bounded batches across later passes.
1.0 host integration controls
Version 1.0 keeps the 0.14 transport, authentication, strict-output, and
string-key argument defaults. Upgrading the dependency alone does not require
new OAuth consent, token issuance, a database migration, or changes to existing
registrations.
The new host ergonomics are explicit choices:
	set the HTTP Plug's principal_binding callback when a loaded principal is a
struct or otherwise changes between requests;
	set its authorize callback for one post-auth policy gate covering the
complete mount;
	choose tool_argument_keys: :atoms for existing atom-key handlers and
output_canonicalization: :json or :jason for protocol-encoded structs and
atom values;
	use AttestoMCP.Server.Test.call_tool/4 to port focused tool tests through
normal dispatch; and
	pass a bounded path list to PhoenixParser when one endpoint serves several
named MCP servers.

Enabling principal_binding changes the value compared with stored
session-bound ownership records. Existing version-1 rows remain readable, but
an old row fails closed when its stored principal does not equal the new
binding. Drain those clients or let their sessions expire and reconnect when
turning the option on. The session-free 2026-07-28 transport is unaffected.
Custom session stores need no change unless operator ID pagination is wanted;
implement the optional list_active_keys/4 callback to enable
active_session_ids/2.
0.14 durable session storage
Version 0.14 adds an optional PostgreSQL-backed store for clients that use the
session-bound 2025-11-25 or 2025-06-18 revisions. Merely upgrading the
dependency does not create a table, run a migration, or move existing ETS
sessions. The current in-memory default remains available, and the
session-free 2026-07-28 revision does not need this store.
For the batteries-included Phoenix path, rerun the installer. When it finds
exactly one statically confirmed PostgreSQL Repo that is supervised as a
literal application child, it configures that Repo and prints the explicit
migration command. Ambiguous, dynamic, unsupervised, and non-PostgreSQL setups
are never guessed. You can also make the choice explicit:
mix attesto_mcp_server.install \
  --base-url https://api.example.com \
  --session-store ecto \
  --repo MyApp.Repo

mix attesto_mcp_server.gen.migration --repo MyApp.Repo
mix ecto.migrate

Run the generated migration before deploying the configuration. Every node
serving one named MCP server must use the same Repo, table, namespace, and
optional PostgreSQL schema prefix. Ensure the Repo starts before the MCP server
child. Existing ETS session IDs cannot be copied into the database, so clients
with an active session-bound connection may initialize once after the cutover;
OAuth grants and tokens are unaffected. Keeping ETS requires no migration and
may be selected explicitly with --session-store ets.
During a rolling upgrade, an older node treats a persisted record with a future
format_version as unavailable and leaves it untouched. Reads, ownership
checks, touches, and session updates therefore cannot erase state written by a
newer node; deploy the reader that understands the new version before relying
on that state. An explicit Server.delete_session/2 remains an intentional
deletion request. Malformed records with a version understood by the running
package continue to be discarded according to the normal corruption policy.
Before cutover, confirm custom-store records are JSON-native maps with UTF-8
string keys; the Ecto adapter rejects BEAM-specific values instead of coercing
them. Use a database role limited to the intended table/schema because rows
contain authenticated principal and tenant bindings. Allow pool capacity for
application traffic plus concurrent MCP requests. Runtime database waits are
bounded (one-second row locks, 1.5-second query calls, three-second
transactions). Record-bearing listings return a bounded snapshot of the first
eight active rows; concurrent row locks may cause list_active to omit
otherwise active rows. Cleanup trusts indexed expiry, selects only keys, and
claims at most 1,000 rows. Session expiry uses wall-clock timestamps while
refreshes preserve monotonic activity, so clock skew can extend a session's
effective TTL; synchronize clocks across every node using the durable store.
Monitor
[:attesto_mcp_server, :session_store, :failure] for neutral :unavailable and
:corrupt_discarded outcomes during rollout.
0.13 dependency boundary
Version 0.13 requires attesto_mcp >= 1.3.0 and < 2.0.0. Run mix deps.get
after upgrading; direct Phoenix hosts may keep a compatible
attesto_phoenix requirement from the supported >= 2.14.1 and < 4.0.0
range.
Arriving from anubis_mcp
Port one public Anubis component at a time into an
AttestoMCP.Server registration. The mapping in this section uses the
documented component callbacks, response builders, frame/context fields, and
generated JSON Schema APIs from
anubis_mcp; it does not depend on
implementation details.
Convert tool responses and callback returns
Anubis tool components return a response together with a frame. An AttestoMCP
tool handler returns {:ok, result} or {:error, reason} and does not return a
mutable frame. Move durable mutations into application-owned storage and build
the MCP result with AttestoMCP.Server.Content and
AttestoMCP.Server.Result. In the table, context is the AttestoMCP handler's
second callback argument:
	Anubis tool response	AttestoMCP handler return
	Response.text(Response.tool(), text)	{:ok, Result.tool_from_context(Content.text(text), context)}
	Response.structured(Response.tool(), value)	{:ok, Result.tool_from_context(Content.text("structured response"), context, structured_content: value)}
	Response.json(Response.tool(), value)	{:ok, Result.tool_from_context(Content.text(Jason.encode!(value)), context)}
	Response.error(Response.tool(), message)	{:error, Result.error(message, "domain_code")}

Set the server's output_canonicalization: :jason option when the migrated
structured values include the atom values or Jason-encoded structs common in
existing components. tool_from_context/2,3 inherits that setting and the
server's JSON budget. If value is already JSON-native, retain the strict
default. Review every derived encoder's field list before relying on it so
private struct fields cannot become MCP output.
Result.error/2 is for bounded business text and an optional stable code that
are deliberately safe to disclose. Unexpected failures should remain ordinary
private errors. For structured output, choose useful fallback text rather than
assuming every client renders structuredContent.
For example, a tool registration can retain its domain function while changing
only the MCP adapter:
alias AttestoMCP.Server.{Content, Result}

{:tool, "get_item",
 %{
   input_schema: input_schema,
   output_schema: output_schema,
   required_scopes: ["items.read"],
   handler: fn arguments, context ->
     case MyApp.Items.fetch(context.principal, arguments["id"]) do
       {:ok, item} ->
         value = %{"id" => item.id, "name" => item.name}

         {:ok,
          Result.tool_from_context(Content.text(item.name), context,
            structured_content: value
          )}

       :not_found ->
         {:error, Result.error("item not found", "item_not_found")}
     end
   end
 }}
Replace frame access with handler context
Map authenticated and application-owned values explicitly:
	Anubis callback value	AttestoMCP handler value
	Frame.subject(frame)	context.principal
	Frame.scopes(frame)	context.scopes
	Verified details read through Frame.authorization(frame)	the specific verified context.attesto_mcp_claims or context.attesto_mcp_sender field needed by the handler
	Mutable values in frame.assigns	no direct equivalent; keep state in application-owned storage and expose request-time host data through context.host_context

Treat the handler context as read-only. context.host_context is rebuilt for
the authenticated request; it is not session state and is not a mutable-frame
replacement. Do not merge untrusted request values into package-owned
principal, scope, claims, or sender keys. Data that previously changed by
returning a new frame needs an application-owned process or datastore with its
own lifecycle.
Carry scopes and schemas into registrations
Move a component's scopes: list to the registration's required_scopes.
Both are all-of declarations. If the new definition also accepts a different
complete grant, add it under alternative_scope_sets; do not flatten
alternatives into the primary list.
Replace Peri schema do and output_schema do blocks with JSON Schema maps.
An existing Anubis component exposes the JSON Schema produced by those public
DSLs through input_schema/0 and, when declared, output_schema/0. A one-time
pretty-printed dump is a useful starting point:
schemas = %{
  "input" => MyApp.Tools.GetItem.input_schema(),
  "output" => MyApp.Tools.GetItem.output_schema()
}

IO.puts(Jason.encode!(schemas, pretty: true))
Review the resulting maps and validate each against this package's bounded
local subset before registration:
:ok = AttestoMCP.Server.Schema.validate_schema(input_schema)
:ok = AttestoMCP.Server.Schema.validate_schema(output_schema)
There is no component conversion pass during AttestoMCP registration. Express
a nullable property directly in JSON Schema, for example
%{"type" => ["string", "null"]}, rather than carrying forward a generated
oneOf-with-null union solely for nullability.
Choose argument-key and output conversion policy
JSON requests arrive with string keys. The default
tool_argument_keys: :strings preserves them, so Anubis callbacks that matched
atom-keyed validated parameters must change arguments[:id] to
arguments["id"]. A server may opt into tool_argument_keys: :atoms; only
literal keys declared by input-schema properties are eligible, only already
existing atoms are used, and undeclared client keys remain strings. The bounded
conversion never creates atoms from request data.
The default output_canonicalization: :strict accepts JSON-native values. It
does not implicitly encode non-boolean atom values or structs. Convert enums,
dates, times, decimals, and application structs to explicit JSON values before
passing them to Result.tool/1,2, or deliberately select
output_canonicalization: :json for the standard JSON.Encoder protocol or
:jason for Jason.Encoder. Both opt-in modes stringify non-boolean atoms and
still apply the server's output budgets, output schema, and final wire
validation. Raw handler returns inherit the server mode. A handler constructing
a complete tool result should use Result.tool_from_context/2,3; it carries
the server mode and JSON budget into the constructor before validation. Keep
Result.tool/1,2 for standalone construction when no handler context exists.
After porting each component, use AttestoMCP.Server.Test.call_tool/4 with a
representative principal and scopes. It exercises the registered input schema,
scope clauses, definition authorize, handler, output schema, and complete
wire result without requiring an HTTP token. Keep separate Plug tests for the
authentication and sender-constraint boundary.
1. Inventory the catalog
Represent each primitive as one registration tuple:
registrations = [
  {:tool, "sum", tool_definition},
  {:resource, "urn:guide:index", static_resource_definition},
  {:template, "urn:guide:item/{id}", resource_template_definition},
  {:prompt, "review", prompt_definition},
  {:completion, "review", completion_definition}
]
The supported tuple types are :tool, :resource, :template, :prompt, and
:completion. Identities, definitions, handlers, schemas, URI templates, and
scope declarations are validated before registration. The complete catalog and
each atomic startup, addition, replacement, or recovery batch contain at most
1,000 entries across all primitive types. Repeated additions cannot bypass the
total.
Prefer startup registration when the entire catalog is known during boot:
children = [
  {AttestoMCP.Server,
   name: MyApp.MCP,
   registrations: registrations}
]
start_link/1 returns only after the whole batch has been validated and
installed. AttestoMCP.Server.API.register_all/2 provides the same atomic
validation for additions after startup. A duplicate or invalid entry rejects
the whole batch, leaves the previous catalog revision unchanged, and emits no
invalidation. An addition that would exceed the 1,000-definition total behaves
the same way.
For a generated catalog, AttestoMCP.Server.API.replace_catalog/2 atomically
makes one validated batch the complete catalog. Omitted definitions are
removed. An identical batch is a no-op; a changed batch advances the revision
once and emits one list-changed notification for each affected advertised
catalog category. Resources and templates share one category; completion-only
changes emit none. Keep the application's generated or persisted catalog as
the source of truth.
2. Adapt handler inputs and results
Handler input depends on the primitive:
	Primitive	Handler input
	Tool	JSON arguments map
	Prompt	%{name: name, arguments: arguments}
	Resource or template	%{uri: uri, params: template_params}
	Completion	%{ref: ref, argument: argument, value: value, context: context}

The declared envelope fields use atom keys. Nested client-supplied MCP values
retain JSON string keys. Resource multi-round retries also add their
string-keyed response entries at the top level of the resource envelope.
Handlers may be arity-one functions, arity-two functions, or supported MFA
callbacks. The second function argument is the authenticated request context.
Use {:ok, value} for success and
{:error, AttestoMCP.Server.Result.error(message, code)} only for an error
deliberately approved for client disclosure. Modern tool, prompt, and resource
handlers may return {:input_required, requests} when multi-round input is
needed.
Use the public constructors for standard output:
alias AttestoMCP.Server.{Content, Result}

tool_result =
  Result.tool(Content.text("saved"),
    structured_content: %{"id" => "item-7"}
  )

resource_result =
  Result.resource(
    Content.resource_text("urn:item:7", "contents", mime_type: "text/plain")
  )

prompt_messages = [
  Content.prompt_message(:user, Content.text("Review item 7"))
]
The standalone values above use the secure constructor defaults. Inside an
arity-2 tool handler or shared adapter, prefer Result.tool_from_context/2,3
so the complete tool result inherits the supervised server's selected output
setting and JSON budget. Use standalone Result.tool/2 when a deliberate
per-result override is required.
Content also constructs image, audio, resource-link, embedded-resource, and
blob content. Constructors emit canonical string-key maps and reject invalid,
unknown, or duplicate options. Image, audio, and blob arguments are already
encoded wire values and must be canonical padded Base64. Valid raw maps remain
supported when an extension member is needed.
3. Separate static resources from templates
Register a static resource when the client URI must equal one fixed URI.
Register a :template when the server needs to extract bounded variables from
the requested URI. The supported RFC 6570 subset includes named and reserved
path variables across bounded separated expressions, prefix modifiers, and one
query expression. An unsupported or ambiguous template is rejected during
registration.
A static and a matching template may coexist. Exact static lookup wins; the
first matching template in deterministic identity order handles the remaining
URI. A template handler receives the original URI and its decoded params.
Keep completion registrations tied to an explicit prompt or resource-template
reference so only the intended completion handler can run.
4. Migrate schemas without implicit coercion
Tool input schemas and optional output schemas use the package's bounded local
JSON Schema 2020-12/draft-07 validation. Remote references are never fetched.
Validate representative schemas during the migration rather than waiting for
the first client request:
:ok = AttestoMCP.Server.Schema.validate_schema(tool_schema)
JSON Schema default is an annotation. Schema.validate/2 and normal server
dispatch validate the original value and never insert defaults. If a handler
explicitly wants defaults on optional direct properties, it may call:
{:ok, arguments} =
  AttestoMCP.Server.Schema.apply_property_defaults(arguments, tool_schema)
The helper applies at most 500 defaults, preserves every present value, and
validates the completed object. It follows only literal properties, recursing
into existing objects or an object supplied by an explicit property default.
It does not infer values through references, combinators, conditionals, array
items, or pattern properties. Because the registered input schema is validated
before the handler runs, a missing required property still fails before the
handler can apply a default.
5. Translate authorization explicitly
Keep the layers distinct:
	The HTTP boundary authenticates the token and sender constraint before
reading the request body.
	The effective transport scope_map or secure method default authorizes the
MCP operation.
	An opt-in HTTP scope_policy filters visible definitions or authorizes the
selected tool/resource through the prepared Attesto boundary.
	The definition's local scope clauses are checked.
	Its authorize callback runs once after a scope clause succeeds.
	Only then may the handler run or multi-round retry state be consumed.

Use required_scopes for the primary all-of clause. When a broader grant or a
different combination should also permit the definition, use bounded
alternatives:
required_scopes: ["documents.read"],
alternative_scope_sets: [
  ["documents.admin"],
  ["workspace.read", "documents.execute"]
]
Any one complete clause permits access; partial clauses do not. Alternatives
require a non-empty primary clause. At most seven alternatives, 128 total
scope memberships, 8,192 aggregate scope bytes, and 256 bytes per scope are
accepted. The catalog, direct lookups, templates, subscriptions, and both
protocol eras agree on these clauses. Keep RFC 9728 scopes_supported
explicitly aligned with grants the authorization server issues; alternatives
do not rewrite the metadata document.
Use authorize for a host business rule that needs the authenticated context,
not to reproduce token verification or scope algebra. A literal true permits
the definition. Any other return, raise, throw, or exit denies it. Denied
definitions are omitted from catalogs and direct lookups return the same
neutral result as an unknown identity.
6. Preserve authenticate-before-body ordering
Mount the protected MCP Plug outside browser-session and CSRF pipelines. If a
Phoenix endpoint runs Plug.Parsers before routing, that parser would otherwise
consume the request body before MCP authentication. The installer can add a
decoded path-prefix AttestoMCP.Server.PhoenixParser bypass only when it can
prove a direct standard parser declaration. It refuses custom or ambiguous
parser setups without editing them.
For a manual integration, bypass the configured decoded MCP path prefix, its
route-equivalent trailing or repeated slashes, and every deeper child path
before any host parser, or enforce an equally strict authenticated body reader
yourself. This prefix-based bypass also covers ordinary routes below the
prefix, so do not overlap it with unrelated routes. The MCP Plug can then
reject unsupported child paths without first parsing their bodies. Keep every
upstream body limit at least as strict as the MCP Plug's max_body_bytes.
max_json_bytes is the server-wide JSON value, schema-instance, and output
budget. It defaults to 2,000,000 bytes and may be explicitly raised to at most
64,000,000 bytes; the minimum configurable value is 512 bytes so a bounded
protocol error still fits. max_body_bytes limits the HTTP body;
max_message_bytes limits JSON-RPC decoding and the complete stdio frame.
HTTP transport limits must be positive, the stdio frame limit must be at least
512 bytes, and none may exceed its supervised server's selected budget.
The nominal HTTP defaults remain 2,000,000 body bytes and 1,000,000 message
bytes; omitted values are automatically capped by a smaller selected JSON
budget. Explicit limits above that budget fail during initialization. When
opting into a larger payload, configure the server budget and the relevant
transport limits together. Result.tool_from_context/2,3 inherits the budget
for the complete tool-result envelope. Individual Content constructors and
Result.resource/1,2 still validate before or independently of that helper;
pass max_json_bytes: selected_budget when one of those values exceeds the
standalone default.
7. Choose one metadata owner
The protected-resource metadata endpoint is public; the MCP endpoint remains
protected. Normally the installer adds distinct metadata and MCP forwards. If
an existing AttestoPhoenix router already publishes exactly one matching
protected-resource metadata route, install with --reuse-metadata-route. The
installer preserves that route and adds only the MCP forward. Ambiguous,
dynamic, or mismatched routes are refused.
Configure scopes_supported on whichever component owns the metadata route.
For resolver-backed :auth, the callback may supply an absolute canonical
:resource/:resource_audience or :base_url/:origin after runtime
configuration loads. Its path and origin must agree exactly with the mount and
any static pin. The same resolved identifier is used for metadata and audience
verification. Resolver failures fail closed. Static pins remain supported;
allow_dynamic_origin is for explicitly local development only.
base_url and origin must be bare HTTP origins, such as
https://mcp.example.com, with no application path. Move the MCP path into the
Plug :path option. Version 0.12 rejects static path-bearing origin values
during Plug initialization and fails closed on resolver-returned values when a
request evaluates the resolver. Such values can make the advertised metadata
URL disagree with the route the host actually serves.
8. Plan session continuity separately from token continuity
OAuth tokens and MCP transport sessions have different lifecycles. This package
does not issue access or refresh tokens. A package upgrade does not inherently
require reauthentication: compatible existing tokens remain usable while the
issuer, client registration, canonical resource/audience, accepted scopes,
signing configuration, and revocation state remain compatible.
Modern 2026-07-28 requests are session-free. The earlier 2025-11-25 and
2025-06-18 clients negotiate a server session. The default session store is
in-memory, so a server restart or deploy removes those sessions and clients
must initialize again. It does not invalidate their OAuth credentials.
When sessions for earlier revisions must survive a rolling deploy, use the
bundled PostgreSQL AttestoMCP.Server.SessionStore.Ecto adapter or implement
AttestoMCP.Server.SessionStore. Configure a stable session_namespace and
use the same durable backend on every eligible node. Enable
session_clustered: true only with that shared store, the same explicit
session_namespace, and the same explicit cursor_secret on every node. The
cursor secret must be at least 16 bytes; 32 bytes is recommended. The same
explicit secret is also required for a load-balanced multi-node deployment of
the session-free 2026-07-28 transport when cursors may cross nodes, even if
session_clustered is false. Cursors bind to final visible catalog content
rather than node-local mutation history, so different registration histories are
compatible when the visible content and pagination context agree. Deterministic
continuation assumes all nodes use the same OTP major. Mixed-major rolling
upgrades may invalidate in-flight cursors, so clients should restart pagination
across that boundary.
Streams are still node-local and reconnect after node loss; cross-node delivery
is asynchronous and does not promise replay or exactly-once delivery during a
partition.
9. Preserve neutral failures and canonical resource content
Do not expose arbitrary exception terms or upstream error bodies. Unexpected
handler failures become generic protocol errors. Use Result.error/2 only for
bounded business text and a code that is safe for an untrusted client. A tool
receives an isError result; prompt and resource failures use a JSON-RPC
application error. Authentication and definition denials retain their neutral
responses so clients cannot distinguish a hidden definition from an unknown
one.
Each resource-content entry has a safe uri and exactly one of text or
canonical padded-Base64 blob; mimeType is optional. Prefer
Content.resource_text/3 and Content.resource_blob/3, then wrap the entry in
Result.resource/1,2 or Content.embedded_resource/1,2 as appropriate. Keep
credentials, proofs, private diagnostics, and secrets out of content,
annotations, _meta, logs, and Telemetry.
Version 0.12 applies these content contracts strictly to handwritten handler
results. An embedded resource's resource member is one resource-content entry,
not a map containing a nested contents array. Do not include an explicit
"blob" => nil beside text or "text" => nil beside a blob. Omit optional
members instead of encoding them as null: when present, titles, descriptions,
and MIME types must be strings; _meta and annotations must be maps; icons
must be a valid list; and resource-link size must be a non-negative integer.
Replace affected handwritten values with Content.embedded_resource/2,
Content.resource_text/3, Content.resource_blob/3, or
Content.resource_link/3 so invalid output is rejected at construction time.
Rollout checklist
	Validate the complete registration batch before deployment.
	Exercise every handler with its primitive-specific input envelope.
	Test the primary and every alternative scope clause, plus partial-clause
denial.
	Confirm scopes_supported, token audience, Plug path, and public origin use
the same canonical resource.
	Verify authentication runs before every component that can read the MCP body.
	Decide whether sessions for earlier revisions may reset or require a durable store.
	Test one modern client flow and every earlier protocol revision kept enabled.
	Replace the catalog atomically, and verify removals, resource/template
coalescing, and no list-changed notification for completion-only changes.
	Confirm client-visible failures and binary resource content use the public
constructors.



  

    Usage and deployment

This is the detailed configuration and behavior reference. For a first working
endpoint, start with the setup guide: it covers prerequisites,
transport choice, authentication, and the first client request. The
README gives the shorter installation path, and the
local Livebook runs a complete
authenticated HTTP demonstration with an ephemeral issuer. For an existing
catalog or deployment, use the migration runbook.
Use these sections after the basic endpoint works:
	Task	Reference
	Integrate a Phoenix host or a manual HTTP adapter	Phoenix installation, Bandit, resource metadata
	Register tools, prompts, and resources; test handlers	Registration, focused tests
	Apply business authorization and scope policy	Mount authorization, per-definition authorization, scope policy
	Add progress, subscriptions, or interactive input	Notifications and logging, subscriptions and interactive requests
	Configure storage, clustering, and request limits	Startup and durable sessions, limits
	Implement a wire client or select a protocol revision	HTTP mirror headers, stdio, version compatibility
	Monitor a deployed endpoint	Telemetry, trace context

The additive 2.4 options are grouped under
request metadata, guidance, and cache hints:
read client input through context.request_meta, provide
caller-specific instructions_provider or
tool_presentation, configure
cache_policy, add server_icons,
or enable export_schema_dialect.
Phoenix installation
This section assumes a Phoenix application with Igniter available and an
already configured attesto_phoenix issuer that can issue access tokens and
load allowed principals. Run installer commands inside the Phoenix application
child, rather than an umbrella root. If these prerequisites are not ready,
follow the setup guide first.
attesto_mcp_server owns the protected-resource protocol boundary. In a host
that also uses attesto_phoenix, the latter remains the authorization server:
it owns issuer, consent, token, refresh, revocation, and sender-constrained
credential behavior. The installer reuses both its validated core
Attesto.Config and its public protected-resource adapter for DPoP
replay/nonce, canonical-request, and mTLS certificate callbacks. The resulting
MCP boundary also applies the host's access-token JTI revocation check and
principal loader before reading the request body; it does not duplicate or
reconfigure those responsibilities. There is no hard dependency from this
package to attesto_phoenix.
Use attesto_phoenix 3.x or 4.x when one Phoenix host serves multiple named profiles.
It binds each automatic protected-resource callback to the named profile
loaded from the otp_app passed to the helper, keeping those profiles
isolated. It does not select a profile from conn.private. The 2.14
compatibility path supports one globally configured profile; using it for
multiple profiles can route persistent replay or revocation reads through that
global profile's store.
These bindings cover the DPoP, mTLS, URL, revocation, and principal callbacks
listed above. Token signature verification uses the keystore carried by the
derived Attesto.Config; each named profile must therefore configure a
keystore that is safe to invoke without Phoenix request-local configuration.
On this automatic path, every authenticated token subject must resolve through
the host's load_principal callback. A revoked JTI, an unresolved subject, or
a callback failure denies the request with a neutral invalid-token response.
Handlers receive that complete loaded value as context.principal and
context.attesto_mcp_principal.
By default, the loaded principal also remains the identity used for ownership,
session and subscription isolation, cursors, and rate/concurrency accounting.
For a loaded struct or any value with fields that can differ between loads,
configure the Plug's principal_binding callback. It receives the loaded
principal and returns the stable identity term directly:
forward "/mcp", AttestoMCP.Server.Plug,
  server: MyApp.MCP,
  path: "/mcp",
  auth: {AttestoMCP.Server.Phoenix, :protected_resource_options, [:my_app]},
  principal_binding: {MyApp.MCPIdentity, :binding},
  resource: "/mcp",
  base_url: "https://mcp.example.com"

defmodule MyApp.MCPIdentity do
  def binding(%MyApp.Accounts.User{id: id}), do: {:user, id}
end
Anonymous one-argument functions and {module, function, prefix_arguments}
MFAs are also supported. The return is not an {:ok, value} wrapper: it is the
binding itself. It must be non-nil, portable, and at most 64 KiB in its encoded
form. Prefer a small opaque identifier without profile data or other PII.
Invalid returns and callback failures stop the request with a generic internal
error before a POST body is read. The derived value is available to handlers as
context.principal_binding; the complete principal is not replaced.
The durable record format remains version 1 and retains its existing
"principal" field, which stores the binding. Existing 0.14 records therefore
need no database migration and continue to decode. With principal_binding
omitted, their comparison behavior is unchanged. Enabling a new binding on a
mount fails closed for an existing row unless that row's stored principal is
equal to the newly derived binding. Drain those session-bound clients or allow
their sessions to expire and reconnect when changing this policy; modern
session-free clients are unaffected.
With attesto_phoenix already declared directly by the host, run:
mix igniter.install attesto_mcp_server --base-url https://mcp.example.com

When exactly one host Ecto Repo is statically confirmed to use PostgreSQL and
to be supervised as a literal application child, the installer wires the
bundled session store and orders the MCP child after that Repo. Run the exact
generator command printed in the installer notice, followed by the host's
normal migration command:
mix attesto_mcp_server.gen.migration --repo MyApp.Repo
mix ecto.migrate

The installer and generator only write source; neither changes the database.
With no Repo, the in-memory ETS default remains in use. With multiple Repos, the
installer refuses to choose until --repo MyApp.Repo is supplied. Use
--session-store ets to retain in-memory sessions deliberately, or
--schema-prefix my_schema with Ecto for a validated PostgreSQL schema. If the
sole Repo is not statically confirmed as a supervised PostgreSQL application
child, automatic selection keeps the in-memory ETS default, adds a notice, and
emits no Ecto session configuration or migration guidance. Explicit
--session-store ecto and/or --repo MyApp.Repo choices remain fail-closed
until PostgreSQL is statically proven.
Static discovery reads regular .exs files below config/ without following
symlinks. Conflicting environment-specific Repo or session-store declarations
are treated as ambiguous; make the selection consistent or pass an explicit
supported choice rather than relying on file order.
Whether or not CIMD is enabled, the installer sets
native_apps.loopback_include_localhost to true only when that key is absent.
This lets a registered portless http://localhost/... native-app callback use
the ephemeral port chosen by the client. An application's existing true or
false choice remains authoritative.
On this combined path the installer does not enable Client ID Metadata Documents
(CIMD) by default. This avoids silently selecting AttestoPhoenix's default
Ecto-backed CIMD cache when an established host has not run the required
attesto_client_id_metadata migration. If the host has verified its CIMD
storage, opt in explicitly:
mix igniter.install attesto_mcp_server \
  --base-url https://mcp.example.com \
  --enable-cimd

The explicit opt-in adds the compatible Req dependency and, when the
corresponding CIMD key is absent, enables it. Together, the relevant defaults
are:
config :my_app, AttestoPhoenix.Config,
  client_id_metadata: [enabled: true],
  native_apps: [loopback_include_localhost: true]
The CIMD setting supports clients that use an HTTPS Client ID Metadata
Document. The default AttestoPhoenix fetcher retains its HTTPS, DNS/IP, size,
timeout, redirect, and cache validation. Deployments with a known client set
should add a narrow :allowed_hosts list. Existing configuration is not
replaced, and the installer does not enable dynamic registration or invent
client persistence. Existing cache, repo, table-prefix, allowlist, and disabled
settings remain authoritative; a custom cache module does not require an Ecto
table. Review the generated notice and host migration status before enabling
CIMD.
This path supports direct public-Hex attesto_phoenix requirements that
overlap >= 2.14.1 and < 5.0.0 and Req requirements that overlap
>= 0.6.1 and < 1.0.0. Existing stable requirements are narrowed to their
intersection, which must contain at least one stable release; pre-release-only
matches are intentionally rejected. The task accepts only the public packages
with safe runtime options; an ambiguous dependency catalog or a dynamic,
duplicate, incompatible, restricted, custom-source, or unsupported declaration
makes installation stop before any edit. The explicit-callback path below
remains dependency-neutral.
For an Attesto host without attesto_phoenix, name a zero-arity callback that
returns the verifier configuration:
mix igniter.install attesto_mcp_server \
  --base-url https://mcp.example.com \
  --attesto-config MyApp.Attesto.config/0

If the dependency is already present, the package task can be called directly:
mix attesto_mcp_server.install \
  --base-url https://mcp.example.com \
  --attesto-config MyApp.Attesto.config/0

The task requires a canonical public origin rather than inferring one from a
request. HTTPS is mandatory except for an explicitly enabled loopback origin:
mix attesto_mcp_server.install \
  --base-url http://127.0.0.1:4000 \
  --allow-http-loopback \
  --attesto-config MyApp.Attesto.config/0

It creates an application-owned <App>.MCP process, adds it to the application
supervisor, adds conservative server_options in config/config.exs, creates
a starter registration test, and mounts two top-level router forwards in this
order. The generated forwards contain server, path, auth, resource, and
base_url. A host that issues workspace.mcp can then add the
scopes_supported and default_scopes lines shown below. The generated
metadata wrapper keeps the two forwarded plug modules distinct for Phoenix 1.7
compatibility. On the automatic AttestoPhoenix path, the exact
protected-resource options are resolved after the server, request header
budget, and HTTP method checks on every protected MCP request. Public metadata
requests resolve the same current options independently:
Elixir.Phoenix.Router.forward(
  "/.well-known/oauth-protected-resource/mcp",
  Elixir.MyApp.MCP.MetadataPlug,
  server: Elixir.MyApp.MCP,
  path: "/mcp",
  scopes_supported: ["workspace.mcp"],
  auth: {Elixir.AttestoMCP.Server.Phoenix, :protected_resource_options, [:my_app]},
  resource: "/mcp",
  base_url: "https://mcp.example.com"
)

Elixir.Phoenix.Router.forward(
  "/mcp",
  Elixir.AttestoMCP.Server.Plug,
  server: Elixir.MyApp.MCP,
  path: "/mcp",
  scopes_supported: ["workspace.mcp"],
  default_scopes: ["workspace.mcp"],
  auth: {Elixir.AttestoMCP.Server.Phoenix, :protected_resource_options, [:my_app]},
  resource: "/mcp",
  base_url: "https://mcp.example.com"
)
protected_resource_options/2 can transform or reject the loaded principal
without replacing the automatic revocation and load_principal path. Its
:principal callback runs only after both steps succeed and receives the
loaded principal, verified claims, and sender information. It must return
{:ok, non_nil_principal} or {:error, reason}:
auth:
  {AttestoMCP.Server.Phoenix, :protected_resource_options,
   [
     :my_app,
     [principal: {MyApp.MCPPrincipal, :finalize}]
   ]}

defmodule MyApp.MCPPrincipal do
  def finalize(loaded_principal, claims, _sender) do
    {:ok,
     %{
       account: loaded_principal,
       client_id: claims["client_id"]
     }}
  end
end
The function and MFA forms are strict three-argument callbacks; an MFA with
prefix arguments receives those first. A malformed return or exception denies
authentication. Use the Plug-level authorize option below for mount access
policy that should produce a neutral 403 rather than an invalid-token response.
The explicit --attesto-config path instead keeps the static
auth: [config: &Elixir.MyApp.MCP.attesto_config/0, resource: "/mcp", base_url: "https://mcp.example.com"] form. Such hosts remain responsible for
supplying every replay, nonce, canonical-request, and certificate callback
their sender-constraint policy needs, plus any application-specific
:principal callback that performs principal availability or access-token
revocation checks.
The generated metadata wrapper and MCP forward may both receive
scopes_supported: ["..."]; use the grants that the authorization server can
actually issue for that resource. A reused attesto_routes metadata endpoint
remains owned by AttestoPhoenix, so configure its protected-resource metadata
there. default_scopes: ["..."] separately replaces generic MCP operation
defaults unless a non-empty method entry in scope_map takes precedence.
Keep both forwards outside browser-session and CSRF pipelines. The metadata
route is intentionally public; the MCP route authenticates every protected
leg. The installer inspects the selected Phoenix endpoint. For a direct,
standard Plug.Parsers declaration it wraps that parser with
AttestoMCP.Server.PhoenixParser, which bypasses body parsing for the configured
decoded path prefix, its route-equivalent trailing and repeated slashes, and
every deeper child path, while leaving metadata, browser, JSON, and form routes
outside that prefix unchanged. This is a path-prefix safety boundary, not
proof of router ownership: ordinary routes below the configured prefix also
bypass body parsing, so do not overlap the prefix with unrelated routes.
Custom or ambiguous parser setups make the installer stop before editing any
project file and report the required remediation. Fix
the ambiguity or wire the parser and routes manually before deployment, then
rerun the installer if appropriate. When the endpoint cannot be inferred from
the selected router, or its source cannot be found, the installer warns and
continues without an endpoint edit; the host must then verify the parser
pipeline manually. A statically proven simple endpoint with no direct parser
also produces an informational warning and continues, leaving bounded body
decoding to the MCP Plug; that case needs no immediate endpoint edit. Any
host-owned parser added or discovered later must skip the configured decoded
MCP path prefix and every deeper child path, and use a body-length limit at
least as strict as the MCP Plug's :max_body_bytes, because host parsing
otherwise occurs before MCP authentication. Do not place unrelated routes below
that prefix. Run the task again safely after an interrupted install:
generated modules, configuration, supervision, routes, and tests are
idempotent. Use Igniter's
global --dry-run option to inspect the edits first. If the router cannot be
selected uniquely, pass --router MyAppWeb.Router; the task refuses ambiguous
router selection and prints an exact manual snippet if no router exists.
Additional options are --mcp-path, --server-module, --router,
--attesto-config, --enable-cimd, --reuse-metadata-route,
--session-store, --repo, and --schema-prefix. Run the task inside the Phoenix child application rather
than at an umbrella root. The generated server_status tool is deliberately a
small starter; replace it with application-specific registrations and scopes.
When --reuse-metadata-route is selected, the task requires exactly one
supported zero-option use AttestoPhoenix.Router followed by the literal
attesto_routes(protected_resource_paths: ["/mcp"]) invocation (with the
selected path substituted). It preserves that invocation and inserts only the
MCP forward immediately after it. It does not infer paths from dynamic,
parameterized, glob, scoped, ambiguous, duplicate, or mismatched routes; if
exact equivalence cannot be proven, it stops before editing and prints the
exact manual MCP forward required. --mcp-path must be a non-root ASCII path whose nonempty segments use only
URI-unreserved letters, digits, ., _, ~, and -. The same canonical
path grammar is enforced by the runtime Plug so an encoded client path cannot
silently differ from the configured resource. The generated MCP module owns a
dedicated source file; move unrelated modules or file-level compiler directives
elsewhere before rerunning the installer. A selected Phoenix router must
likewise be the only top-level module in its file so inherited aliases and
imports cannot redirect its routing DSL. Installation also stops when an
existing exact, parameterized, glob, resource, or forwarded route could overlap
either generated mount; resolve the conflict or mount the two forwards manually
at an intentional precedence point.
Three named MCP servers in one Phoenix host
The installer owns one generated mount. A host with several MCP resources can
wire them manually. Give every server a distinct registered name and session
namespace. The bundled Ecto adapter then keeps all sessions in the same
attesto_mcp_sessions table while its {namespace, session_id} key prevents a
session issued at one mount from being accepted at another:
defmodule MyApp.Application do
  use Application

  @impl true
  def start(_type, _args) do
    children = [
      MyApp.Repo,
      mcp_child(MyApp.MCP.Catalog, "mcp-catalog", MyApp.MCP.Catalog.registrations()),
      mcp_child(MyApp.MCP.Operations, "mcp-operations", MyApp.MCP.Operations.registrations()),
      mcp_child(MyApp.MCP.Preview, "mcp-preview", MyApp.MCP.Preview.registrations())
    ]

    Supervisor.start_link(children, strategy: :one_for_one, name: MyApp.Supervisor)
  end

  defp mcp_child(name, namespace, registrations) do
    {:ok, store} =
      AttestoMCP.Server.SessionStore.Ecto.new(
        repo: MyApp.Repo,
        namespace: namespace
      )

    {AttestoMCP.Server,
     name: name,
     registrations: registrations,
     session_store: {AttestoMCP.Server.SessionStore.Ecto, store},
     session_namespace: namespace}
  end
end
Replace the endpoint's ordinary Plug.Parsers declaration with the wrapper,
retaining the host's parser options. One wrapper accepts up to 32 unique static
MCP paths. It matches each decoded configured path as a segment prefix and
bypasses the prefix, trailing/repeated-slash equivalents, and every deeper child
path; parent paths and sibling segment prefixes still run the host parser.
Because this is a prefix-based body-parsing boundary, ordinary routes below a
configured prefix also bypass parsing and must not overlap it:
plug AttestoMCP.Server.PhoenixParser,
  mcp_path: ["/mcp/catalog", "/mcp/operations", "/mcp/preview"],
  parsers: [:urlencoded, :multipart, :json],
  pass: ["*/*"],
  json_decoder: Phoenix.json_library()
Publish one path-specific protected-resource metadata document and one
protected forward per server. root: false avoids assigning the ambiguous
unsuffixed metadata document to any of the three resources:
defmodule MyAppWeb.Router do
  use MyAppWeb, :router
  use AttestoMCP.Router

  scope "/" do
    attesto_mcp_protected_resource_metadata "/mcp/catalog",
      scopes: ["catalog.mcp"],
      base_url: "https://mcp.example.com",
      issuer: "https://auth.example.com",
      root: false

    attesto_mcp_protected_resource_metadata "/mcp/operations",
      scopes: ["operations.mcp"],
      base_url: "https://mcp.example.com",
      issuer: "https://auth.example.com",
      root: false

    attesto_mcp_protected_resource_metadata "/mcp/preview",
      scopes: ["preview.mcp"],
      base_url: "https://mcp.example.com",
      issuer: "https://auth.example.com",
      root: false
  end

  forward "/mcp/catalog", AttestoMCP.Server.Plug,
    server: MyApp.MCP.Catalog,
    path: "/mcp/catalog",
    scopes_supported: ["catalog.mcp"],
    default_scopes: ["catalog.mcp"],
    auth: {AttestoMCP.Server.Phoenix, :protected_resource_options, [:my_app]},
    resource: "/mcp/catalog",
    base_url: "https://mcp.example.com"

  forward "/mcp/operations", AttestoMCP.Server.Plug,
    server: MyApp.MCP.Operations,
    path: "/mcp/operations",
    scopes_supported: ["operations.mcp"],
    default_scopes: ["operations.mcp"],
    auth: {AttestoMCP.Server.Phoenix, :protected_resource_options, [:my_app]},
    resource: "/mcp/operations",
    base_url: "https://mcp.example.com"

  forward "/mcp/preview", AttestoMCP.Server.Plug,
    server: MyApp.MCP.Preview,
    path: "/mcp/preview",
    scopes_supported: ["preview.mcp"],
    default_scopes: ["preview.mcp"],
    auth: {AttestoMCP.Server.Phoenix, :protected_resource_options, [:my_app]},
    resource: "/mcp/preview",
    base_url: "https://mcp.example.com"
end
Keep these routes outside browser-session and CSRF pipelines. Each metadata
path, Plug :path, protected resource, public origin, advertised scopes, and
server registration must agree for that mount.
Bandit development server
The HTTP boundary is a normal Plug; Phoenix is optional. For a complete local
example that creates an issuer, registers a tool, obtains a token, and makes
authenticated requests, run the
Livebook. The
setup guide also covers manual HTTP hosting.
Inside an existing Mix application, declare the HTTP server as a host
dependency:
defp deps do
  [
    {:attesto_mcp_server, "~> 2.8"},
    {:bandit, "~> 1.6"}
  ]
end
Start the supervised MCP server before its Bandit adapter, register the
application's catalog, and pass the host's configured Attesto.Config to the
Plug's auth options. The token issuer and verifier must agree on the signing
keys, issuer, canonical MCP resource audience, principal kinds, and scopes.
Bandit does not provide an OAuth authorization server. See
resource metadata for the verifier contract
and the first-request example for the HTTP
envelope after obtaining a suitable token.
From a repository checkout, elixir examples/bandit.exs is an executable
credential-free listener. It registers an echo tool but starts with an empty
static keystore, so protected requests return 401 until the host supplies a
matching issuer configuration and token. It is a transport demonstration,
rather than the authenticated onboarding example.
Frozen conformance fixture
The package includes an authenticated, package-owned Bandit fixture under
test/conformance_fixture_test.exs. It registers representative tools,
resources, a URI template, prompts, and completion, then exercises real TCP
HTTP tool listing, tool calling, and prompt retrieval with an Attesto test
token. Run the fixture independently for each frozen requirements set:
MCP_REQUIREMENTS=2026-07-28 MIX_ENV=test mix test test/conformance_fixture_test.exs --seed 0
MCP_REQUIREMENTS=2025-11-25 MIX_ENV=test mix test test/conformance_fixture_test.exs --seed 0

These are authenticated fixture preflights, not a substitute for the pinned
official conformance runner. They do not count disabled Tasks scenarios and do
not claim full conformance.
Use TLS at the deployment edge, pin base_url/origin when a reverse proxy
terminates TLS, and configure trusted proxy normalization before the Plug.
Attesto and resource metadata
The auth options enter the approved AttestoMCP.Plug.ProtectResource boundary
before body decoding on every protected POST/GET/DELETE leg. Its prepared
dynamic authorization step receives the route/filter scope union after bounded
POST decoding; Attesto owns token, DPoP, mTLS, RFC 9728 challenges, and scope
algebra. Configure an
issuer/resource verifier, resource: "/mcp" (or a canonical resource
identifier), resource_metadata_url only when explicitly pinned, and DPoP
replay/nonce plus mTLS DER callbacks when used by the deployment. Hosts using
the explicit callback path can also provide a :principal callback for
principal availability and access-token revocation policy. The metadata
endpoint is public; protected POST/GET/DELETE traffic is not.
When a trusted reverse gateway substitutes its own RFC 8707 resource identifier,
keep :resource pinned to the canonical public endpoint and configure the exact
accepted identifiers through Attesto core's :trusted_audiences policy:
auth: [
  config: &MyApp.MCP.attesto_config/0,
  resource: "https://mcp.example.com/mcp",
  trusted_audiences: [
    "https://mcp.example.com/mcp",
    "https://gateway.example.net/proxy/mcp"
  ]
]
The canonical resource continues to drive protected-resource metadata and
authentication challenges. The explicit list replaces single-resource audience
verification, including subscription reauthorization, so include the canonical
identifier when direct clients should remain valid. Every unlisted audience is
rejected.
Static :auth options may select distinct, non-nil, non-boolean atom keys for
:claims_key, :context_key, :principal_key, :scopes_key, and
:sender_key, provided a custom key does not reuse a different package-owned
canonical key. These configured slots and their canonical aliases belong to
the authentication boundary: it clears them before verification and
repopulates them only from the verified result. Do not use those assign names
for unrelated upstream state.
For advanced runtime integration, :auth may be an external zero-arity
function or an MFA whose arguments are portable compile-time literals. The
resolver must return a keyword list. It may supply the canonical absolute
:resource/:resource_audience or :base_url/:origin after runtime
configuration has loaded. The value is validated on every applicable request:
its path must exactly match the mounted Plug path, paired resource and origin
values must agree, and only an http or https URL without user information,
query, or fragment is accepted. The same resolved identifier drives RFC 9728
metadata and token-audience verification. A static top-level pin remains
supported and cannot conflict with a resolver result. Runtime results cannot
replace the mounted resource path or canonical assign keys, and cannot enable
non-header bearer-token locations. Resolution failure produces a generic 500
response. allow_dynamic_origin remains only for explicitly local development;
do not derive a production audience from an untrusted request Host header.
The package requires attesto_mcp >= 1.3.0 and < 3.0.0 and calls the public
ProtectResource.prepare/1, authenticate/2, and authorize/3 contract
directly. There is no automatic fallback to an older authentication boundary.
Per-delivery subscription reauthorization requires an executable
%Attesto.Config{} through auth: [config: ...]. It re-verifies the captured
access token's validity, audience, sender binding, applicable scopes, and any
matched resource definition scopes before modern or session-bound
subscription-notification delivery.
Comparisons with the opening token actor, principal binding, and tenant preserve
the authenticated stream's ownership snapshot. When :principal is configured,
the server invokes it again with the freshly verified claims and the established
sender context before each matching event. The Phoenix integration therefore
rechecks token revocation and reloads the principal for every delivery. Keep
those lookups indexed and bounded; rejection, an invalid return, or a callback
failure suppresses the event. Mount authorization still runs only when the
stream is authenticated. An issuer:
without a verifier configuration is
metadata-only: it may serve RFC 9728 metadata, but protected traffic fails
closed until the host supplies an executable Attesto configuration.
Handler notifications and logging
The handler context contains notify/1 for bounded server-originated
notifications. It returns :ok only when the request's response sink accepted
the notification, or {:error, reason} when the sink is unavailable, the event
is unsupported, the event is over the request queue limit, or policy filters it.
The event must be a JSON-safe JSON-RPC notification with no id, result, or
error; request methods such as sampling/createMessage are available only
through the capability-gated client_request/2 callback. context.progress/3
is the corresponding progress helper and reports delivery failure rather than
claiming success without a sink.
An HTTP handler has a notification sink only when its request uses an SSE
response. Configure stream_tools or stream_all_tools, or supply a progress
token for a request that emits progress. A JSON response has no side channel,
so notify/1 returns {:error, :unsupported} there. For modern
notifications/message, the server must also be started with
capabilities: %{"logging" => %{}} and the request must include a recognized
_meta["io.modelcontextprotocol/logLevel"]; otherwise logging is deliberately
suppressed.
Modern requests may include _meta["io.modelcontextprotocol/logLevel"] with a
recognized syslog severity. notifications/message is suppressed when that
metadata is absent and is delivered only at or above the requested threshold
on the owning response stream. Sessions for earlier revisions start with a conservative
no-log policy and logging/setLevel changes that threshold for that session
only. Logging notifications contain a recognized level, optional bounded
logger, and bounded JSON data; arbitrary protocol envelopes, secrets, and
client requests are rejected.
Registration
Register tools, resources, URI templates, prompts, and completions before
serving traffic. Identity collisions return {:error, {:duplicate, type, identity}}. Registration rejects unsafe names/URIs/templates, malformed
handlers, unsupported JSON Schema dialects/remote references, and schemas
outside the bounded local 2020-12/draft-07 validator. Anchors, local dynamic
references, tuple items, unevaluated items, and content annotations are
validated without network fetches. Registry output is stable
by identity and pagination cursors are opaque, signed, expiring, and bound to
the principal, tenant, scopes, visible catalog content, page size, and
negotiated era.
Resource templates use bounded reverse matching for an RFC 6570 subset. A
template may contain up to 16 separated named or reserved path expressions and
32 globally unique variables, including prefix modifiers such as {id:3}.
Adjacent path expressions remain rejected because their capture boundary is
ambiguous. A single query expression supports {?q,limit} and {?keys*}.
Values are strictly percent-decoded and bounded; simple variables reject raw or
encoded path separators, and every variable rejects traversal. Unsupported or
ambiguous operator layouts are rejected at registration rather than accepted
with nonfunctional matching. A matching resources/read handler receives both the
requested uri and a params map of captured variables. Completion handlers
should register an explicit ref matching the prompt or resource-template
reference; only that handler is invoked, and returned string values preserve
the handler's relevance order, are de-duplicated, and are capped at 100 with
truthful total/hasMore metadata.
Callback inputs are deliberately explicit and primitive-specific:
alias AttestoMCP.Server.{Content, Result}

# Tool
handler: fn %{"left" => left, "right" => right}, context ->
  total = left + right

  {:ok,
   Result.tool_from_context(Content.text("total: #{total}"), context,
     structured_content: %{"total" => total}
   )}
end

# Prompt whose definition declares "topic" as required
handler: fn %{name: "review", arguments: %{"topic" => topic}}, _context ->
  {:ok, [Content.prompt_message(:user, Content.text(topic))]}
end

# Resource or resource template
handler: fn %{uri: uri, params: template_params}, _context ->
  {:ok,
   Result.resource(
     Content.resource_text(uri, inspect(template_params), mime_type: "text/plain")
   )}
end

# Completion
handler: fn %{value: value}, _context ->
  {:ok, [value]}
end
Declared outer envelope fields use atom keys. A resource MRTR retry also
places its string-keyed input-response entries at the envelope's top level.
Nested MCP arguments, references, and completion context retain their JSON
string keys. For optional prompt arguments, read the nested map with Map.get/2
instead of requiring the key in the callback head. An arity-2 callback's second
argument is the authenticated request context; a completion input's :context
is the separate client-supplied completion context. Arity-1 and MFA handler
forms are also accepted.
Tool handlers receive string-keyed arguments by default. Applications porting
handlers that already use atom keys may opt in at server startup:
server_options = [
  tool_argument_keys: :atoms,
  output_canonicalization: :jason
]
:atoms is applied only after the original string-keyed input has passed its
registered JSON Schema. It converts literal keys found under properties only
when the corresponding atom already exists in the VM; no call creates an atom.
Undeclared keys and declared names without an existing atom remain strings.
The conversion follows nested literal properties, array items, and
prefixItems. Keys available only through references, combinators, or
conditional branches remain strings so ambiguous schema paths never broaden
the conversion. The default tool_argument_keys: :strings preserves the wire
map exactly.
Tool input and structured output enforce recognized JSON Schema formats by
default. Set schema_formats: false in the server options to treat format
as an annotation for these schemas. Elicitation URLs and form responses always
enforce their formats. Direct Schema.validate/3 callers can select annotation
semantics with formats: false; its default remains assertion semantics.
Tool output content, prompt messages, and resource contents are checked before
they reach the wire. Supported content includes text, Base64 image/audio,
resource links, embedded resources, and structured tool output. Malformed
handler output is converted to a safe protocol failure or isError tool
result; business and upstream failures remain ordinary MCP error results.
AttestoMCP.Server.Content constructs individual content and prompt values;
AttestoMCP.Server.Result.tool/1,2 and resource/1,2 construct complete
results. Inside an arity-2 tool handler, prefer
AttestoMCP.Server.Result.tool_from_context/2,3. It inherits the supervised
server's JSON budget and output canonicalization settings, so shared adapters
do not have to repeat those options. Its inherited settings cannot be
overridden through that constructor; use standalone Result.tool/2 for a
deliberate per-result override. The constructors emit canonical string-key
maps, apply the same bounded validation as the wire path, and reject unknown or
duplicate options. Image, audio, and blob arguments must already be canonical
padded Base64. Valid handwritten maps remain supported for extensions.
The server rechecks the complete result after adding resultType, cache
metadata, and server identity. A constructor value at the standalone ceiling
can therefore be refused when server-owned fields would make the final result
too large. Results for session-bound revisions receive the same final aggregate check.
Structured tool output is strict by default: non-boolean atom values and
structs are rejected, while atom map keys continue to canonicalize to strings.
output_canonicalization: :json opts into JSON.Encoder; :jason opts into
Jason.Encoder. In either mode, non-boolean atom values become strings and a
struct is encoded only through the selected protocol, decoded back to ordinary
JSON values, and then checked normally. Encoder input, encoded iodata, decoded
nodes, depth, and final JSON bytes all remain bounded by the server's configured
limits. Derive encoders with an explicit :only field list when a struct can
contain private application data.
Raw handler values automatically use the server setting. When constructing a
complete tool result inside the handler, use its context so the constructor
applies the same setting and byte budget:
Result.tool_from_context(Content.text("loaded"), context,
  structured_content: record
)
Result.tool/1,2 retain their standalone :strict and 2,000,000-byte defaults
for code that has no handler context.
If canonicalization fails, the client still receives only a generic failure. A
configured trusted exception_reporter additionally receives a bounded,
value-free diagnostic identifying the first JSON Pointer path and rejection
category, with safe value and encoder categories where applicable. When a
public result constructor detects the failure inside the handler, its
ArgumentError message carries the same bounded path and category. The
rejected value is never included in either report or Telemetry metadata.
AttestoMCP.Server.Schema.validate/2 treats JSON Schema default as an
annotation and never changes the original request. A handler may explicitly
call Schema.apply_property_defaults/2 for optional direct properties:
schema = %{
  "type" => "object",
  "properties" => %{
    "format" => %{"type" => "string", "default" => "summary"}
  }
}

handler: fn arguments, context ->
  with {:ok, arguments} <- AttestoMCP.Server.Schema.apply_property_defaults(arguments, schema) do
    {:ok,
     AttestoMCP.Server.Result.tool_from_context(
       AttestoMCP.Server.Content.text(arguments["format"]),
       context
     )}
  end
end
The helper applies at most 500 defaults, never replaces a present value, and
validates the completed object. It follows only literal properties, recursing
into existing objects or an object supplied by an explicit property default;
it does not infer values through references, combinators, conditionals, array
items, or pattern properties. Dispatch never invokes it automatically, and a
required property must pass the registered input schema before the handler can
run.
For deliberately client-visible business failures, return:
{:error, AttestoMCP.Server.Result.error("account is read-only", "account_read_only")}
The message and optional code are length-bounded and validated as UTF-8. Tool
calls receive an isError result, with a supplied code at
_meta["io.attesto/errorCode"] so it cannot violate a declared output
schema. Prompt and resource calls receive a JSON-RPC application error with
HTTP 200. Arbitrary terms, oversized strings, callback failures, and exceptions
remain generic.
HTTP hosts may derive application context after authentication:
context_builder: fn conn ->
  %{request_id: Plug.Conn.get_req_header(conn, "x-request-id") |> List.first()}
end
The map is exposed only as context.host_context. Returning anything else or
raising prevents handler invocation.
Mount authorization
Use the HTTP Plug's authorize option for one business-policy gate covering an
entire mount:
forward "/mcp/admin", AttestoMCP.Server.Plug,
  server: MyApp.AdminMCP,
  path: "/mcp/admin",
  auth: {AttestoMCP.Server.Phoenix, :protected_resource_options, [:my_app]},
  principal_binding: {MyApp.MCPIdentity, :binding},
  authorize: {MyApp.MCPPolicy, :admin_mount?},
  resource: "/mcp/admin",
  base_url: "https://mcp.example.com"

defmodule MyApp.MCPPolicy do
  def admin_mount?(context), do: context.principal.role == :admin
end
The callback accepts a one-argument function, {module, function}, or
{module, function, prefix_arguments}; prefix arguments precede the context.
It receives the authenticated base context, including the complete principal,
stable principal binding, tenant, scopes, claims, sender information, and
host_context when a context_builder is configured. Only literal true
permits access. Every other return and every raise, throw, or exit produces the
same plain 403 response without a WWW-Authenticate challenge or policy
details.
This gate runs once on each authenticated POST, GET, and DELETE leg, before a
POST body is read and before protocol dispatch. Invalid credentials still stop
at authentication and never invoke it. Because the request body has not been
classified yet, the callback does not receive an MCP method or its arguments;
use scope_map, scope_policy, and per-definition authorization for those
decisions. When both context_builder and mount authorization are configured,
the built context is cached and reused for dispatch, so each callback runs only
once. Metadata discovery is public and does not run the mount policy.
For streams and subscriptions, this policy governs the authenticated opening
leg. Delivery reauthorization continues to check the captured binding, tenant,
sender, and scopes; a later business-policy change takes effect on the next
request or reconnect.
Focused tool tests
Use AttestoMCP.Server.Test.call_tool/4 for a per-tool test that still goes
through protocol dispatch. It checks the server's operation scopes, the
tool's scope clauses and authorize callback, its input schema, the handler,
its output schema, and final wire-output validation. The return value is the
complete JSON-RPC response map, so success and neutral denial/error results can
be asserted without constructing an internal request:
response =
  AttestoMCP.Server.Test.call_tool(
    MyApp.MCP,
    "get_item",
    %{"id" => "item-7"},
    request_id: "get-item-test",
    principal: %{id: "user-7"},
    scopes: ["items.read"],
    host_context: %{account_id: "acct-1"}
  )

assert %{
         "id" => "get-item-test",
         "result" => %{
           "resultType" => "complete",
           "structuredContent" => %{"id" => "item-7"}
         }
       } = response
The helper JSON-encodes and decodes its request before dispatch, matching a
client's nested string keys before any configured tool-argument key policy.
It defaults to protocol revision 2026-07-28, principal "test-principal",
and no scopes; :protocol_version, :client_capabilities, and :timeout are
available for focused variants.
The principal, tenant, scopes, and host context options stand in for a request
that has already authenticated. This helper does not exercise token, DPoP,
mTLS, HTTP header, parser-order, or mount-policy checks. Keep Plug-level tests
for that boundary.
The same request builder backs read_resource/3, get_prompt/4,
complete/4, discover/2, list_tools/2, list_resources/2,
list_resource_templates/2, list_prompts/2, and the generic request/4:
alias AttestoMCP.Server.Test, as: MCPTest

assert %{"result" => %{"contents" => [_]}} =
         MCPTest.read_resource(MyApp.MCP, "file:///items/item-7", scopes: ["items.read"])

page = MCPTest.list_tools(MyApp.MCP, scopes: ["items.read"])
next = MCPTest.list_tools(MyApp.MCP, scopes: ["items.read"], cursor: page["result"]["nextCursor"])

retry_options = [
  client_capabilities: %{"elicitation" => %{}},
  meta: %{"com.example/request-purpose" => "test"}
]

assert %{
         "result" => %{
           "resultType" => "input_required",
           "requestState" => state,
           "inputRequests" => requests
         }
       } = MCPTest.call_tool(MyApp.MCP, "confirm", %{}, retry_options)

# This example's tool asks for one form containing a boolean "ok" property.
[input_key] = Map.keys(requests)

MCPTest.call_tool(
  MyApp.MCP,
  "confirm",
  %{},
  retry_options ++
    [
      request_id: 2,
      request_state: state,
      input_responses: %{input_key => %{"action" => "accept", "content" => %{"ok" => true}}}
    ]
)
:meta supplies application metadata; the helper generates the protocol
version and client-capability keys and raises if :meta sets them.
:request_state and :input_responses send modern retry fields, :cursor
continues a list, and :completion_context sets the completion request's
context. Every helper returns the complete JSON-RPC response, including
protocol errors. Malformed setup raises ArgumentError.
Keep the method, selected definition, original arguments, application metadata,
and authenticated identity unchanged across retry rounds. Use a new JSON-RPC
ID and echo the returned request state. Trace, progress, and client display
metadata may change between rounds. Copy answer keys from inputRequests,
rather than assuming they equal a tool name.
These helpers test the dispatcher: scopes, definition authorization, schemas,
handlers, cache hints, and wire validation. They do not establish HTTP
header/body mirroring, session-bound negotiation, stdio framing, or disconnect
behaviour; keep Plug and stdio tests for those transport paths.
Per-definition authorization
Every tool, resource, resource template, prompt, and completion definition may
include an authorize callback. It accepts any of these forms:
authorize: fn context -> context.principal == "operator" end
authorize: {MyApp.MCPPolicy, :allowed?}
authorize: {MyApp.MCPPolicy, :allowed?, [:reports]}
The callback receives the authenticated base context from which the handler
context is built. Handlers additionally receive primitive_type and
primitive_identity; authorize does not, so encode definition-specific input
in the MFA prefix arguments when a shared policy module needs it. For the MFA
forms, the base context is appended after those prefix arguments. On HTTP, it
includes the package-owned principal, tenant, scopes, claims, and sender data;
when context_builder is configured, its result is available as
context.host_context too.
This callback controls all catalog results (tools/list, resources/list,
resources/templates/list, and prompts/list) and all definition lookups
(tools/call, resources/read, prompts/get, and
completion/complete). A literal true permits the definition. false, any
other return value, or a raise, throw, or exit denies it. Catalog methods omit
a denied definition. Lookup methods return the same method-specific unknown
result as an unregistered definition, including across modern and session-bound
protocol revisions, and never invoke its handler. Callback failures are
intentionally converted to denial and are not sent to exception_reporter.
For HTTP, authentication and the effective transport scope check occur before
protocol dispatch. Definition required_scopes are then checked before
authorize; if those scopes are missing, the callback is not invoked. For the
five methods explicitly mapped by an opt-in scope_policy, that policy also
has to permit the definition and runs before the local required_scopes and
authorize checks. Use required_scopes and scope_policy for grantable
Attesto scopes. Use authorize for host business rules that need the
authenticated context or context.host_context. When they are combined, every
applicable check must permit access.
alternative_scope_sets adds bounded alternatives to the primary all-of
required_scopes clause. Any one complete clause permits the definition; a
partial clause never does. For example:
required_scopes: ["documents.read"],
alternative_scope_sets: [
  ["documents.admin"],
  ["workspace.read", "documents.execute"]
]
The primary clause must be non-empty when alternatives are present. Each
alternative is non-empty and duplicate-free, and clauses that differ only by
member order are duplicates. Registration accepts at most seven alternatives,
128 total scope memberships across all clauses, 8,192 aggregate scope bytes,
and 256 bytes per scope. Catalog filtering, selected lookups, templates,
subscription scope snapshots, and both protocol eras use the same clauses.
authorize is called once only after a clause succeeds. RFC 9728
scopes_supported remains host-configured, so advertise the meaningful narrow
scope clients should normally request rather than automatically exposing every
alternative.
Subscriptions are outside this callback contract. Establishment does not
consult a resource definition's authorize, and subscription-notification
delivery reauthorization checks the captured identity, sender binding,
applicable scopes, any matched resource definition scopes, and the configured
authentication :principal callback. It does not invoke a definition's
authorize callback, so do not rely on that callback to suppress subscription
updates.
Limits and scope policy
max_concurrency, per_principal_concurrency, request_timeout,
max_request_timeout, max_queue, stream_keepalive_ms,
stream_queue_size, max_sessions_per_principal, and
max_legacy_streams_per_session are the bounded server limits. The two
session-bound defaults are 128 active sessions per principal and eight live
streams per session and server process. A principal is the authenticated
subject or, when absent, the client identifier. Hosts where one client identity
fronts many users should raise max_sessions_per_principal to match expected
concurrency. subscription_queue_size
may override max_queue for modern subscriptions; otherwise all stream and
subscription queues use max_queue. A Plug option overrides the corresponding
server option for that adapter. The server scope_map is the default policy;
an explicit Plug scope_map replaces it for HTTP, and the effective map is
used both by the prepared AttestoMCP authorization boundary and by protocol dispatch.
There is no second implicit scope source. Non-empty entries override method
defaults; absent or empty entries use default_scopes when configured and
otherwise retain the fail-closed HTTP defaults. For
completion/complete, one explicit method entry governs both prompt and
resource references; without it, default_scopes applies when configured and
otherwise each reference uses its category read scope.
The map accepts only the request methods implemented by this release:
server/discover, initialize, ping, logging/setLevel, tools/list,
tools/call, resources/list, resources/templates/list, resources/read,
resources/subscribe, resources/unsubscribe, prompts/list, prompts/get,
completion/complete, and subscriptions/listen. Notification names, task
methods, atom keys, and arbitrary extension methods are rejected. Each method
has at most 128 unique scopes, each scope is at most 256 bytes, and per-method
and aggregate byte limits are enforced during initialization.
max_json_bytes bounds JSON Schema instances, handler-result normalization,
final response validation, and JSON-RPC encoding. It defaults to 2,000,000
bytes and accepts explicit finite values from 512 through 64,000,000 bytes.
The minimum leaves room for a bounded protocol error.
max_body_bytes bounds the HTTP body and max_message_bytes bounds JSON-RPC
decoding (and the complete stdio frame). HTTP limits must be positive; the
stdio frame limit must be at least 512 bytes. None may exceed the supervised
server's max_json_bytes value. The nominal HTTP defaults
remain 2,000,000 body bytes and 1,000,000 message bytes; omitted values are
automatically capped by a smaller selected JSON budget. Explicit transport
limits above that budget fail before body reading. Configure all three together
when opting into a larger payload. The stdio adapter defaults to the smaller of
64,000 bytes and the supervised server's JSON budget unless
max_message_bytes is supplied explicitly.
Result.tool_from_context/2,3 inherits the selected budget for the complete
tool-result envelope. Individual Content constructors validate before that
envelope is built, and Result.resource/1,2 remains a standalone constructor;
pass max_json_bytes: selected_budget to either when the value itself exceeds
the secure 2,000,000-byte constructor default.
For hosts that issue definition scopes instead of generic method grants, add an
explicit Plug-only scope_policy:
scope_policy: %{
  "tools/list" => :visible_definitions,
  "tools/call" => :selected_definition,
  "resources/list" => :visible_definitions,
  "resources/templates/list" => :visible_definitions,
  "resources/read" => :selected_definition
}
Visible-definition methods filter catalogs through each definition's required
scopes and authorization callback. Selected-definition methods resolve the
requested tool, exact static resource, or first matching URI template before
authorizing that definition through the prepared Attesto boundary; denial is
the normal neutral unknown result and cannot invoke a handler or consume an
MRTR retry state. The policy is opt-in and only supports the five methods
shown. Omitted policy retains generic method scopes, empty scope_map entries
retain their documented defaults, and a policy method cannot overlap
scope_map even with an empty list. An explicit Plug scope_map replaces the
server map; the effective map is checked again at request time for named or
restarted servers. A definition with required_scopes: [] is authenticated-only
only on an explicitly policy-mapped method; defaults and empty-map methods keep
requiring their generic scope.
Subscriptions are deliberately outside this policy map. Modern
subscriptions/listen opening uses configured default_scopes instead of
generic category scopes when no non-empty method entry exists. A non-empty
scope_map["subscriptions/listen"] entry is additive to the generic category
scopes, and subscription_scopes are always additive. Modern delivery
reauthorizes the captured principal and tenant with that opening union plus its
notification requirements; resource updates also require the generic resource
scope and any matched definition scopes. Session-bound subscription-notification
delivery reauthorizes catalog events with their generic category scope;
resource-update notifications also require any matched definition scopes.
Resource subscriptions for session-bound revisions and modern resource filters per
subscription have fixed defensive bounds of 128 unique URIs and 4,096 bytes
per URI. Repeating an existing session-bound subscription is idempotent,
unsubscribing releases its entry, and modern filters preserve the first
occurrence of each URI. Invalid or over-limit session-bound changes do not refresh
the session idle deadline.
rate_limits is an optional map of bounded token buckets for calls,
completion, subscriptions, auth_checks, and auth_failures; each entry is
%{burst: positive_integer, window_ms: positive_integer}. Defaults are
600/60s, 300/60s, 100/60s, 1,024/60s, and 120/60s respectively.
auth_checks is a refundable concurrent-verification bound: its token is
returned after either success or failure. auth_failures records only failed
authentication and is checked before signature verification. A category can
be set to false only when the host explicitly accepts unlimited traffic for
that category; malformed settings fail closed. Rejections use HTTP 429 and
JSON-RPC -33029 (outside the reserved protocol range), and are isolated by principal plus client address. If
client_ip is omitted, the Plug uses conn.remote_ip verbatim, including a
non-IP local-peer term. An explicit client_ip callback, configured as a
one-argument function or MFA, must return a trusted canonical IPv4 or IPv6
tuple derived from the proxy-aware connection. The callback is used for both
authenticated and failed-authentication buckets; invalid returns or callback
failures fail closed and emit neutral client_ip/exception telemetry. Do not
trust a raw client-supplied
X-Forwarded-For entry; use only connection state normalized by a correctly
configured trusted-proxy component.
Authentication-failure buckets group IPv6 addresses by /64, preventing
interface-identifier rotation from consuming the complete 10,000-bucket
table. Each authentication attempt checks existing failure capacity before
signature verification and atomically reserves auth_checks capacity. The
concurrent-check reservation is refunded after either result, and only a
failure consumes auth_failures capacity. Fully refunded check buckets are
removed immediately. A new source at the 10,000-bucket cap triggers one
bounded-table prune; if every entry remains live, the server reclaims the
oldest bucket from the most populous traffic category before admitting it.
Periodic server cleanup also removes expired buckets.
Atomic startup, telemetry, and durable sessions
The complete catalog is limited to 1,000 definitions across all primitive
types. AttestoMCP.Server.register_all/2 validates at most 1,000 additions and
refuses any batch or repeated registration that would take the catalog above
that total; rejection leaves both the catalog and its revision unchanged. A
successful batch emits one catalog invalidation per affected category, while a
failed batch emits none. Supply the same tuples in the server's
:registrations option to make the complete catalog available before
start_link/1 returns. Registry recovery enforces the same total. Named server
child specs use the registered name as the supervision ID, allowing multiple
independently named servers under one supervisor.
URI-template resolution also has one finite work allowance for the complete
candidate scan. Exhaustion is not treated as a missing or unscoped resource:
resource reads return a bounded internal resource_match_limit error and
resource-notification publication returns
{:error, :template_match_budget_exhausted} without delivery. Exact static
resources bypass template matching.
AttestoMCP.Server.replace_catalog/2 validates one complete catalog of at most
1,000 tuples and then atomically replaces every primitive category, so
definitions omitted from the batch are removed. A failed replacement leaves
the prior definitions, revision, and notifications untouched. An identical
replacement is a no-op. A changed replacement advances the catalog revision
once and emits one list-changed notification for each affected advertised
catalog category. Resources and templates share one category; completion-only
changes emit none. Keep the host's generated or persisted catalog as the source
of truth; this API does not introduce a second catalog store.
telemetry_metadata is a map of at most 16 bounded scalar dimensions. Reserved
protocol keys cannot be replaced. Handler spans include the registered
primitive type and exact identity; unknown wire methods are reported as
:unknown. handler_task_init runs in the request worker before the handler,
and exception_reporter receives a trusted exception report without copying
private details into protocol responses or Telemetry. Function, {Module, :function}, and {Module, :function, prefix_args} callback forms are
supported.
The default session store is package-owned in-memory state. The Phoenix
installer selects the bundled PostgreSQL adapter only when exactly one Repo is
statically confirmed as both supervised and PostgreSQL-backed. Manual
configuration may use the same stateless data handle in application config:
store = %{
  repo: MyApp.Repo,
  namespace: "primary-mcp",
  schema_prefix: nil
}

server_options = [
  session_store: {AttestoMCP.Server.SessionStore.Ecto, store},
  session_namespace: "primary-mcp"
]
AttestoMCP.Server.SessionStore.Ecto.new/1 validates and returns the same
handle when called from application startup code after the Repo module is
available. Do not call it while evaluating config.exs, before host modules
have been compiled.
Generate and apply attesto_mcp_sessions before starting the server:
mix attesto_mcp_server.gen.migration --repo MyApp.Repo
mix ecto.migrate

Existing Ecto installations upgrading to this release should run the generator
again. It adds a concurrent expression-index migration for the encoded
principal and expiry columns; the generator skips migration files already
present and writes only the missing index migration.
The adapter supports PostgreSQL and uses row locks for atomic updates. Its
required namespace is bound into the store handle, so key operations and
indexed listing/cleanup cannot cross server namespaces. Several named MCP
servers can therefore share one table without sharing sessions. It stores the
complete versioned record as JSONB, preserves unknown JSON-native fields with
binary object keys, validates indexed expiry mirrors before use, and uses those
mirrors for bounded listing and cleanup. Record-bearing listings return the
first eight active rows ordered by expiry and session ID; they are bounded
snapshots rather than a pagination API, and concurrent row locks may cause
list_active to omit otherwise active rows. Session counts use a separate SQL
aggregate. Per-principal admission and activity updates share a PostgreSQL
advisory lock, and the generated expression index keeps the admission count
bounded to that principal's live rows. Cleanup trusts the indexed expiry column, selects only keys, and
claims at most 1,000 rows, so periodic passes drain larger backlogs without
loading their record payloads. Direct loads and record-bearing listings verify
the complete record against its expiry mirrors. Malformed rows detected there
fail closed and are removed under a row lock so one row cannot block later
work.
For operator tooling, AttestoMCP.Server.active_session_ids/2 returns bounded,
cursor-based pages of active session IDs without loading or returning principals,
tenants, or session records:
{:ok, %{session_ids: ids, next_cursor: cursor}} =
  AttestoMCP.Server.active_session_ids(MyApp.MCP, limit: 100)

next_page =
  if cursor do
    AttestoMCP.Server.active_session_ids(MyApp.MCP, cursor: cursor, limit: 100)
  end
The default page is 100 IDs and the maximum is 1,000. Pass the returned
next_cursor unchanged to continue; a nil cursor means the page is complete.
IDs are ordered lexicographically and are scoped to the server's configured
session_namespace. This is an operator visibility API, not a session-loading
or administration API: use the normal authenticated session operations when a
specific session must be inspected or closed. The method applies to the
session-bound revisions; the 2026 stateless transport has no server-side
session IDs to list.
Custom session-store adapters may implement the namespace-aware
count_active/2 callback for exact server statistics and
count_active_for_principal/3 for durable per-principal admission checks.
Shared adapters should implement save_below_principal_limit/4 as an atomic
count-and-save operation so simultaneous admission on multiple server
processes cannot exceed the configured limit. The bundled adapters implement
all three callbacks. Older adapters remain compatible, but their pre-existing
durable sessions are counted by materializing list_active/1, and their
fallback count-then-save admission is only serialized within one server
process. Adapters may also implement
the optional list_active_keys/4 callback from
AttestoMCP.Server.SessionStore to support this view. It must
return only {namespace, session_id} keys and a cursor, never record payloads
or principal bindings. Adapters that do not implement it return
{:error, :unsupported}; malformed pages and adapter failures are converted to
the neutral :session_store_unavailable result.
Session expiry uses wall-clock timestamps while refreshes preserve monotonic
activity. Clock skew between nodes can therefore extend a session's effective
TTL; synchronize clocks across every node using the durable store.
Database operations fail closed. The adapter limits PostgreSQL row-lock waits
to one second, individual query calls to 1.5 seconds, and transactions to three
seconds so a stalled database returns a neutral store-unavailable result before
the server's call budget. Size the Repo pool for ordinary application demand
plus concurrent MCP requests, and monitor checkout pressure and
session_store/failure events. The host Repo must supply ecto_sql and
Postgrex; this package keeps only Ecto itself as an optional dependency so
ETS-only consumers do not inherit a SQL stack.
Adapter operations that require their own row-locking transaction must run
outside caller-owned Repo.transaction/2 blocks. Those operations reject
nested use before opening another transaction or changing transaction-local
timeouts, returning {:error, :nested_transaction_unsupported}. Let the MCP
server own its short session-store transaction rather than wrapping it in an
application transaction.
The table contains serialized authenticated principal and tenant bindings.
Treat it as part of the authorization trust boundary: grant the application
role only the required table/schema privileges, prevent unrelated writers, and
apply normal encrypted-backup and database audit controls. Before moving a
custom store to Ecto, confirm every persisted record is JSON-native and every
map key is a UTF-8 string; atom-keyed or otherwise BEAM-specific records are
rejected rather than coerced.
Principal and tenant bindings may contain existing atoms. Safe restoration
never creates atoms from persisted data, so every node that must use an
atom-bearing binding needs those atoms loaded already. A node where an atom is
absent treats the binding as unavailable and leaves the durable record intact;
use binary or string identities when nodes do not share the same loaded atom
set.
Hosts needing another backend can implement
AttestoMCP.Server.SessionStore and configure:
session_store: {MyApp.MCPSessions, store_handle},
session_namespace: "primary-mcp"
Records are bounded versioned maps produced by
AttestoMCP.Server.Session.to_record/1; adapters preserve unknown fields and
perform update/TTL/cleanup atomically. Principal and tenant bindings are opaque
BEAM terms with defensive limits: pids, ports, references, functions, bindings
deeper than 32 levels, bindings with more than 10,000 nodes, and encoded
bindings larger than 64 KiB are rejected. The server stops if a monitored store
process is lost; adapters with non-process handles fail closed when an operation
cannot reach their backend.
For multiple Erlang nodes, add session_clustered: true with a genuinely
shared adapter, explicit namespace, and one shared cursor_secret on every
server. The cursor secret must be a binary of at least 16 bytes; 32 bytes is
recommended. Startup rejects clustered session servers that omit it or use a
short value instead of silently generating a per-process secret. A
load-balanced multi-node deployment serving the session-free 2026-07-28
transport must also configure the same explicit cursor secret on every node,
even when session_clustered is false, if cursors may cross nodes. Cursors bind
to final visible catalog content rather than node-local mutation history, so
peers may reach identical content through different registration histories when
the catalog and pagination context agree. Deterministic continuation assumes
all nodes use the same OTP major. Mixed-major rolling upgrades may invalidate
in-flight cursors, so clients should restart pagination across that boundary.
Requests
on any peer can load the same session, publishes fan out asynchronously once to
each live peer, and explicit session deletion or periodic expired-row cleanup
closes matching local streams on every reachable peer.
Peer catalog drift cannot reduce publisher-required scopes; drain mixed
old/new clusters rather than rely on them for resource notifications. Use a
globally unique namespace when unrelated deployments share the store or Erlang
cluster. Streams remain local processes and reopen after failover; event replay
and exactly-once delivery across a network partition are not promised.
Session-bound notification delivery reloads each live stream's session and rechecks
its authorization before enqueueing an event. Store latency and signature
verification cost are therefore part of the session-bound fanout path; size durable
backends for the expected number of concurrent session-bound streams.
Plug-only streaming selection is explicit and validated at
AttestoMCP.Server.Plug.init/1:
stream_tools: ["tool_name"] enables request-scoped SSE for those tool calls,
while stream_all_tools: true enables it for every tool call. Names must be
unique strings and the all-tools flag must be boolean; malformed values fail
at startup rather than during a request. These options are intended for hosts
whose tools produce progress or server notifications. Subscriptions and calls
with a caller progress token remain streaming regardless of this selection.
Modern HTTP mirror headers
The session-free 2026-07-28 transport mirrors routing fields into bounded
HTTP headers and requires them to agree with the decoded JSON-RPC request.
Header names are case-insensitive, but each required header must occur exactly
once.
	Header	2026-07-28	2025-11-25 and 2025-06-18
	Mcp-Protocol-Version	Required on every POST and equal to params._meta["io.modelcontextprotocol/protocolVersion"].	During initialization it may be omitted; when present, it must be an enabled session-bound revision. After negotiation the protocol requires it on POST, GET, and DELETE, and it must match the session revision. The server accepts omission only for backward compatibility.
	Mcp-Method	Required on every POST and equal to the JSON-RPC method.	Not required.
	Mcp-Name	Required for the selected values listed below and equal to the corresponding body value.	Not required by the mirror contract.

Mcp-Name carries:
	params.name for tools/call and prompts/get;
	params.uri for resources/read; and
	params.taskId for tasks/get, tasks/update, and tasks/cancel. Tasks are
hard-disabled in this release, but malformed task mirrors are still rejected
before the method-not-found response.

Other methods omit Mcp-Name, including catalog-list methods,
completion/complete, and subscriptions/listen. Literal ASCII values can be
sent directly. A value needing a header-safe representation can use the strict
=?base64?...?= sentinel described under tool argument mirrors below.
A missing, duplicate, or mismatched required mirror returns HTTP 400 and the
same neutral JSON-RPC error; the response does not identify which mirror
failed:
{
  "jsonrpc": "2.0",
  "id": 7,
  "error": {
    "code": -32020,
    "message": "Invalid MCP metadata or header",
    "data": {"reason": "body_header_mismatch"}
  }
}
The following complete tools/call request selects the customer_lookup
tool. Replace the URL and bearer token with values issued for the deployed
Attesto resource:
curl https://mcp.example.com/mcp \
  --request POST \
  --header "Authorization: Bearer $ACCESS_TOKEN" \
  --header "Content-Type: application/json" \
  --header "Accept: application/json, text/event-stream" \
  --header "Mcp-Protocol-Version: 2026-07-28" \
  --header "Mcp-Method: tools/call" \
  --header "Mcp-Name: customer_lookup" \
  --data '{
    "jsonrpc": "2.0",
    "id": 1,
    "method": "tools/call",
    "params": {
      "name": "customer_lookup",
      "arguments": {"id": "cus_123"},
      "_meta": {
        "io.modelcontextprotocol/protocolVersion": "2026-07-28",
        "io.modelcontextprotocol/clientCapabilities": {}
      }
    }
  }'

For resources/read, Mcp-Name mirrors the complete params.uri value:
curl https://mcp.example.com/mcp \
  --request POST \
  --header "Authorization: Bearer $ACCESS_TOKEN" \
  --header "Content-Type: application/json" \
  --header "Accept: application/json, text/event-stream" \
  --header "Mcp-Protocol-Version: 2026-07-28" \
  --header "Mcp-Method: resources/read" \
  --header "Mcp-Name: urn:customer:cus_123" \
  --data '{
    "jsonrpc": "2.0",
    "id": 2,
    "method": "resources/read",
    "params": {
      "uri": "urn:customer:cus_123",
      "_meta": {
        "io.modelcontextprotocol/protocolVersion": "2026-07-28",
        "io.modelcontextprotocol/clientCapabilities": {}
      }
    }
  }'

Tool argument mirror declarations
Modern tools/call mirror headers are declared by the registered tool's
input_schema property, never by request metadata. A property can require a
parameter header with the x-mcp-header annotation:
input_schema: %{
  "type" => "object",
  "properties" => %{
    "account" => %{
      "type" => "string",
      "x-mcp-header" => "account"
    }
  }
}
The x-mcp-header value is a nonempty RFC 9110 tchar suffix; the server
constructs Mcp-Param-{suffix}. It is valid only on statically reachable
string, integer, or boolean properties. If the property is absent or null,
the client omits its header; otherwise exactly one header is required and its
decoded value must equal the nested params.arguments value. The normative
Base64 sentinel is =?base64?SGVsbG8=?=: padding and alphabet are strict, and
values missing either prefix or suffix are compared literally. Mixed-case
header names and RFC 9110 optional whitespace are handled safely. Mcp-Name
mirrors the tool name, while task methods mirror params.taskId.
Modern subscriptions and interactive requests
subscriptions/listen accepts a non-empty notifications object containing
the category flags toolsListChanged, promptsListChanged,
resourcesListChanged, and/or a resourceSubscriptions URI list. The listen
request ID is the subscription ID. The stream begins with
notifications/subscriptions/acknowledged; each later notification keeps its
actual MCP method and carries the ID under
params._meta["io.modelcontextprotocol/subscriptionId"]. Delivery is bounded,
filtered, and checked against the scopes captured when the subscription opens
on HTTP, stdio, and custom transports. Optional host reauthorizers run only
after that scope check. Protected HTTP opens
require configured default_scopes plus additive subscription_scopes when no
non-empty method entry exists. Without host defaults, the requested generic
category scopes are used instead. A non-empty
scope_map["subscriptions/listen"] entry requires the requested generic
category scopes plus the method entry and subscription_scopes. Modern
delivery rechecks that opening union plus its notification requirements;
resource updates also require resources_read and any matched definition
scopes.
Stdio hosts supply granted scopes through Stdio.run/2's :scopes option or
the context map. Custom transports put the granted scope list in the dispatch
context. Direct callers of Subscriptions.open/9 and
Server.open_legacy_stream/7 pass the same list in the final argument. The
older compatibility arities capture an empty list and consequently receive
only notifications with no scope requirement.
Modern tool, resource, and prompt handlers may return {:input_required, requests} containing real elicitation/create, sampling/createMessage, or
roots/list request objects. A keyed request map preserves its unique authored
keys; the singleton and list forms receive server-assigned input_N keys.
The response includes inputRequests and an integrity-protected requestState.
Retry with a new JSON-RPC ID, echo the returned state, and use the actual
inputRequests keys for typed inputResponses. Keep the original method,
selected definition, arguments, application metadata, and authenticated
identity unchanged. Elicitation responses use action (and accepted
content), sampling responses use role, content, model, and stopReason,
and roots responses use a roots array.
A valid retry with missing answers receives another input_required result
containing only the remaining requests. The fresh signed state preserves
validated earlier answers and the original deadline; echo the new state on
the next retry. Unknown response keys are ignored. Tampered, expired, reused,
or unbound state and malformed supplied answers are rejected.
URL elicitations
An elicitation/create request with mode: "url" hands the client a link for a
human to open. The 2025-11-25 and 2026-07-28 revisions accept the mode; the
2025-06-18 revision cannot carry it. The server checks only that url is a
string in URI form. Everything that makes the link safe to act on is the host's
job, and one requirement is load-bearing: the link must carry the operation the
human is approving, by an opaque staged-record id, never as a bare route. A
bare /confirm link lands the person on a page with nothing to approve,
because the only copy of the proposed action was inside the tool call that
already returned. A page that then falls back to a manual form asks the human
to reconstruct an action they never saw.
Decide first whether an operation deserves a browser gate at all. Reaching a
protected tool already means holding an OAuth token, scoped to the capability,
resolving to a named subject that is recorded on whatever the write produces. A
second gate in a browser re-establishes none of that; it moves the human to a
worse screen to repeat an assertion the token already made. Gate operations
that are irreversible or that leave the building: publishing to a
partner-facing site, granting an outside party access, filing a legal record.
Do not gate frequent, versioned, revertible internal edits; the friction drives
people around the tool. Where a gate is warranted, stage the approval with the
helpers below so the safety properties hold by construction:
	the staged action is bound to the subject it was minted for, so the link is
an invitation to its author rather than to whoever holds it;
	the fields the approval binds are the exact fields the call executes with;
	the record is single use and expires;
	an expired, consumed, or foreign link renders an explicit dead end, never a
fallback form;
	staged records are swept, because they hold what the reviewer had to read.

Whether a principal can act on a browser link is a host decision. A machine
principal can legitimately receive a URL elicitation when the client relays it
to a person, and an agent acting for a person on a machine token is a valid
topology, so the library does not refuse the mode by principal type. Decide it
in the handler before staging.
AttestoMCP.Server.API.stage_url_elicitation/5 stores a record bound to a
SHA-256 digest of the handler context's :principal_binding (the binding
itself is never persisted), the action name, and the exact fields, with a TTL
that defaults to ten minutes and may be set between one second and 24 hours.
It returns an opaque 256-bit id to embed in the URL. The stored fields must be
a JSON object within the server's max_json_bytes budget. Staging fails with
{:error, :principal_binding_required} when the context has no binding, which
is the case for a transport that supplies none.
def publish(arguments, context) do
  fields = %{"site" => arguments["site"], "revision" => arguments["revision"]}

  case AttestoMCP.Server.API.stage_url_elicitation(
         MyApp.MCPServer,
         context,
         "publish_site",
         fields,
         ttl_ms: 600_000
       ) do
    {:ok, %{id: id}} ->
      {:input_required,
       %{
         "approve" => %{
           "method" => "elicitation/create",
           "params" => %{
             "mode" => "url",
             "message" => "Approve publishing #{fields["site"]} at #{fields["revision"]}.",
             "url" => "https://app.example/approvals/#{id}"
           }
         }
       }}

    {:error, reason} ->
      {:error, reason}
  end
end
The approval page resolves the record with the identity the browser session
established, renders the staged action and fields for review, and consumes the
record only when the person confirms. The action then runs with the fields
returned by consume_url_elicitation/3, never with values taken from the
browser request. resolve_url_elicitation/3 is read-only and returns
{:error, :foreign} before revealing anything when the identity does not
match; {:error, :consumed}, {:error, :expired}, and {:error, :not_found}
(unknown or malformed id) are the other dead ends. Render each as a terminal
message. consume_url_elicitation/3 is atomic: under concurrent confirmations
exactly one succeeds and the rest see {:error, :consumed}.
def show(conn, %{"id" => id}) do
  binding = conn.assigns.current_user.id

  case AttestoMCP.Server.API.resolve_url_elicitation(MyApp.MCPServer, id, binding) do
    {:ok, %{action: action, fields: fields}} -> render(conn, :review, action: action, fields: fields)
    {:error, reason} -> render(conn, :dead_end, reason: reason)
  end
end

def confirm(conn, %{"id" => id}) do
  binding = conn.assigns.current_user.id

  case AttestoMCP.Server.API.consume_url_elicitation(MyApp.MCPServer, id, binding) do
    {:ok, %{action: "publish_site", fields: fields}} -> MyApp.Publishing.run(fields)
    {:error, reason} -> render(conn, :dead_end, reason: reason)
  end
end
The browser-side binding must be derived from the same source as the
transport's :principal_binding; otherwise every link resolves as foreign.
Records live in the server's url_elicitation_store. The default is an
in-process store owned by the server, suitable for a single node. It defaults
to at most 10,000 live records and 64 MiB of approximate external-term data;
configure those bounds with url_elicitation_max_entries: and
url_elicitation_max_bytes:. When either limit is reached, staging fails
closed instead of evicting an unexpired approval. Before reporting capacity,
the store synchronously scans at most its configured entry bound and reclaims
as many expired records as the new record needs; periodic cleanup remains
limited to 1,000 records per sweep. These options apply only to the built-in
store. Clustered deployments configure
url_elicitation_store: {AttestoMCP.Server.UrlElicitationStore.Ecto, store}
with a handle from AttestoMCP.Server.UrlElicitationStore.Ecto.new/1
(repo:, namespace: matching session_namespace, optional
schema_prefix:). mix attesto_mcp_server.gen.migration generates the
attesto_mcp_url_elicitations migration alongside the session table, and an
existing host that reruns the task receives only the missing file. Expired
records are swept on the server's periodic cleanup tick, reported by the
[:attesto_mcp_server, :url_elicitation_store, :cleanup] start and stop
events; a failing store emits
[:attesto_mcp_server, :url_elicitation_store, :failure] and never affects
tool results.
Request metadata, guidance, and cache hints
Request metadata
Handlers and per-request callbacks receive context.request_meta, an
immutable snapshot of the request's params["_meta"] object with its JSON
string keys and values unchanged. A session-bound request without _meta
produces %{}. HTTP, stdio, and AttestoMCP.Server.Test dispatch expose the
same value.
handler: fn _arguments, context ->
  purpose = context.request_meta["com.example/request-purpose"]
  {:ok, "recorded for #{purpose || "unspecified"}"}
end
The snapshot is client input. It is never merged into principal,
principal_binding, tenant, scopes, claims, sender constraints, or
host_context, and the server never derives an issuer, audience,
authorization decision, or outbound destination from it. Protocol keys such as
io.modelcontextprotocol/protocolVersion appear exactly as sent; the server's
validated interpretation stays in context.protocol_version,
context.trace_context, and context.logging_level.
AttestoMCP.Server.RequestMeta.application/1 returns only keys outside the
reserved MCP names.
The complete _meta object must encode within max_request_meta_bytes
(65,536 bytes by default, configurable from 512 bytes up to max_json_bytes)
and the existing JSON depth and node bounds. Larger metadata returns invalid
params with reason "request_meta_too_large"; it is never truncated. Metadata
values are not added to logs, telemetry, error payloads, or response metadata.
handler_task_init runs before request validation and does not receive the
snapshot.
Server guidance
instructions remains a static string. An instructions_provider callback
returns guidance for the current authenticated caller in modern
server/discover and session-bound initialize:
instructions_provider: fn context ->
  if "reports.write" in context.scopes,
    do: {:ok, "Use draft_report before publish_report."},
    else: {:ok, "Reports are read-only for this account."}
end
The provider returns {:ok, instructions} (a non-empty UTF-8 string of at most
65,536 bytes), :omit to send none, or {:error, reason}. When configured it
supplies the instructions; the static string is used only without a provider,
and a failing provider never falls back to it. Errors, exceptions, exits,
throws, invalid values, and the request timeout return an internal error with
reason "instructions_provider_failure". Session-bound initialize runs the
provider and checks the final reply size, including the stdio frame limit,
before committing the negotiated revision. A failure leaves the session
unnegotiated so a later valid initialize can succeed. Guidance is not an
authorization mechanism; every catalog and invocation check still applies.
Tool presentation
tool_presentation customizes descriptors for tools the caller can already
see. It receives the tool's public descriptor and the request context:
tool_presentation: fn tool, context ->
  case tool["name"] do
    "search" when context.tenant == "acct-eu" ->
      {:ok, %{"description" => "Search EU records.", "_meta" => %{"com.example/region" => "eu"}}}

    _other ->
      :default
  end
end
Overrides may set "title", "description", "icons", and application
"_meta" keys, which merge over the registered _meta. Names, schemas,
annotations, execution, handlers, scopes, authorization callbacks, reserved
_meta keys, and unknown fields fail the whole list with
"tool_presentation_failure"; no partial catalog is returned. Scope clauses,
authorize, and HTTP definition policies run first, so hidden tools never
reach the callback, and tools/call repeats its own eligibility checks. The
callback runs for every visible tool on each tools/list page because the
customized catalog is part of the cursor fingerprint. Keep it cheap and
deterministic; a cursor stops working when the presentation it was issued for
changes. Registered definitions are never modified.
Cache hints
Modern complete results from server/discover, tools/list, prompts/list,
resources/list, resources/templates/list, and resources/read carry
ttlMs and cacheScope. The server does not cache responses. Without
cache_policy or a selected definition's cache: policy, cache_ttl_ms
(default 30_000) and a private scope apply,
as in 2.3. prompts/get keeps emitting the same extra fields; it is not a
standard cacheable operation.
cache_policy: [
  methods: %{
    "server/discover" => [ttl_ms: 300_000],
    "tools/list" => [ttl_ms: 60_000, scope: :public],
    "resources/read" => [ttl_ms: 5_000]
  },
  resolver: {MyApp.MCPCache, :policy, []},
  max_ttl_ms: 600_000
]
A resource or resource template may carry cache: [ttl_ms: 1_000] or
cache: [scope: :private], even when no server-level cache_policy is set.
Precedence is the global default, then the method
policy, the definition policy, the optional resolver, and valid handler hints
on resources/read. Handler hints can shorten ttlMs or select
"private"; they cannot lengthen freshness or select "public". The resolver
receives %{method:, definition:, policy:} and the request context and returns
{:ok, policy} or :default. A resolver failure produces ttlMs: 0 with a
private scope for that response.
These constraints apply with or without cache_policy:
	Interim input_required results carry no hints, and otherwise cacheable
complete results from a multi-round retry use ttlMs: 0 and "private".
Completed tool retries discard authored hint extras; tool calls are not
standard cacheable operations.
	"public" requires allow_public_cache: true, an explicit public choice,
and a caller-independent response. A list is caller-independent only when
no definition of that type has scope clauses or an authorize callback, no
HTTP definition policy applies, and no presentation callback is configured.
Paginated catalogs stay private on every page because their cursors bind the
caller. A resource read requires an unrestricted selected definition and no
potentially personalized result/content metadata. An authored implementation
identity equal to the configured constant does not count as personalized;
another identity or other handler metadata does. A method-level
scope requirement does not make a result caller-dependent; a public hint
lets shared caches serve it to callers without that scope, so choose public
only for content you would publish.
	Output that includes instructions_provider or tool_presentation results
is private, with ttlMs: 0 unless a method policy, definition policy, or
resolver supplies a TTL.
	Potentially personalized resource metadata is private and uses ttlMs: 0
unless a method policy, definition policy, or resolver supplies a TTL.
	A list page with nextCursor is never fresher than the cursor lifetime,
and a private hint is never fresher than the verified access token.
	Every page of one list request has the same scope, and a continuation is
rejected if the effective scope changes.
	Session-bound results never carry ttlMs or cacheScope.

MCP cache hints do not authorize HTTP caching. Protected HTTP responses keep
Cache-Control: private, no-store. The cache/choice telemetry event reports
only the method, the chosen scope, and the policy source.
Server identity and icons
server_name, server_version, and server_icons define the implementation
value sent in modern discovery, the io.modelcontextprotocol/serverInfo
stamp on modern results, and session-bound initialize:
server_icons: [
  %{src: "https://example.com/icons/catalog.png", mime_type: "image/png", sizes: ["48x48"]},
  %{src: "https://example.com/icons/catalog-dark.svg", mime_type: "image/svg+xml", theme: "dark"}
]
Each configured icon src must be an absolute HTTP/HTTPS URL or a Base64 data: URI with
an image/* media type. mimeType must be an image/* type, sizes entries
are "WxH" or "any", and theme is "light" or "dark". At most 16
icons are accepted, with a 131,072-byte encoded budget. Empty icon and size
arrays are accepted, and size entries are bounded to 128 bytes. Icon URLs are never
fetched or resolved. 2025-06-18 initialization omits icons. A handler may
author its own serverInfo in a modern result's _meta; it is kept only when
every field satisfies the bounded MCP wire contract (name, version,
title, description, websiteUrl, and icons), and is otherwise replaced
by the configured value. Authored optional text and icon/size arrays may be
empty; authored MIME types and sizes do not acquire the stricter configured
image/size syntax rules. Implementation identity is display
metadata only. Registered component icons keep their 2.3 checks.
JSON Schema dialects
Tool schemas without $schema are validated as JSON Schema 2020-12. Explicit
2020-12 and draft-07 declarations are supported
(AttestoMCP.Server.Schema.supported_dialects/0); other dialects are rejected
at registration. export_schema_dialect: true inserts
"$schema" => "https://json-schema.org/draft/2020-12/schema" at the root of
exported inputSchema and outputSchema objects that have none. It does not
change validation, nested schemas, data values, boolean schemas, or registered
definitions. The export applies to 2026-07-28 and 2025-11-25; the
2025-06-18 Tool type has no $schema member. The exported catalog is checked
against max_json_bytes and included in pagination fingerprints. MCP defines
no capability for negotiating schema dialects.
Era separation
The JSON-RPC decoder rejects batches, invalid UTF-8, fractional/null IDs,
oversized or over-deep messages, and malformed response objects. Duplicate
JSON member names are outside this package's accepted protocol contract; the
decoder delegates their handling to Jason and does not promise an ordering
policy. Producers must not send duplicates; hosts requiring rejection should
reject those bytes before dispatch.
Modern requests carry _meta.io.modelcontextprotocol/protocolVersion and
clientCapabilities per request and use POST-only request-scoped responses.
_meta must be a JSON object when present; non-object values return a
correlated protocol error without terminating the transport.
Host-published catalog notifications accept only type and optional object
_meta; resource-update notifications additionally require a valid uri.
Unknown fields and malformed metadata are rejected before either delivery
path.
The earlier, session-bound 2025-11-25 and 2025-06-18 revisions start with
initialize, then notifications/initialized, and may use an expiring principal-bound
Mcp-Session-Id. The server echoes and retains the exact accepted revision;
modern requests never use one of these sessions.
Session-bound GET is a standing incremental SSE stream with bounded keepalive and
session-owner delivery. DELETE closes the authenticated session and its
streams. Clustered mode coordinates live peers but does not replicate stream
processes or event history. Last-Event-ID resumption is not supported; a
Last-Event-ID GET is rejected rather than replayed.
Session-bound initialization advertises the server's resources.subscribe capability;
clients do not need to self-declare that server capability. After
notifications/initialized, negotiated sampling, elicitation, and roots
client capabilities permit corresponding server-originated requests on the
SSE/stdio route, with typed JSON-RPC responses correlated to the waiting
handler. During HTTP connection startup, a server-originated request waits for
the session's owned standing stream for at most one second or the configured
client-request timeout, whichever is shorter; it then fails closed as not
ready.
Hosts may provide initialize_callback: fn context, params -> :ok end to
reject session-bound initialization before negotiated state is committed. Callback
exceptions and arbitrary rejection terms are converted to a generic correlated
JSON-RPC internal error; no callback reason is sent to clients, and the Plug
endpoint remains available for later requests.
Task profiles
The optional modern and session-bound task profiles are disabled in this release. No
task capability is advertised, modern tasks/* methods return
method-not-found, the legacy_tasks opt-in is ignored, and the supervised task
boundary fails closed. The modern_tasks and legacy_tasks options cannot
enable the incomplete in-memory implementation; a future release must provide
a durable store contract before advertising either profile.
Telemetry
Events use the [:attesto_mcp_server, ...] prefix. Metadata is filtered to
protocol version, method, transport, status, duration, outcome, and opaque
correlation values. Request/auth/handler/stream/progress/subscription/task and
protocol error events are safe to attach to an application reporter. The
stable event contract is:
	http_request and stdio: start, stop, and exception.
	request, handler, and stream: start, stop, exception, with
timeout, open, close, and backpressure where applicable.
	auth/authenticate: start, stop, and exception around every HTTP
authentication.
	auth/refusal, auth/policy_failure, protocol/error, cancellation/request,
cancellation/stop, and progress/emit or progress/reject.
	principal_binding/exception and context_builder/exception.
	mrtr/round, subscription/open, subscription/close,
subscription/suppressed, and subscription/backpressure.
	cache/choice, cache/invalidation, session/open, session/close,
session_store/failure, session_store/cleanup/start,
session_store/cleanup/stop, client_ip/exception, and
supervision/restart.

auth/authenticate/stop reports the elapsed duration, an outcome from a
bounded set, the refusal's HTTP status, and for an authenticated request its
binding (:bearer, :dpop, or :mtls). The outcomes are :ok,
:missing_credentials, :invalid_token, :token_expired,
:token_not_yet_valid, :invalid_audience, :invalid_issuer,
:sender_constraint_mismatch, :invalid_dpop_proof, :dpop_replay,
:dpop_nonce_required, :step_up_required, :policy_rejected,
:insufficient_scope, :unauthenticated, :verifier_unavailable,
:verifier_failure, :principal_binding_failure, and :other. The span
covers credential verification, assign canonicalization, and the principal
binding; mount policy and route-scope decisions keep their own events. Tokens,
claims, principals, and error descriptions are never attached.
auth/policy_failure can report the :mount_policy category. A failed
principal_binding callback emits principal_binding/exception, and a failed
context_builder callback emits context_builder/exception; both remain
value-free and use the configured exception_reporter when applicable.
auth/policy_failure identifies the failing boundary only through a safe
principal_policy, mount_policy, or verifier category and an atom failure
kind; it never includes the callback reason, token claims, or principal.
session_store/failure identifies the failed operation only through its bounded
source atom. The outcome is unavailable, or corrupt_discarded when the
bundled Ecto adapter removes a structurally corrupt persisted row so later
bounded passes can continue. Adapter reasons, session identifiers, records, and
exception text are never included.
Each periodic expiry pass emits session_store/cleanup/start and
session_store/cleanup/stop. The stop measurement contains a non-negative
duration for the store cleanup call and its bounded return normalization,
failure reporting, and namespace filtering; it excludes start telemetry, local
stream closing, and a clustered close broadcast. It also reports the bounded
number of sessions reaped for this server's namespace in count (at most
1,000); metadata reports outcome: :success or outcome: :unavailable. A
custom adapter response over 1,000 keys, or an otherwise malformed response, is
rejected as unavailable without truncating or processing any returned keys.
Adapters must batch larger backlogs across later passes. A failed pass still emits
session_store/failure, and the cleanup implementation adds no keys, records,
principals, tenants, or adapter error details. Explicitly configured trusted
telemetry_metadata remains attached to these events.
Credential, proof, request-state, baggage, private content, and arbitrary
callback values are removed before Telemetry emission.
W3C trace context
Request _meta may carry traceparent, tracestate, and baggage. The core
syntax-validates traceparent; tracestate and baggage are bounded opaque
forwarding values. Each field is limited to 4096 bytes and accepted values are
passed to handlers as context.trace_context. Baggage is available to the
handler only; it is never included in logs or Telemetry.
Stdio interop
elixir examples/stdio.exs launches the line-delimited adapter with no
credentials embedded. During cold installation it temporarily assigns Mix's
group leader to standard error (and also uses Mix.Shell.Quiet with
verbose: false), then restores the protocol stdout before starting the
adapter. Compilation and dependency diagnostics therefore stay off stdout;
stdout
contains protocol frames only. The preferred modern 2026 flow uses discovery and
per-request _meta protocol-version/capability metadata; it does not send an
initialize request. The adapter also accepts the 2025-11-25 and
2025-06-18 session-bound initialize/initialized flows on stdin, writes only compact
JSON-RPC messages to stdout, and exits on EOF. Its default bounded frame limit
is 64,000 bytes; larger limits must be explicit. A host may instead call
AttestoMCP.Server.Stdio.run/2 with its own supervised server and context.
AttestoMCP.Server.Stdio.main/1 accepts the adapter-only identity, input,
server-request, and EOF controls too; it removes those controls before starting
the owned server so core unknown-option validation stays strict. run/2 returns
one of these startup error tuples: {:error, :session_store_unavailable},
{:error, :nonportable_binding}, {:error, :binding_too_large},
{:error, :record_too_large}, or {:error, :session_limit}. main/1 stops its owned server after the
adapter exits and raises for a startup failure so an executable wrapper cannot
silently report a successful exit.
Protocol version compatibility
Only three frozen versions are accepted: 2026-07-28 for modern discovery and
per-request metadata, plus 2025-11-25 and 2025-06-18 for the negotiated,
session-bound lifecycle.
Hosts may narrow that set with the server protocol_versions option. It must
be a non-empty subset of those revisions. An HTTP session is bound to the
revision selected by initialize. Clients must send that revision in the
Mcp-Protocol-Version header on later POST, GET, and DELETE requests. For
backward compatibility, the server uses its authenticated session binding when
the header is absent; an invalid or changed value fails closed.
Modern discovery reports every revision the server supports. A client choosing
2026-07-28 continues with per-request metadata. A client choosing either
earlier revision must open the dated initialize/notifications/initialized
flow; a modern metadata envelope cannot carry a session-bound revision.
Revision-specific output is filtered before it reaches the client.
2025-06-18 catalogs, resource content, and implementation identity omit the
later icons field, and its tool schemas never receive an exported $schema. That
revision cannot send an explicit elicitation mode or sampling
tools/toolChoice fields; form elicitation remains available by omitting
mode. A server-side attempt to use one of those later fields returns
{:error, :unsupported}.
For session-bound requests, handler context exposes the session's exact negotiated
revision as context.protocol_version. This is 2025-11-25 or 2025-06-18,
not a generic marker, so handlers can make revision-aware decisions
without re-reading transport headers.


  

    Historical production dependency inventory (2.3.0 evidence)

This document is frozen evidence for the 2.3.0 release. It is not the current
2.7.0 dependency inventory or an evergreen SBOM. The declared ranges in
mix.exs, the release package metadata, and the consumer's resolved dependency
graph are authoritative for 2.7.0.
This inventory records the public-Hex resolution observed locally on 2026-10-03,
before the coordinated releases, using mix deps.get and
mix deps.tree --only prod. The Hex package does not ship the repository's
project lockfile, so consumers resolve the declared version ranges.
	Component	Resolved version	License policy	Production path
	attesto_mcp	1.3.0	MIT	direct
	attesto	2.1.0	MIT	attesto_mcp
	jose	1.11.12	MIT	attesto_mcp; attesto
	plug	1.20.3	Apache-2.0	direct; attesto_mcp; attesto
	jason	1.4.5	Apache-2.0	direct
	telemetry	1.4.2	Apache-2.0	direct; attesto; plug
	mime	2.0.7	Apache-2.0	plug
	plug_crypto	2.2.0	Apache-2.0	plug
	jsv	0.25.0	Apache-2.0	direct
	decimal	3.1.1	Apache-2.0	jsv
	abnf_parsec	2.1.0	MIT	jsv; texture
	nimble_parsec	1.4.2	Apache-2.0	abnf_parsec
	texture	2.0.0	Apache-2.0	jsv
	idna	7.1.0	MIT	jsv

The coordinated source tests additionally exercise Attesto 2.2.0,
AttestoMCP 1.3.1, AttestoClient 2.6.0, and AttestoPhoenix 3.4.0. Those source
versions are separate from the earlier public-Hex resolution above. The JSON
Schema evaluator and its five additional components are part of the base runtime.
All listed base-runtime components are MIT or Apache-2.0 compatible. Bandit,
Phoenix, ExDoc, and Dialyzer are development/test-only. Package tests and the
fresh generated host use Phoenix 1.8.13; reusable compatibility hosts also
exercise Phoenix 1.7.24 where required. Pinned phx_new 1.8.13 supplies the
fresh host. None is a runtime dependency. The base consumer runtime contains
no web server, and this package does not start an HTTP client, OAuth
authorization-server endpoint, or token-issuer endpoint. CI asserts the
web-server invariant against the production dependency tree.
Igniter is a declared optional, non-runtime MIT-licensed installer dependency
(>= 0.6.0 and < 0.8.1 or >= 0.8.4 and < 1.0.0; 0.8.4 in the observed
development resolution). Optional Mint requires >= 1.10.2 and < 2.0.0, with
1.11.0 resolved, to exclude the disclosed vulnerable HTTP-client versions.
The project-level
production tree displays its optional tooling graph, including Req, Finch, and
Mint; those are not part of the base consumer runtime and no Igniter or HTTP
client module is used by the server or protected-resource boundary. A consumer
does not pull this optional graph unless the host independently enables
Igniter. attesto_phoenix is detected only when the host already declares it;
it is not a root dependency of this package. The installer does not enable CIMD
or add Req by default; with explicit --enable-cimd, the host receives a direct
compatible Req dependency because the enabled default CIMD fetcher needs an
HTTP client at runtime. The reusable and generated-host compatibility checks
accepted public-Hex attesto_phoenix requirements overlapping
>= 2.14.1 and < 4.0.0 and Req requirements overlapping
>= 0.6.1 and < 1.0.0; the exact floor check resolved attesto_phoenix
2.14.1, the current 2.x check resolved 2.14.2, the 3.x check resolved 3.1.0,
and the enabled CIMD path resolved Req 0.7.4. The 2.x hosts resolved Attesto
1.15.0, while the 3.x host resolved Attesto 2.0.1. Automatic routes call the
public AttestoPhoenix protected-resource APIs at request time so replay, nonce,
canonical-request, certificate, access-token revocation, and principal-loading
policies remain host-owned. The explicit-callback installer path does not add
either dependency.
Ecto is a declared optional Apache-2.0-licensed dependency (~> 3.10; 3.14.2
in the observed development resolution) used only when a host selects the
bundled PostgreSQL session store. Its optional graph adds the Apache-2.0-
licensed Decimal 3.1.1 package and reuses Jason and Telemetry. SQL execution
and the PostgreSQL driver remain supplied by the host's existing Repo; this
package uses ecto_sql and Postgrex only in tests. The dependency-neutral
consumer lane verifies that neither Ecto nor the Ecto session adapter is
loaded when the host does not declare Ecto.
The declared package floor is Elixir 1.18 with OTP 27. The 2.3.0 local gates
passed on Elixir 1.18.3/OTP 27.3 and Elixir 1.20.4/OTP 29.1.1. CI independently
declares strict lanes for Elixir 1.18.3/OTP 27.3 and Elixir 1.20.4/OTP 29.0.5.
License and version claims above are tied to this resolution date. Dependency
constraints have changed since 2.3.0, so this evidence must not be used as a
current 2.7.0 inventory. Release and deployment tooling should generate an SBOM
from the dependency graph resolved for that build.
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Attesto-native MCP server core.
The core is transport-neutral. AttestoMCP.Server.Plug and
AttestoMCP.Server.Stdio both call dispatch/4; handlers run under a
separately supervised task and receive only an explicit authorization
context.
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    Types
  


    
      
        context()

      


    


    
      
        definition()

      


        Registered primitive definition accepted by the registry.



    


    
      
        handler_return()

      


        A normal, failed, or modern interactive handler return.



    


    
      
        server_opts()

      


        Options for startup, limits, timeouts, cursor policy, and disabled task flags.



    





  
    Functions
  


    
      
        ack_legacy_stream(server, stream_ref)

      


    


    
      
        ack_subscription(server, id)

      


    


    
      
        ack_subscription(server, id, owner)

      


    


    
      
        active_session_ids(server, opts \\ [])

      


        Returns one bounded page of active legacy session IDs for operator tooling.



    


    
      
        allow_rate(server, key, category)

      


        Consumes one bounded rate-limit token for a principal/category key.



    


    
      
        await_initialized(server, id, principal, tenant, timeout \\ 50)

      


    


    
      
        cancel_request(server, principal, request_id, owner \\ nil)

      


    


    
      
        cancel_subscription(server, id)

      


    


    
      
        cancel_subscription(server, id, owner)

      


    


    
      
        child_spec(init_arg)

      


        Returns a child spec whose id follows the optional registered server name.



    


    
      
        close_legacy_stream(server, stream_ref)

      


    


    
      
        close_subscription(server, id)

      


    


    
      
        close_subscription(server, id, owner)

      


    


    
      
        delete_session(server, id)

      


    


    
      
        deliver_client_response(server, session_id, principal, tenant, response)

      


    


    
      
        dispatch(server, request, context \\ %{}, opts \\ [])

      


        Dispatch one decoded request and return a correlated response/result.



    


    
      
        get_session(server, id, principal, tenant \\ nil)

      


    


    
      
        mark_initialized(server, id)

      


    


    
      
        negotiate_session(server, session_id, principal, tenant, version, capabilities)

      


        Negotiates one enabled legacy revision and capability map exactly once.



    


    
      
        new_session(server, principal, tenant \\ nil, opts \\ [])

      


    


    
      
        open_legacy_stream(server, session_id, principal, tenant, sink, authorize \\ nil, scopes \\ [])

      


    


    
      
        options(server)

      


        Returns normalized options used by the protocol adapters.



    


    
      
        publish(server, notification, opts \\ [])

      


    


    
      
        register(server, type, identity, definition)

      


        Registers one supported primitive type.



    


    
      
        register_all(server, registrations)

      


        Registers a bounded primitive batch atomically and coalesces catalog invalidations.



    


    
      
        register_completion(server, name, definition)

      


        Registers a completion handler for an explicit prompt/template reference.



    


    
      
        register_prompt(server, name, definition)

      


        Registers a prompt and publishes a modern prompts-list invalidation.



    


    
      
        register_resource(server, uri, definition)

      


        Registers a static resource and publishes a modern resources-list invalidation.



    


    
      
        register_resource_template(server, template, definition)

      


        Registers a URI-template resource and publishes a modern resources-list invalidation.



    


    
      
        register_tool(server, name, definition)

      


        Registers a tool and publishes a modern tools-list invalidation.



    


    
      
        replace_catalog(server, registrations)

      


        Atomically replaces the complete primitive catalog from one bounded batch.



    


    
      
        request_client(server, session_id, principal, tenant, method, params, timeout \\ 30000)

      


    


    
      
        session_capabilities(server, session_id, principal, tenant)

      


        Returns the negotiated client capabilities for an owned session.



    


    
      
        session_logging_level(server, session_id, principal, tenant)

      


        Returns the negotiated minimum legacy log level for an owned session.



    


    
      
        set_session_logging_level(server, session_id, principal, tenant, level)

      


        Sets the negotiated minimum legacy log level for an owned session.



    


    
      
        set_session_version(server, id, version)

      


        Binds an unnegotiated session to one enabled legacy protocol revision.



    


    
      
        snapshot(server)

      


        Returns a deterministic registry snapshot.



    


    
      
        start_link(opts \\ [])

      


        Starts the supervised protocol core and its registry/subscription children.



    


    
      
        stats(server)

      


        Returns bounded public counters for sessions, streams, subscriptions, and requests.



    


    
      
        subscribe_resource(server, session_id, principal, tenant, uri)

      


    


    
      
        touch_session(server, id)

      


    


    
      
        unsubscribe_resource(server, session_id, principal, tenant, uri)

      


    





      


      
        Types


        


  
    
      
    
    
      context()



        
          
        

    

  


  

      

          @type context() :: map()


      



  



  
    
      
    
    
      definition()



        
          
        

    

  


  

      

          @type definition() :: map() | keyword()


      


Registered primitive definition accepted by the registry.

  



  
    
      
    
    
      handler_return()



        
          
        

    

  


  

      

          @type handler_return() :: {:ok, term()} | {:error, term()} | {:input_required, map()}


      


A normal, failed, or modern interactive handler return.

  



  
    
      
    
    
      server_opts()



        
          
        

    

  


  

      

          @type server_opts() :: AttestoMCP.Server.API.server_opts()


      


Options for startup, limits, timeouts, cursor policy, and disabled task flags.

  


        

      

      
        Functions


        


  
    
      
    
    
      ack_legacy_stream(server, stream_ref)



        
          
        

    

  


  


  



  
    
      
    
    
      ack_subscription(server, id)



        
          
        

    

  


  


  



  
    
      
    
    
      ack_subscription(server, id, owner)



        
          
        

    

  


  


  



    

  
    
      
    
    
      active_session_ids(server, opts \\ [])



        
          
        

    

  


  

      

          @spec active_session_ids(
  pid() | atom(),
  keyword()
) ::
  {:ok, %{session_ids: [String.t()], next_cursor: String.t() | nil}}
  | {:error, :invalid_options | :session_store_unavailable | :unsupported}


      


Returns one bounded page of active legacy session IDs for operator tooling.

  



  
    
      
    
    
      allow_rate(server, key, category)



        
          
        

    

  


  

      

          @spec allow_rate(pid() | atom(), term(), atom()) :: :ok | {:error, :rate_limited}


      


Consumes one bounded rate-limit token for a principal/category key.

  



    

  
    
      
    
    
      await_initialized(server, id, principal, tenant, timeout \\ 50)



        
          
        

    

  


  


  



    

  
    
      
    
    
      cancel_request(server, principal, request_id, owner \\ nil)



        
          
        

    

  


  


  



  
    
      
    
    
      cancel_subscription(server, id)



        
          
        

    

  


  


  



  
    
      
    
    
      cancel_subscription(server, id, owner)



        
          
        

    

  


  


  



  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

      

          @spec child_spec(server_opts()) :: Supervisor.child_spec()


      


Returns a child spec whose id follows the optional registered server name.

  



  
    
      
    
    
      close_legacy_stream(server, stream_ref)



        
          
        

    

  


  


  



  
    
      
    
    
      close_subscription(server, id)



        
          
        

    

  


  


  



  
    
      
    
    
      close_subscription(server, id, owner)



        
          
        

    

  


  


  



  
    
      
    
    
      delete_session(server, id)



        
          
        

    

  


  


  



  
    
      
    
    
      deliver_client_response(server, session_id, principal, tenant, response)



        
          
        

    

  


  


  



    

    

  
    
      
    
    
      dispatch(server, request, context \\ %{}, opts \\ [])



        
          
        

    

  


  

      

          @spec dispatch(pid() | atom(), map(), context(), keyword()) :: term()


      


Dispatch one decoded request and return a correlated response/result.

  



    

  
    
      
    
    
      get_session(server, id, principal, tenant \\ nil)



        
          
        

    

  


  


  



  
    
      
    
    
      mark_initialized(server, id)



        
          
        

    

  


  


  



  
    
      
    
    
      negotiate_session(server, session_id, principal, tenant, version, capabilities)



        
          
        

    

  


  

      

          @spec negotiate_session(pid() | atom(), binary(), term(), term(), String.t(), map()) ::
  :ok
  | {:error,
     :invalid_negotiation
     | :already_negotiated
     | :not_found
     | :session_store_unavailable}


      


Negotiates one enabled legacy revision and capability map exactly once.

  



    

    

  
    
      
    
    
      new_session(server, principal, tenant \\ nil, opts \\ [])



        
          
        

    

  


  


  



    

    

  
    
      
    
    
      open_legacy_stream(server, session_id, principal, tenant, sink, authorize \\ nil, scopes \\ [])



        
          
        

    

  


  


  



  
    
      
    
    
      options(server)



        
          
        

    

  


  

      

          @spec options(pid() | atom()) :: keyword()


      


Returns normalized options used by the protocol adapters.

  



    

  
    
      
    
    
      publish(server, notification, opts \\ [])



        
          
        

    

  


  

      

          @spec publish(pid() | atom(), map(), keyword()) :: :ok | {:error, atom()}


      



  



  
    
      
    
    
      register(server, type, identity, definition)



        
          
        

    

  


  

      

          @spec register(pid() | atom(), atom(), String.t(), definition()) ::
  :ok | {:error, term()}


      


Registers one supported primitive type.

  



  
    
      
    
    
      register_all(server, registrations)



        
          
        

    

  


  

      

          @spec register_all(pid() | atom(), [AttestoMCP.Server.Registry.registration()]) ::
  :ok | {:error, term()}


      


Registers a bounded primitive batch atomically and coalesces catalog invalidations.

  



  
    
      
    
    
      register_completion(server, name, definition)



        
          
        

    

  


  

      

          @spec register_completion(pid() | atom(), String.t(), definition()) ::
  :ok | {:error, term()}


      


Registers a completion handler for an explicit prompt/template reference.

  



  
    
      
    
    
      register_prompt(server, name, definition)



        
          
        

    

  


  

      

          @spec register_prompt(pid() | atom(), String.t(), definition()) ::
  :ok | {:error, term()}


      


Registers a prompt and publishes a modern prompts-list invalidation.

  



  
    
      
    
    
      register_resource(server, uri, definition)



        
          
        

    

  


  

      

          @spec register_resource(pid() | atom(), String.t(), definition()) ::
  :ok | {:error, term()}


      


Registers a static resource and publishes a modern resources-list invalidation.

  



  
    
      
    
    
      register_resource_template(server, template, definition)



        
          
        

    

  


  

      

          @spec register_resource_template(pid() | atom(), String.t(), definition()) ::
  :ok | {:error, term()}


      


Registers a URI-template resource and publishes a modern resources-list invalidation.

  



  
    
      
    
    
      register_tool(server, name, definition)



        
          
        

    

  


  

      

          @spec register_tool(pid() | atom(), String.t(), definition()) ::
  :ok | {:error, term()}


      


Registers a tool and publishes a modern tools-list invalidation.

  



  
    
      
    
    
      replace_catalog(server, registrations)



        
          
        

    

  


  

      

          @spec replace_catalog(pid() | atom(), [AttestoMCP.Server.Registry.registration()]) ::
  :ok | {:error, term()}


      


Atomically replaces the complete primitive catalog from one bounded batch.

  



    

  
    
      
    
    
      request_client(server, session_id, principal, tenant, method, params, timeout \\ 30000)



        
          
        

    

  


  


  



  
    
      
    
    
      session_capabilities(server, session_id, principal, tenant)



        
          
        

    

  


  

      

          @spec session_capabilities(pid() | atom(), binary(), term(), term()) ::
  map() | {:error, :session_store_unavailable}


      


Returns the negotiated client capabilities for an owned session.
Returns an empty map when the session does not exist or the principal or
tenant does not own it. A session-store failure remains distinguishable from
a missing session.

  



  
    
      
    
    
      session_logging_level(server, session_id, principal, tenant)



        
          
        

    

  


  

      

          @spec session_logging_level(pid() | atom(), binary(), term(), term()) ::
  String.t() | nil | {:error, :session_store_unavailable}


      


Returns the negotiated minimum legacy log level for an owned session.

  



  
    
      
    
    
      set_session_logging_level(server, session_id, principal, tenant, level)



        
          
        

    

  


  

      

          @spec set_session_logging_level(pid() | atom(), binary(), term(), term(), String.t()) ::
  :ok | {:error, :not_found | :session_store_unavailable}


      


Sets the negotiated minimum legacy log level for an owned session.

  



  
    
      
    
    
      set_session_version(server, id, version)



        
          
        

    

  


  

      

          @spec set_session_version(pid() | atom(), binary(), String.t()) ::
  :ok | {:error, :invalid_version | :session_store_unavailable}


      


Binds an unnegotiated session to one enabled legacy protocol revision.

  



  
    
      
    
    
      snapshot(server)



        
          
        

    

  


  

      

          @spec snapshot(pid() | atom()) :: map()


      


Returns a deterministic registry snapshot.

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(server_opts()) :: GenServer.on_start()


      


Starts the supervised protocol core and its registry/subscription children.

  



  
    
      
    
    
      stats(server)



        
          
        

    

  


  

      

          @spec stats(pid() | atom()) :: map()


      


Returns bounded public counters for sessions, streams, subscriptions, and requests.

  



  
    
      
    
    
      subscribe_resource(server, session_id, principal, tenant, uri)



        
          
        

    

  


  


  



  
    
      
    
    
      touch_session(server, id)



        
          
        

    

  


  


  



  
    
      
    
    
      unsubscribe_resource(server, session_id, principal, tenant, uri)



        
          
        

    

  


  


  


        

      


  

    
AttestoMCP.Server.API 
    



      
Stable host-facing facade for AttestoMCP.Server.
Registration is performed before serving traffic. Definitions use JSON-style
string keys for schemas and wire values. Handler callbacks receive a
primitive-specific input plus an authorization context and return
{:ok, result}, {:error, reason}, or the modern
{:input_required, requests} MRTR form.
The facade intentionally exposes no task profile in this release. Calls that
would enable modern or legacy Tasks return the dated method-not-found result.
Two-arity handler callbacks use handler.(input, context); one-arity handlers
receive only input, and MFA handlers follow the same input/context order. A
tool's input is its arguments map. A prompt receives
%{name: name, arguments: arguments}. A resource receives
%{uri: uri, params: template_params}, and a completion receives
%{ref: ref, argument: argument, value: value, context: context}. These
envelopes use atom keys for their declared fields; a resource MRTR retry also
carries its string-keyed input-response entries at the top level. Nested MCP
values retain their JSON string keys by default. The server-wide
tool_argument_keys: :atoms opt-in converts only literal, schema-declared
property keys that already exist as atoms; it never creates atoms from
schemas or client input. The callback context contains the
complete authenticated principal, tenant, scopes, transport, negotiated
version, request ID, trace_context, progress callback, and an optional
stable :principal_binding supplied by the transport. The HTTP Plug always
supplies that field, defaulting it to the complete principal when no binding
callback is configured. It also supplies the Attesto assigns (:attesto_mcp_claims,
:attesto_mcp_scopes, :attesto_mcp_sender, :attesto_mcp_principal, and
:attesto_context) when the Plug boundary is used. The context also exposes
the supervised server's :max_json_bytes, :output_canonicalization, and
:tool_argument_keys values, and :request_meta, an immutable snapshot of
the request's untrusted params["_meta"] object (see
AttestoMCP.Server.RequestMeta). AttestoMCP.Server.Result.tool_from_context/2,3
consumes the first two automatically; low-level constructors can still use
them as explicit options. A successful callback
returns {:ok, result}, an application failure returns {:error, reason},
and an interactive callback returns {:input_required, request_map} with
typed MRTR request entries. An HTTP context_builder contributes only the
nested :host_context map. Use AttestoMCP.Server.Result.error/2 when an
error message and stable code are intentionally safe to disclose.
:instructions_provider and :tool_presentation customize server guidance
and visible tool descriptors for the current caller
(AttestoMCP.Server.Presentation); :cache_policy selects cache hints by
operation and definition (AttestoMCP.Server.CachePolicy); :server_icons
adds icons to the server's implementation identity; and
export_schema_dialect: true makes the default JSON Schema 2020-12 dialect
explicit in exported tool schemas without changing validation.
For interactive workflows with mode: "url", AttestoMCP.Server.API provides
staged, single-use, subject-bound approval records via stage_url_elicitation/5,
resolve_url_elicitation/3, and consume_url_elicitation/3.

      


      
        Summary


  
    Types
  


    
      
        cache_scope()

      


        A cache scope; string values are restricted to "private" or "public".



    


    
      
        content_item()

      


        A text, image, audio, resource-link, or embedded-resource item.



    


    
      
        definition()

      


        A registered primitive definition with JSON-compatible fields. required_scopes is the primary all-of clause and alternative_scope_sets supplies bounded alternative all-of clauses.



    


    
      
        handler_context()

      


        Authorization and transport context passed to handlers.



    


    
      
        handler_return()

      


        A normal, failed, or interactive handler return.



    


    
      
        host_callback()

      


        A host callback: a function, {module, function}, or {module, function, prefix_args}.



    


    
      
        icon()

      


        An MCP icon. src is an absolute HTTP/HTTPS URL or a Base64 data: URI with an
image/* media type; mimeType (or mime_type), sizes ("WxH" or
"any"), and theme ("light" or "dark") are optional.



    


    
      
        modern_result()

      


        A modern result carrying resultType and protocol metadata.



    


    
      
        mrtr_payload()

      


        Interactive request-state and input-response payloads.



    


    
      
        prompt_message()

      


        A prompt message with a user or assistant role and content item.



    


    
      
        publish_option()

      


        A per-publication authorization callback applied to every matching subscriber.



    


    
      
        registration()

      


        One primitive registration accepted by the atomic batch and startup APIs.



    


    
      
        request()

      


        A decoded JSON-RPC request, notification, or response.



    


    
      
        resource_content()

      


        A text or Base64 resource content entry.



    


    
      
        scope_set()

      


        One conjunctive scope clause used by a primitive definition.



    


    
      
        server()

      


        A supervised server pid or a registered server name.



    


    
      
        server_option()

      


        A supported server startup option and its value.



    


    
      
        server_opts()

      


        Keyword options accepted by start_link/1; task flags are disabled in this release.



    


    
      
        subscription_filter()

      


        Modern subscription category/resource filters.



    


    
      
        tool_result()

      


        A normalized tool result with content and optional structured output.



    





  
    Functions
  


    
      
        active_session_ids(server, opts \\ [])

      


        Returns one bounded page of active legacy session IDs for operator tooling.



    


    
      
        cancel_request(server, principal, request_id)

      


        Cancels a request owned by the supplied principal binding.



    


    
      
        cancel_subscription(server, id)

      


        Cancels a modern subscription.



    


    
      
        cancel_subscription(server, id, owner)

      


        Cancels a modern subscription owned by the given sink process.



    


    
      
        child_spec(opts \\ [])

      


        Returns a supervision child spec keyed by the optional registered server name.



    


    
      
        close_subscription(server, id)

      


        Closes a modern subscription.



    


    
      
        close_subscription(server, id, owner)

      


        Closes a modern subscription owned by the given sink process.



    


    
      
        consume_url_elicitation(server, id, principal_binding)

      


        Atomically consumes a staged URL elicitation record upon confirmation.



    


    
      
        delete_session(server, id)

      


        Deletes a legacy session and its owned streams.



    


    
      
        dispatch(server, request, context \\ %{}, opts \\ [])

      


        Dispatches one decoded request through the shared protocol core.



    


    
      
        get_session(server, id, principal, tenant \\ nil)

      


        Looks up a session only for its principal binding and tenant.



    


    
      
        new_session(server, principal, tenant \\ nil, opts \\ [])

      


        Creates a principal-binding/tenant-bound legacy session.



    


    
      
        options(server)

      


        Returns normalized startup options used by Plug and stdio adapters.



    


    
      
        publish(server, notification, opts \\ [])

      


        Queues a filtered modern notification and publishes its legacy event.



    


    
      
        register(server, type, identity, definition)

      


        Registers one primitive of a supported type.



    


    
      
        register_all(server, registrations)

      


        Atomically registers a bounded primitive batch with coalesced invalidations.



    


    
      
        register_completion(server, name, definition)

      


        Registers a completion handler tied to an explicit prompt/template reference.



    


    
      
        register_prompt(server, name, definition)

      


        Registers a prompt definition, including required and optional arguments.



    


    
      
        register_resource(server, uri, definition)

      


        Registers a static resource definition.



    


    
      
        register_resource_template(server, template, definition)

      


        Registers a URI-template resource definition.



    


    
      
        register_tool(server, name, definition)

      


        Registers a tool definition and publishes a modern catalog invalidation.



    


    
      
        replace_catalog(server, registrations)

      


        Atomically replaces the complete primitive catalog from one bounded batch.



    


    
      
        resolve_url_elicitation(server, id, principal_binding)

      


        Resolves a staged URL elicitation record for the host's approval page.



    


    
      
        snapshot(server)

      


        Returns the registered primitive snapshot.



    


    
      
        stage_url_elicitation(server, context, action, fields, opts \\ [])

      


        Stages a URL elicitation record before returning a mode: "url" input request.



    


    
      
        start_link(opts \\ [])

      


        Starts the supervised, transport-neutral MCP server.



    


    
      
        stats(server)

      


        Returns bounded public counters for active work and transport state.



    





      


      
        Types


        


  
    
      
    
    
      cache_scope()



        
          
        

    

  


  

      

          @type cache_scope() :: :private | :public | String.t()


      


A cache scope; string values are restricted to "private" or "public".

  



  
    
      
    
    
      content_item()



        
          
        

    

  


  

      

          @type content_item() :: map()


      


A text, image, audio, resource-link, or embedded-resource item.

  



  
    
      
    
    
      definition()



        
          
        

    

  


  

      

          @type definition() :: map() | keyword()


      


A registered primitive definition with JSON-compatible fields. required_scopes is the primary all-of clause and alternative_scope_sets supplies bounded alternative all-of clauses.

  



  
    
      
    
    
      handler_context()



        
          
        

    

  


  

      

          @type handler_context() :: map()


      


Authorization and transport context passed to handlers.

  



  
    
      
    
    
      handler_return()



        
          
        

    

  


  

      

          @type handler_return() ::
  {:ok, term()}
  | {:error, term()}
  | {:input_required, %{optional(String.t()) => map()}}


      


A normal, failed, or interactive handler return.

  



  
    
      
    
    
      host_callback()



        
          
        

    

  


  

      

          @type host_callback() :: function() | {module(), atom()} | {module(), atom(), list()}


      


A host callback: a function, {module, function}, or {module, function, prefix_args}.

  



  
    
      
    
    
      icon()



        
          
        

    

  


  

      

          @type icon() :: %{optional(atom() | String.t()) => String.t() | [String.t()]}


      


An MCP icon. src is an absolute HTTP/HTTPS URL or a Base64 data: URI with an
image/* media type; mimeType (or mime_type), sizes ("WxH" or
"any"), and theme ("light" or "dark") are optional.

  



  
    
      
    
    
      modern_result()



        
          
        

    

  


  

      

          @type modern_result() :: map()


      


A modern result carrying resultType and protocol metadata.

  



  
    
      
    
    
      mrtr_payload()



        
          
        

    

  


  

      

          @type mrtr_payload() :: %{optional(String.t()) => term()}


      


Interactive request-state and input-response payloads.

  



  
    
      
    
    
      prompt_message()



        
          
        

    

  


  

      

          @type prompt_message() :: map()


      


A prompt message with a user or assistant role and content item.

  



  
    
      
    
    
      publish_option()



        
          
        

    

  


  

      

          @type publish_option() :: {:authorize, (map() -> boolean())}


      


A per-publication authorization callback applied to every matching subscriber.

  



  
    
      
    
    
      registration()



        
          
        

    

  


  

      

          @type registration() :: {atom(), String.t(), map() | keyword()}


      


One primitive registration accepted by the atomic batch and startup APIs.

  



  
    
      
    
    
      request()



        
          
        

    

  


  

      

          @type request() :: map()


      


A decoded JSON-RPC request, notification, or response.

  



  
    
      
    
    
      resource_content()



        
          
        

    

  


  

      

          @type resource_content() :: map()


      


A text or Base64 resource content entry.

  



  
    
      
    
    
      scope_set()



        
          
        

    

  


  

      

          @type scope_set() :: [String.t()]


      


One conjunctive scope clause used by a primitive definition.

  



  
    
      
    
    
      server()



        
          
        

    

  


  

      

          @type server() :: pid() | atom()


      


A supervised server pid or a registered server name.

  



  
    
      
    
    
      server_option()



        
          
        

    

  


  

      

          @type server_option() ::
  {:name, atom()}
  | {:protocol_versions, [String.t()]}
  | {:max_concurrency, pos_integer()}
  | {:per_principal_concurrency, pos_integer()}
  | {:request_timeout, non_neg_integer()}
  | {:max_request_timeout, pos_integer()}
  | {:client_request_timeout, pos_integer()}
  | {:legacy_initialized_grace_ms, non_neg_integer()}
  | {:session_idle_timeout, pos_integer()}
  | {:session_absolute_timeout, pos_integer()}
  | {:max_sessions_per_principal, pos_integer()}
  | {:max_legacy_streams_per_session, pos_integer()}
  | {:max_json_bytes, pos_integer()}
  | {:output_canonicalization, :strict | :json | :jason}
  | {:tool_argument_keys, :strings | :atoms}
  | {:max_body_bytes, pos_integer()}
  | {:max_message_bytes, pos_integer()}
  | {:max_queue, pos_integer()}
  | {:stream_keepalive_ms, non_neg_integer()}
  | {:legacy_keepalive_ms, non_neg_integer()}
  | {:stream_queue_size, pos_integer()}
  | {:subscription_queue_size, pos_integer()}
  | {:rate_limits, map()}
  | {:cursor_secret, binary()}
  | {:cursor_ttl, pos_integer()}
  | {:request_state_secret, binary()}
  | {:request_state_instance, binary()}
  | {:request_state_store, pid()}
  | {:clustered, boolean()}
  | {:request_state_ttl, pos_integer()}
  | {:scope_map, map()}
  | {:default_scopes, [String.t()]}
  | {:registrations, [registration()]}
  | {:session_store, AttestoMCP.Server.SessionStore.adapter()}
  | {:session_namespace, String.t()}
  | {:session_clustered, boolean()}
  | {:url_elicitation_store, AttestoMCP.Server.UrlElicitationStore.adapter()}
  | {:url_elicitation_max_entries, pos_integer()}
  | {:url_elicitation_max_bytes, pos_integer()}
  | {:telemetry_metadata, map()}
  | {:exception_reporter, term()}
  | {:handler_task_init, term()}
  | {:subscription_timeout, pos_integer()}
  | {:page_size, pos_integer()}
  | {:cache_ttl_ms, non_neg_integer()}
  | {:cache_scope, cache_scope()}
  | {:allow_public_cache, boolean()}
  | {:cache_policy, keyword() | map()}
  | {:max_request_meta_bytes, pos_integer()}
  | {:initialize_callback, (map(), map() -> :ok | {:error, term()})}
  | {:instructions, String.t()}
  | {:instructions_provider, host_callback()}
  | {:tool_presentation, host_callback()}
  | {:server_name, String.t()}
  | {:server_version, String.t()}
  | {:server_icons, [icon()]}
  | {:export_schema_dialect, boolean()}
  | {:capabilities, map()}
  | {:modern_tasks, false}
  | {:legacy_tasks, false}


      


A supported server startup option and its value.

  



  
    
      
    
    
      server_opts()



        
          
        

    

  


  

      

          @type server_opts() :: [server_option()]


      


Keyword options accepted by start_link/1; task flags are disabled in this release.

  



  
    
      
    
    
      subscription_filter()



        
          
        

    

  


  

      

          @type subscription_filter() :: %{optional(String.t()) => boolean() | [String.t()]}


      


Modern subscription category/resource filters.

  



  
    
      
    
    
      tool_result()



        
          
        

    

  


  

      

          @type tool_result() :: map()


      


A normalized tool result with content and optional structured output.

  


        

      

      
        Functions


        


    

  
    
      
    
    
      active_session_ids(server, opts \\ [])



        
          
        

    

  


  

      

          @spec active_session_ids(
  server(),
  keyword()
) ::
  {:ok, %{session_ids: [String.t()], next_cursor: String.t() | nil}}
  | {:error, :invalid_options | :session_store_unavailable | :unsupported}


      


Returns one bounded page of active legacy session IDs for operator tooling.

  



  
    
      
    
    
      cancel_request(server, principal, request_id)



        
          
        

    

  


  

      

          @spec cancel_request(server(), term(), term()) :: :ok | {:error, term()}


      


Cancels a request owned by the supplied principal binding.
When the transport configures :principal_binding, pass the derived binding
rather than the complete loaded principal. Otherwise pass the principal used
when the request started.

  



  
    
      
    
    
      cancel_subscription(server, id)



        
          
        

    

  


  

      

          @spec cancel_subscription(server(), term()) :: :ok | {:error, term()}


      


Cancels a modern subscription.

  



  
    
      
    
    
      cancel_subscription(server, id, owner)



        
          
        

    

  


  

      

          @spec cancel_subscription(server(), term(), pid()) :: :ok | {:error, term()}


      


Cancels a modern subscription owned by the given sink process.

  



    

  
    
      
    
    
      child_spec(opts \\ [])



        
          
        

    

  


  

      

          @spec child_spec(server_opts()) :: Supervisor.child_spec()


      


Returns a supervision child spec keyed by the optional registered server name.

  



  
    
      
    
    
      close_subscription(server, id)



        
          
        

    

  


  

      

          @spec close_subscription(server(), term()) :: :ok | {:error, term()}


      


Closes a modern subscription.

  



  
    
      
    
    
      close_subscription(server, id, owner)



        
          
        

    

  


  

      

          @spec close_subscription(server(), term(), pid()) :: :ok | {:error, term()}


      


Closes a modern subscription owned by the given sink process.

  



  
    
      
    
    
      consume_url_elicitation(server, id, principal_binding)



        
          
        

    

  


  

      

          @spec consume_url_elicitation(server(), String.t(), term()) ::
  {:ok, %{action: String.t(), fields: map(), expires_at_ms: non_neg_integer()}}
  | {:error, :not_found | :foreign | :consumed | :expired | :store_unavailable}


      


Atomically consumes a staged URL elicitation record upon confirmation.

  



  
    
      
    
    
      delete_session(server, id)



        
          
        

    

  


  

      

          @spec delete_session(server(), String.t()) :: :ok | {:error, term()}


      


Deletes a legacy session and its owned streams.

  



    

    

  
    
      
    
    
      dispatch(server, request, context \\ %{}, opts \\ [])



        
          
        

    

  


  

      

          @spec dispatch(server(), request(), handler_context(), keyword()) :: term()


      


Dispatches one decoded request through the shared protocol core.

  



    

  
    
      
    
    
      get_session(server, id, principal, tenant \\ nil)



        
          
        

    

  


  

      

          @spec get_session(server(), String.t(), term(), term()) ::
  {:ok, struct()} | {:error, term()}


      


Looks up a session only for its principal binding and tenant.

  



    

    

  
    
      
    
    
      new_session(server, principal, tenant \\ nil, opts \\ [])



        
          
        

    

  


  

      

          @spec new_session(server(), term(), term(), keyword()) ::
  {:ok, struct()} | {:error, term()}


      


Creates a principal-binding/tenant-bound legacy session.

  



  
    
      
    
    
      options(server)



        
          
        

    

  


  

      

          @spec options(server()) :: keyword()


      


Returns normalized startup options used by Plug and stdio adapters.

  



    

  
    
      
    
    
      publish(server, notification, opts \\ [])



        
          
        

    

  


  

      

          @spec publish(server(), map(), [publish_option()]) :: :ok | {:error, term()}


      


Queues a filtered modern notification and publishes its legacy event.
An optional :authorize callback is combined with each stream's captured
delivery authorization for both modern and legacy subscribers. Only a
literal true permits delivery; callback failures suppress it. Its context
keeps required_scopes as the primary all-of clause and adds
required_scope_sets with every accepted clause.

  



  
    
      
    
    
      register(server, type, identity, definition)



        
          
        

    

  


  

      

          @spec register(server(), atom(), String.t(), definition()) :: :ok | {:error, term()}


      


Registers one primitive of a supported type.

  



  
    
      
    
    
      register_all(server, registrations)



        
          
        

    

  


  

      

          @spec register_all(server(), [registration()]) :: :ok | {:error, term()}


      


Atomically registers a bounded primitive batch with coalesced invalidations.

  



  
    
      
    
    
      register_completion(server, name, definition)



        
          
        

    

  


  

      

          @spec register_completion(server(), String.t(), definition()) ::
  :ok | {:error, term()}


      


Registers a completion handler tied to an explicit prompt/template reference.

  



  
    
      
    
    
      register_prompt(server, name, definition)



        
          
        

    

  


  

      

          @spec register_prompt(server(), String.t(), definition()) :: :ok | {:error, term()}


      


Registers a prompt definition, including required and optional arguments.
The handler input is %{name: name, arguments: arguments}. A definition may
match an argument directly when it declares that argument as required, for
example:
handler: fn %{arguments: %{"topic" => topic}}, _context ->
  {:ok, [%{"role" => "user", "content" => %{"type" => "text", "text" => topic}}]}
end
Use Map.get(arguments, "topic") instead when the argument is optional.

  



  
    
      
    
    
      register_resource(server, uri, definition)



        
          
        

    

  


  

      

          @spec register_resource(server(), String.t(), definition()) :: :ok | {:error, term()}


      


Registers a static resource definition.

  



  
    
      
    
    
      register_resource_template(server, template, definition)



        
          
        

    

  


  

      

          @spec register_resource_template(server(), String.t(), definition()) ::
  :ok | {:error, term()}


      


Registers a URI-template resource definition.

  



  
    
      
    
    
      register_tool(server, name, definition)



        
          
        

    

  


  

      

          @spec register_tool(server(), String.t(), definition()) :: :ok | {:error, term()}


      


Registers a tool definition and publishes a modern catalog invalidation.

  



  
    
      
    
    
      replace_catalog(server, registrations)



        
          
        

    

  


  

      

          @spec replace_catalog(server(), [registration()]) :: :ok | {:error, term()}


      


Atomically replaces the complete primitive catalog from one bounded batch.

  



  
    
      
    
    
      resolve_url_elicitation(server, id, principal_binding)



        
          
        

    

  


  

      

          @spec resolve_url_elicitation(server(), String.t(), term()) ::
  {:ok, %{action: String.t(), fields: map(), expires_at_ms: non_neg_integer()}}
  | {:error, :not_found | :foreign | :consumed | :expired | :store_unavailable}


      


Resolves a staged URL elicitation record for the host's approval page.

  



  
    
      
    
    
      snapshot(server)



        
          
        

    

  


  

      

          @spec snapshot(server()) :: map()


      


Returns the registered primitive snapshot.

  



    

  
    
      
    
    
      stage_url_elicitation(server, context, action, fields, opts \\ [])



        
          
        

    

  


  

      

          @spec stage_url_elicitation(server(), map(), String.t(), map(), keyword()) ::
  {:ok, %{id: String.t(), expires_at_ms: non_neg_integer()}} | {:error, term()}


      


Stages a URL elicitation record before returning a mode: "url" input request.

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(server_opts()) :: GenServer.on_start()


      


Starts the supervised, transport-neutral MCP server.
iex> {:ok, server} = AttestoMCP.Server.API.start_link([])
iex> is_pid(server)
true
iex> GenServer.stop(server)
:ok

  



  
    
      
    
    
      stats(server)



        
          
        

    

  


  

      

          @spec stats(server()) :: map()


      


Returns bounded public counters for active work and transport state.

  


        

      


  

    
AttestoMCP.Server.CachePolicy 
    



      
Cache-hint policy for cacheable MCP results.
The server emits ttlMs and cacheScope hints on modern complete results.
It does not cache responses itself. Without a :cache_policy option or a
definition's :cache policy the
2.3 behaviour is kept: :cache_ttl_ms (default 30_000) and a private
scope, with "public" only when cache_scope: :public,
allow_public_cache: true, and the dispatch context's trusted
:public_catalog flag are all present.
Granular policy
cache_policy: [
  methods: %{
    "server/discover" => [ttl_ms: 300_000],
    "tools/list" => [ttl_ms: 60_000, scope: :public],
    "resources/read" => [ttl_ms: 5_000]
  },
  resolver: {MyApp.MCPCache, :policy, []},
  max_ttl_ms: 600_000
]
:methods accepts the standard cacheable operations: server/discover,
tools/list, prompts/list, resources/list, resources/templates/list,
and resources/read. A resource or resource-template definition may carry
its own cache: [ttl_ms: ..., scope: ...] policy for resources/read, even
without a server-level :cache_policy option. Each
policy may set :ttl_ms (a non-negative integer), :scope (:private or
:public), or both; an unset field inherits the lower-precedence value.
The optional :resolver callback receives
%{method: method, definition: nil | %{type: type, identity: identity}, policy: policy}
and the trusted request context. It returns {:ok, policy} to override the
fields it sets or :default to keep the static result. It runs in the
request worker under the request deadline. An exception, exit, throw, or
invalid return produces a zero-TTL private hint for that response; it never
falls back to a public or longer-lived policy.
Resolution order is: global default, method policy, definition policy,
resolver output, then valid handler hints on resources/read (which may
shorten ttlMs or select "private" but cannot lengthen or promote), and
finally the mandatory constraints below.
Mandatory constraints
These apply with or without a granular policy:
	Interim input_required results carry no hints, and complete results
from a multi-round retry use ttlMs: 0 and "private".
	"public" requires allow_public_cache: true and an explicit host
choice (a granular :public policy, or the 2.3 options above), and the
complete response must be caller-independent. A catalog is
caller-independent only when every registered definition of that type
has no required scopes, alternative scope sets, or authorize callback,
no HTTP definition policy applies, and no presentation callback is
configured. Paginated catalogs stay private because their cursors bind
the caller. A resource read additionally requires the selected definition
to be unrestricted and its metadata to use only the configured constant
implementation identity. Otherwise the scope is "private". Method-level
scope requirements do not make a result caller-dependent, so a public
hint lets shared caches serve it to callers without those scopes.
	Output from :instructions_provider or :tool_presentation is
private, and its TTL is 0 unless a method policy, definition policy, or
resolver explicitly supplies one.
	A list page carrying nextCursor is never fresher than the cursor's
lifetime, and a private hint is never fresher than the remaining
lifetime of the verified access token in :attesto_mcp_claims.
	TTLs never exceed :max_ttl_ms or the largest JSON-safe integer.

All pages of one list request receive the same scope; continuation cursors
are bound to it and are rejected if the effective scope changes.
MCP cache hints do not change HTTP caching. Protected HTTP responses keep
Cache-Control: private, no-store.

      


      
        Summary


  
    Types
  


    
      
        policy()

      


        A normalized policy; nil fields inherit lower-precedence values.



    





  
    Functions
  


    
      
        normalize_policy(policy)

      


        Validates a static or resolver-supplied policy.



    





      


      
        Types


        


  
    
      
    
    
      policy()



        
          
        

    

  


  

      

          @type policy() :: %{ttl_ms: non_neg_integer() | nil, scope: String.t() | nil}


      


A normalized policy; nil fields inherit lower-precedence values.

  


        

      

      
        Functions


        


  
    
      
    
    
      normalize_policy(policy)



        
          
        

    

  


  

      

          @spec normalize_policy(term()) :: {:ok, policy()} | {:error, :invalid_cache_policy}


      


Validates a static or resolver-supplied policy.

  


        

      


  

    
AttestoMCP.Server.Content 
    



      
Typed constructors for MCP content returned by handlers.
Constructors emit canonical string-key maps and raise ArgumentError for
invalid programmer input. Image, audio, and blob arguments are already
Base64-encoded wire values; only canonical padded Base64 is accepted.
Constructors use the secure 2,000,000-byte default; pass
max_json_bytes: server_budget when the supervised server explicitly uses a
larger finite JSON budget.
Raw maps remain supported by AttestoMCP.Server for hosts that need custom
extension members.

      


      
        Summary


  
    Types
  


    
      
        budget_option()

      


    


    
      
        common_option()

      


    


    
      
        prompt_message()

      


    


    
      
        resource_content()

      


    


    
      
        resource_content_option()

      


    


    
      
        resource_link_option()

      


    


    
      
        role()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        audio(data, mime_type, opts \\ [])

      


        Builds an audio content block from canonical padded Base64 data.



    


    
      
        embedded_resource(resource, opts \\ [])

      


        Builds an embedded-resource content block from one resource content entry.



    


    
      
        image(data, mime_type, opts \\ [])

      


        Builds an image content block from canonical padded Base64 data.



    


    
      
        prompt_message(role, content, opts \\ [])

      


        Builds one user or assistant prompt message.



    


    
      
        resource_blob(uri, blob, opts \\ [])

      


        Builds a blob resource-content entry from canonical padded Base64 data.



    


    
      
        resource_link(uri, name, opts \\ [])

      


        Builds a resource-link content block.



    


    
      
        resource_text(uri, text, opts \\ [])

      


        Builds a text resource-content entry.



    


    
      
        text(text, opts \\ [])

      


        Builds a text content block.



    





      


      
        Types


        


  
    
      
    
    
      budget_option()



        
          
        

    

  


  

      

          @type budget_option() :: {:max_json_bytes, pos_integer()}


      



  



  
    
      
    
    
      common_option()



        
          
        

    

  


  

      

          @type common_option() :: {:annotations, map()} | {:meta, map()} | budget_option()


      



  



  
    
      
    
    
      prompt_message()



        
          
        

    

  


  

      

          @type prompt_message() :: %{required(String.t()) => term()}


      



  



  
    
      
    
    
      resource_content()



        
          
        

    

  


  

      

          @type resource_content() :: %{required(String.t()) => term()}


      



  



  
    
      
    
    
      resource_content_option()



        
          
        

    

  


  

      

          @type resource_content_option() ::
  {:mime_type, String.t()}
  | {:meta, map()}
  | {:annotations, map()}
  | {:icons, [map()]}
  | budget_option()


      



  



  
    
      
    
    
      resource_link_option()



        
          
        

    

  


  

      

          @type resource_link_option() ::
  common_option()
  | {:title, String.t()}
  | {:description, String.t()}
  | {:mime_type, String.t()}
  | {:size, non_neg_integer()}
  | {:icons, [map()]}


      



  



  
    
      
    
    
      role()



        
          
        

    

  


  

      

          @type role() :: :user | :assistant | String.t()


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %{required(String.t()) => term()}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      audio(data, mime_type, opts \\ [])



        
          
        

    

  


  

      

          @spec audio(String.t(), String.t(), [common_option()]) :: t()


      


Builds an audio content block from canonical padded Base64 data.

  



    

  
    
      
    
    
      embedded_resource(resource, opts \\ [])



        
          
        

    

  


  

      

          @spec embedded_resource(resource_content(), [common_option()]) :: t()


      


Builds an embedded-resource content block from one resource content entry.

  



    

  
    
      
    
    
      image(data, mime_type, opts \\ [])



        
          
        

    

  


  

      

          @spec image(String.t(), String.t(), [common_option()]) :: t()


      


Builds an image content block from canonical padded Base64 data.

  



    

  
    
      
    
    
      prompt_message(role, content, opts \\ [])



        
          
        

    

  


  

      

          @spec prompt_message(role(), t(), [budget_option()]) :: prompt_message()


      


Builds one user or assistant prompt message.

  



    

  
    
      
    
    
      resource_blob(uri, blob, opts \\ [])



        
          
        

    

  


  

      

          @spec resource_blob(String.t(), String.t(), [resource_content_option()]) ::
  resource_content()


      


Builds a blob resource-content entry from canonical padded Base64 data.

  



    

  
    
      
    
    
      resource_link(uri, name, opts \\ [])



        
          
        

    

  


  

      

          @spec resource_link(String.t(), String.t(), [resource_link_option()]) :: t()


      


Builds a resource-link content block.

  



    

  
    
      
    
    
      resource_text(uri, text, opts \\ [])



        
          
        

    

  


  

      

          @spec resource_text(String.t(), String.t(), [resource_content_option()]) ::
  resource_content()


      


Builds a text resource-content entry.

  



    

  
    
      
    
    
      text(text, opts \\ [])



        
          
        

    

  


  

      

          @spec text(String.t(), [common_option()]) :: t()


      


Builds a text content block.

  


        

      


  

    
AttestoMCP.Server.Cursor 
    



      
Opaque, signed, expiring authorization-bound pagination cursors.

      


      
        Summary


  
    Functions
  


    
      
        issue(position, principal, version, opts \\ [])

      


    


    
      
        verify(cursor, principal, version, opts \\ [])

      


    





      


      
        Functions


        


    

  
    
      
    
    
      issue(position, principal, version, opts \\ [])



        
          
        

    

  


  

      

          @spec issue(term(), String.t(), String.t(), keyword()) :: String.t()


      



  



    

  
    
      
    
    
      verify(cursor, principal, version, opts \\ [])



        
          
        

    

  


  

      

          @spec verify(String.t(), term(), String.t(), keyword()) ::
  {:ok, term()} | {:error, atom()}


      



  


        

      


  

    
AttestoMCP.Server.Error 
    



      
Dated MCP/JSON-RPC error values and safe encoders.
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        application(message, code \\ nil)

      


    


    
      
        cancelled()

      


    


    
      
        insufficient_scope(scopes)

      


    


    
      
        internal(data \\ nil)

      


    


    
      
        invalid_header(data \\ nil)

      


    


    
      
        invalid_params(data \\ nil)

      


    


    
      
        invalid_request(data \\ nil)

      


    


    
      
        json(error, id)

      


    


    
      
        legacy_resource_not_found(uri)

      


    


    
      
        method_not_found(method, status \\ 404)

      


    


    
      
        missing_capability(data)

      


    


    
      
        parse(data \\ nil)

      


    


    
      
        rate_limited()

      


    


    
      
        session_not_found()

      


    


    
      
        session_store_unavailable()

      


    


    
      
        unsupported_media(data \\ nil)

      


    


    
      
        unsupported_version(version, versions)
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      t()



        
          
        

    

  


  

      

          @type t() :: %AttestoMCP.Server.Error{
  code: integer(),
  data: term(),
  http_status: pos_integer(),
  message: String.t()
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      application(message, code \\ nil)
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      insufficient_scope(scopes)



        
          
        

    

  


  


  



    

  
    
      
    
    
      internal(data \\ nil)



        
          
        

    

  


  


  



    

  
    
      
    
    
      invalid_header(data \\ nil)



        
          
        

    

  


  


  



    

  
    
      
    
    
      invalid_params(data \\ nil)



        
          
        

    

  


  


  



    

  
    
      
    
    
      invalid_request(data \\ nil)



        
          
        

    

  


  


  



  
    
      
    
    
      json(error, id)



        
          
        

    

  


  

      

          @spec json(t(), term()) :: map()


      



  



  
    
      
    
    
      legacy_resource_not_found(uri)



        
          
        

    

  


  


  



    

  
    
      
    
    
      method_not_found(method, status \\ 404)



        
          
        

    

  


  


  



  
    
      
    
    
      missing_capability(data)



        
          
        

    

  


  


  



    

  
    
      
    
    
      parse(data \\ nil)



        
          
        

    

  


  

      

          @spec parse(term()) :: t()


      



  



  
    
      
    
    
      rate_limited()
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      session_store_unavailable()



        
          
        

    

  


  


  



    

  
    
      
    
    
      unsupported_media(data \\ nil)



        
          
        

    

  


  


  



  
    
      
    
    
      unsupported_version(version, versions)



        
          
        

    

  


  


  


        

      


  

    
AttestoMCP.Server.JSONRPC 
    



      
Strict JSON-RPC 2.0 decoding and encoding for MCP wire messages.
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        decode(payload, opts \\ [])

      


    


    
      
        encode(message, opts \\ [])

      


    


    
      
        error_response(id, error)

      


    


    
      
        recover_id(payload, opts \\ [])

      


        Recovers a valid JSON-RPC ID from an otherwise invalid JSON object.



    


    
      
        response(id, result)
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      extensions()



        
          
        

    

  


  

      

          @type extensions() :: json_object()
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          @type id() :: String.t() | integer()


      



  



  
    
      
    
    
      json_object()



        
          
        

    

  


  

      

          @type json_object() :: %{optional(String.t()) => json_value()}


      



  



  
    
      
    
    
      json_value()



        
          
        

    

  


  

      

          @type json_value() ::
  nil | boolean() | number() | String.t() | [json_value()] | json_object()


      



  



  
    
      
    
    
      notification()



        
          
        

    

  


  

      

          @type notification() :: %{
  :kind => :notification,
  :method => String.t(),
  :params => map(),
  optional(:extensions) => extensions()
}


      



  



  
    
      
    
    
      request()



        
          
        

    

  


  

      

          @type request() :: %{
  :kind => :request,
  :id => id(),
  :method => String.t(),
  :params => map(),
  optional(:extensions) => extensions()
}


      



  



  
    
      
    
    
      response()



        
          
        

    

  


  

      

          @type response() :: %{
  :kind => :response,
  :id => id(),
  :result => json_value(),
  :error => map() | nil,
  optional(:extensions) => extensions()
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      decode(payload, opts \\ [])



        
          
        

    

  


  

      

          @spec decode(
  binary() | json_value(),
  keyword()
) ::
  {:ok, request() | notification() | response()}
  | {:error, AttestoMCP.Server.Error.t()}


      



  



    

  
    
      
    
    
      encode(message, opts \\ [])



        
          
        

    

  


  

      

          @spec encode(
  map(),
  keyword()
) :: binary()


      



  



  
    
      
    
    
      error_response(id, error)



        
          
        

    

  


  


  



    

  
    
      
    
    
      recover_id(payload, opts \\ [])



        
          
        

    

  


  

      

          @spec recover_id(
  binary() | json_value(),
  keyword()
) :: id() | nil


      


Recovers a valid JSON-RPC ID from an otherwise invalid JSON object.

  



  
    
      
    
    
      response(id, result)



        
          
        

    

  


  

      

          @spec response(term(), term()) :: map()


      



  


        

      


  

    
AttestoMCP.Server.Phoenix 
    



      
Narrow integration helpers for Phoenix hosts.
attesto_mcp_server remains the protected resource and does not mount or
configure an authorization server. When a host already uses
attesto_phoenix, attesto_config/1 derives the core Attesto.Config from
that package's validated application configuration, while
protected_resource_options/1 also derives its runtime DPoP and mTLS
callbacks, access-token revocation check, and principal loader;
protected_resource_options/2 can compose a post-load principal callback
without replacing those checks. These helpers introduce no hard dependency
in this package.

      


      
        Summary


  
    Types
  


    
      
        principal_wrapper()

      


        A post-load callback that may transform or reject the AttestoPhoenix principal.



    


    
      
        protected_resource_option()

      


        Options for composing the automatic protected-resource principal path.



    





  
    Functions
  


    
      
        attesto_config(otp_app)

      


        Derives an Attesto verifier configuration from an installed
attesto_phoenix host.



    


    
      
        protected_resource_options(otp_app)

      


        Derives the complete protected-resource authentication options from an
installed attesto_phoenix host.



    


    
      
        protected_resource_options(otp_app, opts)

      


        Derives protected-resource options and composes a post-load principal callback.



    





      


      
        Types


        


  
    
      
    
    
      principal_wrapper()



        
          
        

    

  


  

      

          @type principal_wrapper() ::
  (term(), map(), term() -> {:ok, term()} | {:error, term()})
  | {module(), atom()}
  | {module(), atom(), [term()]}


      


A post-load callback that may transform or reject the AttestoPhoenix principal.

  



  
    
      
    
    
      protected_resource_option()



        
          
        

    

  


  

      

          @type protected_resource_option() :: {:principal, principal_wrapper()}


      


Options for composing the automatic protected-resource principal path.

  


        

      

      
        Functions


        


  
    
      
    
    
      attesto_config(otp_app)



        
          
        

    

  


  

      

          @spec attesto_config(atom()) :: term()


      


Derives an Attesto verifier configuration from an installed
attesto_phoenix host.
The host must configure AttestoPhoenix.Config under otp_app. This helper
fails closed when the optional package or its supported configuration API is
unavailable.

  



  
    
      
    
    
      protected_resource_options(otp_app)



        
          
        

    

  


  

      

          @spec protected_resource_options(atom()) :: keyword()


      


Derives the complete protected-resource authentication options from an
installed attesto_phoenix host.
The returned keyword contains the core Attesto.Config plus the runtime
DPoP replay, nonce, canonical-URL, and mTLS certificate callbacks enabled by
the host's validated AttestoPhoenix.Config. Its principal callback checks
the access-token jti through the host's revocation store before resolving
the verified subject through load_principal. Resolve it at request time:
the adapter callbacks close over the current validated configuration and
must not be baked into a compiled Phoenix router.
attesto_phoenix 3.x and 4.x bind each callback to the named profile loaded from
the otp_app argument, so multiple named host profiles remain isolated.
This helper does not select a profile from conn.private. The 2.14
compatibility path supports one globally configured profile; using it for
multiple profiles can route persistent replay or revocation reads through
that global profile's store. Use attesto_phoenix 3.x or 4.x when serving more than
one named profile.
This helper fails closed when the optional package or its supported public
configuration/adapter API is unavailable.

  



  
    
      
    
    
      protected_resource_options(otp_app, opts)



        
          
        

    

  


  

      

          @spec protected_resource_options(atom(), [protected_resource_option()]) :: keyword()


      


Derives protected-resource options and composes a post-load principal callback.
The optional :principal callback receives the loaded principal, verified
claims, and sender information, in that order. It must return
{:ok, principal} with a non-nil final principal or {:error, reason}. The
automatic JTI revocation check and AttestoPhoenix load_principal callback
always run first and cannot be replaced by this option.

  


        

      


  

    
AttestoMCP.Server.PhoenixParser 
    



      
MCP-route parser bypass for Phoenix endpoints.
Phoenix endpoints commonly run Plug.Parsers before the router. This
adapter keeps that parser unchanged for every request except the configured
MCP routes, which must reach the MCP Plug with their bodies still unread so
that authentication can run first. :mcp_path accepts one path or a
non-empty list of at most 32 unique paths. Matching uses decoded path_info
and covers each configured path's complete forwarded subtree, including
route-equivalent trailing or repeated slashes. This mirrors Phoenix
forward/4: a request below an MCP mount must reach that mount with its body
unread even when the MCP Plug will reject the remaining sub-path.

      




  

    
AttestoMCP.Server.Plug 
    



      
Plug-compatible Streamable HTTP boundary for modern and legacy MCP.
Every protected MCP leg authenticates through AttestoMCP.Plug.ProtectResource
before package-owned request decoding or registry dispatch. A host parser
placed earlier in the endpoint runs before this Plug and must apply its own
input limit. Metadata discovery is the one intentionally public route
defined by RFC 9728. Hosts may select
request-scoped tool streams with stream_tools or stream_all_tools; both
options are validated during init/1.
:auth accepts either a keyword list or a zero-arity remote callback/MFA
returning one. Resolver-backed authentication is evaluated for every
applicable MCP or metadata request, so runtime authorization configuration
is not captured by router compilation. The trusted resolver may supply the
canonical resource or origin at runtime; it is checked against the configured
Plug path and reused for metadata and audience verification. A resolver may
not replace the boundary's canonical assign keys, and failures fail the
request closed.
A host may keep that canonical resource pinned for RFC 9728 metadata while
accepting tokens for an explicit set of alternate gateway identifiers by
supplying Attesto core's :trusted_audiences inside :auth. The list
replaces the single-resource audience policy, so it must include the
canonical resource when direct clients should remain accepted.
:principal_binding may derive a bounded stable identity from the complete
authenticated principal without replacing the value handlers receive.
:client_ip may derive the canonical IPv4 or IPv6 tuple used by both
authenticated and failed-authentication rate-limit buckets. It accepts a
one-argument function or MFA receiving the Plug.Conn; when omitted,
conn.remote_ip is used verbatim. Explicit callback failures and non-IP
returns fail closed and emit neutral client_ip/exception telemetry.
:authorize is a separate mount-level business-policy callback. It receives
the authenticated base context once per protected HTTP leg; only literal
true permits the request, and denial is a neutral 403 before POST body
reading or protocol dispatch.

      


      
        Summary


  
    Types
  


    
      
        auth_options_resolver()

      


        Supported Plug boundary options.



    


    
      
        plug_option()

      


    


    
      
        scope_policy()

      


        Per-method opt-ins to definition-based HTTP authorization.



    


    
      
        scope_policy_mode()

      


        An explicit definition-based authorization mode for one MCP method.



    





  
    Functions
  


    
      
        call(conn, state)

      


        Authenticates and serves one HTTP request through the MCP boundary.



    


    
      
        init(opts)

      


        Initializes a Plug state for an already-supervised server and pinned auth boundary.



    





      


      
        Types


        


  
    
      
    
    
      auth_options_resolver()



        
          
        

    

  


  

      

          @type auth_options_resolver() ::
  (-> keyword()) | {module(), atom()} | {module(), atom(), [term()]}


      


Supported Plug boundary options.

  



  
    
      
    
    
      plug_option()



        
          
        

    

  


  

      

          @type plug_option() ::
  {:server, pid() | atom()}
  | {:path, String.t()}
  | {:auth, keyword() | auth_options_resolver()}
  | {:scope_map, map()}
  | {:scope_policy, scope_policy()}
  | {:default_scopes, [String.t()]}
  | {:scopes_supported, [String.t()]}
  | {:context_builder,
     (Plug.Conn.t() -> map())
     | {module(), atom()}
     | {module(), atom(), [term()]}}
  | {:principal_binding,
     (term() -> term()) | {module(), atom()} | {module(), atom(), [term()]}}
  | {:client_ip,
     (Plug.Conn.t() -> :inet.ip_address())
     | {module(), atom()}
     | {module(), atom(), [term()]}}
  | {:authorize,
     (map() -> boolean()) | {module(), atom()} | {module(), atom(), [term()]}}
  | {:subscription_scopes, [String.t()]}
  | {:max_body_bytes, pos_integer()}
  | {:max_message_bytes, pos_integer()}
  | {:allow_http, boolean()}
  | {:allow_dynamic_origin, boolean()}
  | {:origin, String.t()}
  | {:base_url, String.t()}
  | {:resource, String.t()}
  | {:resource_audience, String.t()}
  | {:stream_keepalive_ms, pos_integer()}
  | {:legacy_keepalive_ms, pos_integer()}
  | {:subscription_timeout, pos_integer()}
  | {:stream_queue_size, pos_integer()}
  | {:subscription_queue_size, pos_integer()}
  | {:max_queue, pos_integer()}
  | {:stream_all_tools, boolean()}
  | {:stream_tools, [String.t()]}


      



  



  
    
      
    
    
      scope_policy()



        
          
        

    

  


  

      

          @type scope_policy() :: %{optional(String.t()) => scope_policy_mode()}


      


Per-method opt-ins to definition-based HTTP authorization.

  



  
    
      
    
    
      scope_policy_mode()



        
          
        

    

  


  

      

          @type scope_policy_mode() :: :visible_definitions | :selected_definition


      


An explicit definition-based authorization mode for one MCP method.

  


        

      

      
        Functions


        


  
    
      
    
    
      call(conn, state)



        
          
        

    

  


  

      

          @spec call(Plug.Conn.t(), map()) :: Plug.Conn.t()


      


Authenticates and serves one HTTP request through the MCP boundary.

  



  
    
      
    
    
      init(opts)



        
          
        

    

  


  

      

          @spec init([plug_option()]) :: map()


      


Initializes a Plug state for an already-supervised server and pinned auth boundary.

  


        

      


  

    
AttestoMCP.Server.Presentation 
    



      
Request-scoped server guidance and tool presentation.
Instructions
:instructions remains a static string. :instructions_provider is an
optional one-argument callback (a function, {module, function}, or
{module, function, prefix_args}) that receives the trusted request context
and returns:
	{:ok, instructions} with a non-empty UTF-8 string of at most 65,536
bytes;
	:omit to send no instructions for this request; or
	{:error, reason} to fail the request.

A configured provider supplies the instructions for modern server/discover
and legacy initialize; the static string is used only when no provider is
configured. A failing provider never falls back to the static string. An
error, exception, exit, throw, invalid value, or request timeout returns a
controlled internal error ("instructions_provider_failure") and publishes
no instructions. A failed legacy initialize leaves the session
unnegotiated, so a later valid initialize can succeed.
Tool presentation
:tool_presentation is an optional two-argument callback that receives an
already visible tool's public descriptor (string keys) and the trusted
request context. It returns {:ok, overrides}, :default, or
{:error, reason}. overrides may contain only:
	"title": a non-empty UTF-8 string of at most 1,024 bytes;
	"description": a non-blank UTF-8 string of at most 4,096 bytes;
	"icons": a complete icon list (see AttestoMCP.Server.API);
	"_meta": application keys merged over the registered _meta. Keys
must follow the MCP _meta key grammar and must not use a reserved MCP
prefix, progressToken, or trace-context names.

Atom keys are accepted for these four fields. Any other field, including
name, inputSchema, outputSchema, annotations, execution, a handler,
scopes, or an authorization callback, fails the list request with
"tool_presentation_failure". No partial catalog is returned.
Scope requirements, authorize callbacks, and HTTP definition policies
decide availability first; hidden tools are never passed to the callback.
Presentation never changes registered definitions, and tools/call repeats
every eligibility check. Customized descriptors are part of the pagination
fingerprint, so a cursor stops working when the presentation it was issued
for changes.
Both callbacks run in the request worker under the request deadline. Their
output is treated as private: responses that include it use
cacheScope: "private" and ttlMs: 0 unless a cache policy explicitly
supplies a TTL (see AttestoMCP.Server.CachePolicy). Guidance is not an
authorization mechanism.

      




  

    
AttestoMCP.Server.Registry 
    



      
Deterministic, authorization-filtered MCP primitive registry.

      


      
        Summary


  
    Types
  


    
      
        definition()

      


        A normalized JSON-compatible primitive definition.



    


    
      
        primitive()

      


        Supported registration categories.



    


    
      
        registration()

      


        One primitive registration supplied to the atomic batch API.



    





  
    Functions
  


    
      
        candidates(pid, type, selector)

      


        Returns definitions matching one wire-level tool name or exact resource URI.



    


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        fetch(pid, type, identity)

      


        Returns one normalized definition without copying the complete catalog.



    


    
      
        list(pid, type)

      


        Returns definitions for one category in deterministic identity order.



    


    
      
        register(pid, type, identity, definition)

      


        Validates and registers one primitive, rejecting duplicate identities.



    


    
      
        register_all(pid, registrations)

      


        Validates and registers a batch atomically, returning its normalized definitions.



    


    
      
        replace_all(pid, registrations)

      


        Validates and atomically replaces the complete primitive catalog.



    


    
      
        revision(pid)

      


        Returns the monotonic catalog revision used for invalidation and recovery.



    


    
      
        snapshot(pid)

      


        Returns all normalized definitions grouped by primitive category.



    


    
      
        start_link(opts \\ [])

      


        Starts the registry; registration is serialized through this process.



    





      


      
        Types


        


  
    
      
    
    
      definition()



        
          
        

    

  


  

      

          @type definition() :: map()


      


A normalized JSON-compatible primitive definition.

  



  
    
      
    
    
      primitive()



        
          
        

    

  


  

      

          @type primitive() :: :tool | :resource | :template | :prompt | :completion


      


Supported registration categories.

  



  
    
      
    
    
      registration()



        
          
        

    

  


  

      

          @type registration() :: {primitive(), String.t(), map() | keyword()}


      


One primitive registration supplied to the atomic batch API.

  


        

      

      
        Functions


        


  
    
      
    
    
      candidates(pid, type, selector)



        
          
        

    

  


  

      

          @spec candidates(pid(), :tool | :resource, String.t()) :: [definition()]


      


Returns definitions matching one wire-level tool name or exact resource URI.

  



  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      fetch(pid, type, identity)



        
          
        

    

  


  

      

          @spec fetch(pid(), primitive(), term()) :: {:ok, definition()} | :error


      


Returns one normalized definition without copying the complete catalog.

  



  
    
      
    
    
      list(pid, type)



        
          
        

    

  


  

      

          @spec list(pid(), primitive()) :: [definition()]


      


Returns definitions for one category in deterministic identity order.

  



  
    
      
    
    
      register(pid, type, identity, definition)



        
          
        

    

  


  

      

          @spec register(pid(), primitive(), String.t(), map() | keyword()) ::
  :ok | {:error, term()}


      


Validates and registers one primitive, rejecting duplicate identities.

  



  
    
      
    
    
      register_all(pid, registrations)



        
          
        

    

  


  

      

          @spec register_all(pid(), [registration()]) ::
  {:ok, [{primitive(), String.t(), definition()}]} | {:error, term()}


      


Validates and registers a batch atomically, returning its normalized definitions.

  



  
    
      
    
    
      replace_all(pid, registrations)



        
          
        

    

  


  

      

          @spec replace_all(pid(), [registration()]) ::
  {:ok, %{required(primitive()) => %{optional(term()) => definition()}},
   [primitive()]}
  | {:error, term()}


      


Validates and atomically replaces the complete primitive catalog.

  



  
    
      
    
    
      revision(pid)



        
          
        

    

  


  

      

          @spec revision(pid()) :: non_neg_integer()


      


Returns the monotonic catalog revision used for invalidation and recovery.

  



  
    
      
    
    
      snapshot(pid)



        
          
        

    

  


  

      

          @spec snapshot(pid()) :: %{
  required(primitive()) => %{optional(term()) => definition()}
}


      


Returns all normalized definitions grouped by primitive category.

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      


Starts the registry; registration is serialized through this process.

  


        

      


  

    
AttestoMCP.Server.RequestMeta 
    



      
Untrusted request metadata exposed to handlers as context.request_meta.
Every handler and per-request callback receives an immutable snapshot of the
incoming request's params["_meta"] object with its JSON string keys and
values unchanged. An absent object, which only legacy revisions permit,
produces %{}. The snapshot is the same for HTTP, stdio, and direct
dispatch through AttestoMCP.Server.Test.
The snapshot is client input. It is never merged into principal,
principal_binding, tenant, scopes, claims, sender constraints, or
host_context, and the server never derives an issuer, audience,
authorization decision, or outbound destination from it. Protocol-owned keys
such as io.modelcontextprotocol/protocolVersion appear exactly as the client
sent them; the server's validated interpretation remains in the normalized
context fields (:protocol_version, :trace_context, :logging_level) and
is not changed by the snapshot. Use application/1 to read only keys outside
the reserved MCP namespaces.
The complete _meta object must encode within :max_request_meta_bytes
(65,536 bytes by default, configurable up to :max_json_bytes) and within
the server's existing JSON depth and node bounds. Larger metadata is rejected
with an invalid-params error whose reason is "request_meta_too_large";
it is never truncated. String keys and values are copied out of the request
body so a retained snapshot does not keep the body alive.
Metadata values are not added to logs, telemetry, error payloads, or response
metadata. The existing trace-context extraction remains separate.
A multi-round retry exposes its own metadata. The signed retry state binds
operation parameters and all metadata except traceparent, tracestate,
baggage, progressToken, and io.modelcontextprotocol/clientInfo.
Application keys and protocol settings remain bound to the first round;
tracing, progress, and display values may change. Operation targets and
confirmation-bound values belong in operation parameters, not those volatile
fields. No identity or authority is recovered from earlier metadata.

      


      
        Summary


  
    Functions
  


    
      
        application(meta)

      


        Returns the entries whose keys are outside MCP-reserved metadata names.



    


    
      
        default_max_bytes()

      


        Returns the default metadata byte budget.



    


    
      
        reserved_key?(key)

      


        Returns true for keys reserved by MCP: progressToken, the trace-context
keys, and any prefix whose second label is modelcontextprotocol or mcp.



    


    
      
        valid_key?(key)

      


        Returns true when a key follows the MCP _meta key grammar.



    





      


      
        Functions


        


  
    
      
    
    
      application(meta)



        
          
        

    

  


  

      

          @spec application(map()) :: map()


      


Returns the entries whose keys are outside MCP-reserved metadata names.
iex> AttestoMCP.Server.RequestMeta.application(%{
...>   "com.example/request-purpose" => "audit",
...>   "io.modelcontextprotocol/protocolVersion" => "2026-07-28",
...>   "progressToken" => 7
...> })
%{"com.example/request-purpose" => "audit"}

  



  
    
      
    
    
      default_max_bytes()



        
          
        

    

  


  

      

          @spec default_max_bytes() :: pos_integer()


      


Returns the default metadata byte budget.

  



  
    
      
    
    
      reserved_key?(key)



        
          
        

    

  


  

      

          @spec reserved_key?(term()) :: boolean()


      


Returns true for keys reserved by MCP: progressToken, the trace-context
keys, and any prefix whose second label is modelcontextprotocol or mcp.

  



  
    
      
    
    
      valid_key?(key)



        
          
        

    

  


  

      

          @spec valid_key?(term()) :: boolean()


      


Returns true when a key follows the MCP _meta key grammar.

  


        

      


  

    
AttestoMCP.Server.RequestState 
    



      
Integrity-protected, expiring, single-use modern retry state.

      


      
        Summary


  
    Functions
  


    
      
        consume_payload(payload, opts \\ [])

      


    


    
      
        ensure_table()

      


        Ensures that the process-local fallback replay table exists and returns it.



    


    
      
        issue(principal, tenant, version, method, params, opts \\ [])

      


    


    
      
        verify(state, principal, tenant, version, method, params, opts \\ [])

      


    


    
      
        verify_payload(state, principal, tenant, version, method, params, opts \\ [])

      


    





      


      
        Functions


        


    

  
    
      
    
    
      consume_payload(payload, opts \\ [])



        
          
        

    

  


  


  



  
    
      
    
    
      ensure_table()



        
          
        

    

  


  

      

          @spec ensure_table() :: :ets.tid()


      


Ensures that the process-local fallback replay table exists and returns it.

  



    

  
    
      
    
    
      issue(principal, tenant, version, method, params, opts \\ [])



        
          
        

    

  


  


  



    

  
    
      
    
    
      verify(state, principal, tenant, version, method, params, opts \\ [])



        
          
        

    

  


  


  



    

  
    
      
    
    
      verify_payload(state, principal, tenant, version, method, params, opts \\ [])



        
          
        

    

  


  


  


        

      


  

    
AttestoMCP.Server.RequestState.Store 
    



      
Stable per-server owner for consumed modern request-state nonces.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        consume(pid, nonce)

      


    


    
      
        start_link(opts \\ [])

      


    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      consume(pid, nonce)



        
          
        

    

  


  

      

          @spec consume(pid(), binary()) :: boolean()


      



  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      



  


        

      


  

    
AttestoMCP.Server.Result 
    



      
Typed MCP result constructors and explicit client-visible business failures.
tool/2 and resource/2 emit canonical string-key maps and validate their
complete aggregate against the same bounds used for raw handler output.
They use the secure 2,000,000-byte default; pass
max_json_bytes: server_budget when the supervised server explicitly uses a
larger finite JSON budget.
Inside an arity-two tool handler, tool_from_context/2 and
tool_from_context/3 inherit the supervised server's JSON budget and output
canonicalization mode from the handler context without allowing those
settings to be overridden. Standalone tool/1 and tool/2 retain their
secure defaults and explicit configuration options.
Protocol-owned resultType, cache, and server-identity fields are added by
the server after a handler returns.
Arbitrary handler errors and exceptions remain private. Use error/2 only
for bounded text and a machine-readable code that are safe to disclose to
the calling client.

      


      
        Summary


  
    Types
  


    
      
        canonicalization_mode()

      


    


    
      
        context_tool_option()

      


    


    
      
        resource_option()

      


    


    
      
        resource_result()

      


    


    
      
        result_context()

      


    


    
      
        tool_option()

      


    


    
      
        tool_result()

      


    





  
    Functions
  


    
      
        error(message, code \\ nil)

      


        Builds one explicitly client-visible business error.



    


    
      
        resource(contents, opts \\ [])

      


        Builds a complete resource result from one resource-content entry or a list.



    


    
      
        tool(content, opts \\ [])

      


        Builds a complete tool result from one content block or a list of blocks.



    


    
      
        tool_from_context(content, context, opts \\ [])

      


        Builds a complete tool result using the supervised server settings in a
handler context.



    





      


      
        Types


        


  
    
      
    
    
      canonicalization_mode()



        
          
        

    

  


  

      

          @type canonicalization_mode() :: :strict | :json | :jason


      



  



  
    
      
    
    
      context_tool_option()



        
          
        

    

  


  

      

          @type context_tool_option() ::
  {:structured_content, term()} | {:is_error, boolean()} | {:meta, map()}


      



  



  
    
      
    
    
      resource_option()



        
          
        

    

  


  

      

          @type resource_option() :: {:meta, map()} | {:max_json_bytes, pos_integer()}


      



  



  
    
      
    
    
      resource_result()



        
          
        

    

  


  

      

          @type resource_result() :: %{required(String.t()) => term()}


      



  



  
    
      
    
    
      result_context()



        
          
        

    

  


  

      

          @type result_context() :: %{
  :max_json_bytes => pos_integer(),
  :output_canonicalization => canonicalization_mode(),
  optional(term()) => term()
}


      



  



  
    
      
    
    
      tool_option()



        
          
        

    

  


  

      

          @type tool_option() ::
  {:structured_content, term()}
  | {:is_error, boolean()}
  | {:meta, map()}
  | {:max_json_bytes, pos_integer()}
  | {:output_canonicalization, canonicalization_mode()}


      



  



  
    
      
    
    
      tool_result()



        
          
        

    

  


  

      

          @type tool_result() :: %{required(String.t()) => term()}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      error(message, code \\ nil)



        
          
        

    

  


  

      

          @spec error(String.t(), String.t() | nil) :: AttestoMCP.Server.Result.ClientError.t()


      


Builds one explicitly client-visible business error.

  



    

  
    
      
    
    
      resource(contents, opts \\ [])



        
          
        

    

  


  

      

          @spec resource(
  AttestoMCP.Server.Content.resource_content()
  | [AttestoMCP.Server.Content.resource_content()],
  [resource_option()]
) :: resource_result()


      


Builds a complete resource result from one resource-content entry or a list.
The server owns modern cache and result-discrimination fields. Unknown and
duplicate options are rejected.

  



    

  
    
      
    
    
      tool(content, opts \\ [])



        
          
        

    

  


  

      

          @spec tool(AttestoMCP.Server.Content.t() | [AttestoMCP.Server.Content.t()], [
  tool_option()
]) ::
  tool_result()


      


Builds a complete tool result from one content block or a list of blocks.
:structured_content, when present, must be a bounded JSON value. Pass
output_canonicalization: :json or :jason to opt into the corresponding
encoder protocol for structs and string conversion for non-boolean atoms.
:meta must be a bounded JSON object. Unknown and duplicate options are
rejected.

  



    

  
    
      
    
    
      tool_from_context(content, context, opts \\ [])



        
          
        

    

  


  

      

          @spec tool_from_context(
  AttestoMCP.Server.Content.t() | [AttestoMCP.Server.Content.t()],
  result_context(),
  [context_tool_option()]
) :: tool_result()


      


Builds a complete tool result using the supervised server settings in a
handler context.
The context must contain valid atom-keyed :max_json_bytes and
:output_canonicalization values. The inherited settings cannot be
overridden through this constructor; use standalone tool/2 when an
intentional per-result override is required. Unknown and duplicate options
are rejected.
Use this constructor inside a tool handler when its result must follow the
server's configured JSON budget and output-canonicalization mode.

  


        

      


  

    
AttestoMCP.Server.Result.ClientError 
    



      
A bounded business error explicitly approved for disclosure to an MCP client.
Construct values with AttestoMCP.Server.Result.error/2 so the public
message and optional machine-readable code are validated.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %AttestoMCP.Server.Result.ClientError{
  code: String.t() | nil,
  message: String.t()
}


      



  


        

      


  

    
AttestoMCP.Server.Schema 
    



      
Bounded JSON Schema 2020-12 and draft-07 validation.
JSV evaluates the declared dialect, including reference scope and evaluation
annotations. Network resolvers and data casting are disabled. Format
assertions remain enabled for compatibility; pass formats: false to use
the dialect's format annotation semantics. Defaults remain annotations unless
explicitly applied.

      


      
        Summary


  
    Functions
  


    
      
        apply_property_defaults(value, schema, opts \\ [])

      


        Applies bounded, direct JSON Schema property defaults and validates the result.



    


    
      
        default_instance_bytes()

      


    


    
      
        export_dialect(schema)

      


        Returns an exported schema root with the default dialect made explicit.



    


    
      
        json_value(value, opts \\ [])

      


        Checks that a term can be represented losslessly as JSON.



    


    
      
        max_allowed_instance_bytes()

      


    


    
      
        max_instance_bytes()

      


    


    
      
        min_allowed_instance_bytes()

      


    


    
      
        supported_dialects()

      


        Returns the dialects accepted in an explicit $schema declaration.



    


    
      
        validate(value, schema, opts \\ [])

      


        Validates the original JSON instance without casting or inserting defaults.



    


    
      
        validate_modern_result(result, opts \\ [])

      


        Validates the bounded modern result variants emitted by this package.



    


    
      
        validate_schema(schema, opts \\ [])

      


        Checks the schema's declared dialect without fetching network references.



    





      


      
        Functions


        


    

  
    
      
    
    
      apply_property_defaults(value, schema, opts \\ [])



        
          
        

    

  


  

      

          @spec apply_property_defaults(map(), map() | boolean(), keyword()) ::
  {:ok, map()} | {:error, term()}


      


Applies bounded, direct JSON Schema property defaults and validates the result.
Only defaults reached through literal properties entries are applied. The
helper recurses into existing object properties and objects supplied by an
explicit property default. It does not infer defaults through references,
combinators, conditionals, array items, or pattern properties, and it never
creates an absent parent object unless that property declares its own
default.
Presence is determined with Map.has_key?/2, so nil, false, zero, and an
empty string are never replaced. At most 500 defaults are applied, and the
completed value must satisfy the normal depth, node, byte, and schema bounds.
Server dispatch never calls this helper automatically.

  



  
    
      
    
    
      default_instance_bytes()



        
          
        

    

  


  


  



  
    
      
    
    
      export_dialect(schema)



        
          
        

    

  


  

      

          @spec export_dialect(term()) :: term()


      


Returns an exported schema root with the default dialect made explicit.
An object schema without $schema receives the canonical JSON Schema
2020-12 identifier, which is the dialect the validator already applies. An
explicit $schema, a boolean schema, and every nested value are returned
unchanged.

  



    

  
    
      
    
    
      json_value(value, opts \\ [])



        
          
        

    

  


  

      

          @spec json_value(
  term(),
  keyword()
) :: :ok | {:error, :not_json}


      


Checks that a term can be represented losslessly as JSON.

  



  
    
      
    
    
      max_allowed_instance_bytes()



        
          
        

    

  


  


  



  
    
      
    
    
      max_instance_bytes()



        
          
        

    

  


  


  



  
    
      
    
    
      min_allowed_instance_bytes()



        
          
        

    

  


  


  



  
    
      
    
    
      supported_dialects()



        
          
        

    

  


  

      

          @spec supported_dialects() :: [String.t()]


      


Returns the dialects accepted in an explicit $schema declaration.

  



    

  
    
      
    
    
      validate(value, schema, opts \\ [])



        
          
        

    

  


  

      

          @spec validate(term(), term(), keyword()) :: :ok | {:error, term()}


      


Validates the original JSON instance without casting or inserting defaults.

  



    

  
    
      
    
    
      validate_modern_result(result, opts \\ [])



        
          
        

    

  


  

      

          @spec validate_modern_result(
  map(),
  keyword()
) :: :ok | {:error, term()}


      


Validates the bounded modern result variants emitted by this package.

  



    

  
    
      
    
    
      validate_schema(schema, opts \\ [])



        
          
        

    

  


  

      

          @spec validate_schema(
  term(),
  keyword()
) :: :ok | {:error, term()}


      


Checks the schema's declared dialect without fetching network references.

  


        

      


  

    
AttestoMCP.Server.Session 
    



      
Bounded session records for session-bound MCP revisions, with principal
binding and expiry.
Durable adapters store the versioned JSON-compatible value returned by
to_record/1. Live stream references are intentionally excluded and must be
reopened after a server or node restart. Unknown record fields are ignored;
malformed or oversized current-version records fail closed. Higher integer
format versions remain opaque and are preserved by the bundled stores.
The principal field stores an identity binding, not necessarily the richer
principal value exposed to request handlers. Principal and tenant bindings
may contain existing atoms because they are
encoded as bounded Erlang terms. Safe restoration never creates atoms from
persisted data, so an atom-bearing binding can be used only on nodes where
those atoms already exist. A node that cannot safely decode such a binding
reports :binding_unavailable; durable adapters must preserve the record and
callers should treat it as unavailable until the required atoms are loaded.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        from_record(record)

      


        Restores a durable session record with empty live-stream state.



    


    
      
        max_timeout_ms()

      


        Returns the largest session timeout accepted by all session stores.



    


    
      
        new(principal, tenant, opts \\ [])

      


    


    
      
        same_principal?(session, actual)

      


    


    
      
        same_tenant?(session, actual)

      


    


    
      
        to_record(session)

      


        Serializes persistent session state without live processes or callbacks.



    


    
      
        touch(session)

      


    


    
      
        valid?(session, now \\ System.system_time(:millisecond))

      


    


    
      
        valid_timeout?(value)

      


        Checks the common positive, signed-BIGINT-safe session timeout range.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %AttestoMCP.Server.Session{
  absolute_timeout: term(),
  client_capabilities: term(),
  created_at: term(),
  id: term(),
  idle_timeout: term(),
  initialized: term(),
  last_seen: term(),
  logging_level: term(),
  principal: term(),
  resource_subscriptions: term(),
  streams: term(),
  tenant: term(),
  version: term()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      from_record(record)



        
          
        

    

  


  

      

          @spec from_record(map()) :: {:ok, t()} | {:error, term()}


      


Restores a durable session record with empty live-stream state.

  



  
    
      
    
    
      max_timeout_ms()



        
          
        

    

  


  

      

          @spec max_timeout_ms() :: pos_integer()


      


Returns the largest session timeout accepted by all session stores.

  



    

  
    
      
    
    
      new(principal, tenant, opts \\ [])



        
          
        

    

  


  


  



  
    
      
    
    
      same_principal?(session, actual)



        
          
        

    

  


  


  



  
    
      
    
    
      same_tenant?(session, actual)



        
          
        

    

  


  


  



  
    
      
    
    
      to_record(session)



        
          
        

    

  


  

      

          @spec to_record(t()) :: {:ok, map()} | {:error, term()}


      


Serializes persistent session state without live processes or callbacks.

  



  
    
      
    
    
      touch(session)



        
          
        

    

  


  


  



    

  
    
      
    
    
      valid?(session, now \\ System.system_time(:millisecond))



        
          
        

    

  


  


  



  
    
      
    
    
      valid_timeout?(value)



        
          
        

    

  


  

      

          @spec valid_timeout?(term()) :: boolean()


      


Checks the common positive, signed-BIGINT-safe session timeout range.

  


        

      


  

    
AttestoMCP.Server.SessionStore behaviour
    



      
Durable session storage contract for the session-bound MCP revisions.
Keys are {namespace, session_id} data tuples. Adapters must never convert
either component to an atom. update/3, update_ttl/3, and
cleanup_expired/1 must be atomic with respect to one another. Records are
the versioned JSON-compatible maps documented by
AttestoMCP.Server.Session.to_record/1; unknown fields must be preserved by
an adapter and ignored by the server. Records with a future
format_version are opaque to an older node and must remain untouched by
ordinary loads, updates, touches, and expiry cleanup. A preserved future
record returned by update/3 or update_ttl/3 is reported as
{:ok, opaque_record} so callers can distinguish it from an absent row.
update_ttl/3 must delete an already expired record with a version understood
by the adapter and return :not_found rather than renewing it. On success it
must return the updated record. If the supplied timestamp is older than the
record's current "last_seen_ms", adapters must retain the newer value; a
successful touch must never rewind session activity. Adapters may implement
count_active/1 or namespace-aware count_active/2 to let server stats
count sessions without materializing bounded record pages; otherwise the
server falls back to list_active/1. Adapters should implement
count_active_for_principal/2 or its namespace-aware arity-three form so the
server can enforce its per-principal session limit without materializing all
active records. Shared adapters should also
implement save_below_principal_limit/4 as one atomic count-and-save
operation so concurrent server processes cannot exceed that limit.
They may also implement list_active_keys/4 to provide bounded, cursor-based
operator visibility without loading principal bindings or complete session
records. The returned keys must be scoped to the requested namespace, ordered
by session ID in ascending binary/UTF-8 order, and accompanied by the last
returned ID as next_cursor only when more keys remain. For externally
supplied keys, load/2, update/3, and update_ttl/3 should treat malformed or
unrepresentable keys as absent, while delete/2 should remain idempotent;
valid keys from another configured namespace must still return the
namespace-mismatch error. cleanup_expired/1 must return no more than 1,000
valid keys per call; adapters with more expired records must clean them in
bounded batches across later calls.

      


      
        Summary


  
    Types
  


    
      
        active_key_page()

      


    


    
      
        adapter()

      


        A configured adapter module and its opaque store handle.



    


    
      
        key()

      


    


    
      
        session_record()

      


    


    
      
        store()

      


    


    
      
        update_fun()

      


    





  
    Callbacks
  


    
      
        cleanup_expired(store)

      


    


    
      
        count_active(store)

      


    


    
      
        count_active(store, t)

      


    


    
      
        count_active_for_principal(store, term)

      


    


    
      
        count_active_for_principal(store, t, term)

      


    


    
      
        delete(store, key)

      


    


    
      
        list_active(store)

      


    


    
      
        list_active_keys(store, t, arg3, pos_integer)

      


    


    
      
        load(store, key)

      


    


    
      
        save(store, key, session_record)

      


    


    
      
        save_below_principal_limit(store, key, session_record, pos_integer)

      


    


    
      
        update(store, key, update_fun)

      


    


    
      
        update_ttl(store, key, non_neg_integer)

      


    





      


      
        Types


        


  
    
      
    
    
      active_key_page()



        
          
        

    

  


  

      

          @type active_key_page() :: %{keys: [key()], next_cursor: String.t() | nil}


      



  



  
    
      
    
    
      adapter()



        
          
        

    

  


  

      

          @type adapter() :: {module(), store()}


      


A configured adapter module and its opaque store handle.

  



  
    
      
    
    
      key()



        
          
        

    

  


  

      

          @type key() :: {String.t(), String.t()}


      



  



  
    
      
    
    
      session_record()



        
          
        

    

  


  

      

          @type session_record() :: map()


      



  



  
    
      
    
    
      store()



        
          
        

    

  


  

      

          @type store() :: term()


      



  



  
    
      
    
    
      update_fun()



        
          
        

    

  


  

      

          @type update_fun() :: (session_record() ->
                   {:ok, session_record()} | :delete | {:error, term()})


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      cleanup_expired(store)



        
          
        

    

  


  

      

          @callback cleanup_expired(store()) :: {:ok, [key()]} | {:error, term()}


      



  



  
    
      
    
    
      count_active(store)


        (optional)


        
          
        

    

  


  

      

          @callback count_active(store()) :: {:ok, non_neg_integer()} | {:error, term()}


      



  



  
    
      
    
    
      count_active(store, t)


        (optional)


        
          
        

    

  


  

      

          @callback count_active(store(), String.t()) :: {:ok, non_neg_integer()} | {:error, term()}


      



  



  
    
      
    
    
      count_active_for_principal(store, term)


        (optional)


        
          
        

    

  


  

      

          @callback count_active_for_principal(store(), term()) ::
  {:ok, non_neg_integer()} | {:error, term()}


      



  



  
    
      
    
    
      count_active_for_principal(store, t, term)


        (optional)


        
          
        

    

  


  

      

          @callback count_active_for_principal(store(), String.t(), term()) ::
  {:ok, non_neg_integer()} | {:error, term()}


      



  



  
    
      
    
    
      delete(store, key)



        
          
        

    

  


  

      

          @callback delete(store(), key()) :: :ok | {:error, term()}


      



  



  
    
      
    
    
      list_active(store)



        
          
        

    

  


  

      

          @callback list_active(store()) :: {:ok, [{key(), session_record()}]} | {:error, term()}


      



  



  
    
      
    
    
      list_active_keys(store, t, arg3, pos_integer)


        (optional)


        
          
        

    

  


  

      

          @callback list_active_keys(store(), String.t(), String.t() | nil, pos_integer()) ::
  {:ok, active_key_page()} | {:error, term()}


      



  



  
    
      
    
    
      load(store, key)



        
          
        

    

  


  

      

          @callback load(store(), key()) :: {:ok, session_record()} | :not_found | {:error, term()}


      



  



  
    
      
    
    
      save(store, key, session_record)



        
          
        

    

  


  

      

          @callback save(store(), key(), session_record()) :: :ok | {:error, term()}


      



  



  
    
      
    
    
      save_below_principal_limit(store, key, session_record, pos_integer)


        (optional)


        
          
        

    

  


  

      

          @callback save_below_principal_limit(store(), key(), session_record(), pos_integer()) ::
  :ok | :limit_reached | {:error, term()}


      



  



  
    
      
    
    
      update(store, key, update_fun)



        
          
        

    

  


  

      

          @callback update(store(), key(), update_fun()) ::
  {:ok, session_record()} | :not_found | {:error, term()}


      



  



  
    
      
    
    
      update_ttl(store, key, non_neg_integer)



        
          
        

    

  


  

      

          @callback update_ttl(store(), key(), non_neg_integer()) ::
  {:ok, session_record()} | :not_found | {:error, term()}


      



  


        

      


  

    
AttestoMCP.Server.SessionStore.ETS 
    



      
Private in-memory session store used by default.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        start_link(opts \\ [])

      


    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      



  


        

      


  

    
AttestoMCP.Server.SessionStore.Ecto 
    



      
Optional Ecto-backed implementation of AttestoMCP.Server.SessionStore.
The adapter is stateless: its store handle contains the host repository,
namespace, and optional PostgreSQL schema prefix. The host application remains
responsible for supervising the repository and applying the migration
that creates attesto_mcp_sessions.
A row is keyed by {namespace, session_id}.  The namespace is deliberately
persisted as part of the key so separate named MCP servers can safely use
one table.  The complete versioned record is stored in JSON, while its
expiry fields are duplicated in integer columns for indexed, bounded list
and cleanup queries. Records accept only JSON-native values with binary
object keys, so every accepted unknown field survives the JSONB round trip
without atom conversion or key collisions.
Ecto is an optional dependency of this package.  Consumers that do not
include Ecto do not compile this module; ETS remains the built-in store.
This adapter targets PostgreSQL (Ecto.Adapters.Postgres).  It relies on
PostgreSQL row locks for atomic read-modify-write operations and JSONB
encoding for the record column; other Ecto adapters are rejected at
construction time. Lock waits are limited to one second, individual query
calls to 1.5 seconds, and transactions to three seconds so the adapter
returns a neutral outage before the server's call budget is exhausted.
Operations that need an adapter-owned row-locking transaction are
unsupported inside a caller-owned repo.transaction. This includes
updates, record listings, expiry cleanup, and corrupt-row cleanup reached
by a load. The adapter detects that context before opening its own
transaction or changing transaction-local settings and returns
{:error, :nested_transaction_unsupported}; call those operations outside
the host transaction instead.
Malformed or unrepresentable external keys are treated as absent by
load/2, update/3, and update_ttl/3, and as an idempotent success by
delete/2. A valid key bound to another namespace still returns
{:error, :namespace_mismatch}.
The table contains authenticated principal and tenant bindings and is part
of the authorization trust boundary. Give the application role access only
to its intended schema/table, keep direct writers out, and provision enough
Repo connections for normal application traffic plus concurrent MCP calls.
A structurally corrupt row is removed under a row lock during direct load
or record listing instead of blocking every later call. A row with a future
format_version, or a valid atom-bearing binding that this node cannot
decode without creating an atom, is preserved. Future-version rows are also
excluded from expiry maintenance. The adapter emits a bounded
[:attesto_mcp_server, :session_store, :failure] event with outcome
:corrupt_discarded and no row content or identifier.
Configuration
{:ok, store} =
  AttestoMCP.Server.SessionStore.Ecto.new(
    repo: MyApp.Repo,
    namespace: "primary-mcp",
    schema_prefix: "mcp"
  )

AttestoMCP.Server.start_link(
  session_store: {AttestoMCP.Server.SessionStore.Ecto, store},
  session_namespace: "primary-mcp"
)
:repo and :namespace are required. The namespace must be a non-empty
UTF-8 string up to 256 bytes and is bound to the store handle: every key
operation and every list/cleanup query is restricted to that namespace.
When this handle is configured on AttestoMCP.Server, its namespace must
exactly match the server's :session_namespace option; mismatches are
rejected during startup.
:schema_prefix defaults to nil (the repository's default schema);
arbitrary table names are intentionally not accepted, keeping migrations
and runtime queries aligned.
Record-bearing listings return the first eight active rows ordered by
expiry and session ID; they are bounded restoration snapshots rather than
an operator pagination API. list_active_keys/4 separately pages up to
1,000 active session keys in bytewise session-ID order without selecting
record payloads; its PostgreSQL query uses the C collation so ordering
remains consistent with the cursor contract regardless of database locale.
Counting uses a separate SQL aggregate. Cleanup trusts the
indexed expiry column, selects only keys, and claims at most 1,000 rows.
The server repeats cleanup periodically, so a large expired backlog is
drained in bounded batches without loading record payloads. Corruption is
detected and reported only when a direct load or record-bearing listing
validates the complete record against its indexed expiry mirrors.

      


      
        Summary


  
    Types
  


    
      
        store()

      


    





  
    Functions
  


    
      
        list_active_keys(store, namespace, cursor, limit)

      


        Returns one bounded page of active session keys without loading record payloads.



    


    
      
        new(opts \\ [])

      


        Builds a stateless store handle for a host repository.



    





      


      
        Types


        


  
    
      
    
    
      store()



        
          
        

    

  


  

      

          @type store() :: %{
  repo: module(),
  namespace: String.t(),
  schema_prefix: String.t() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      list_active_keys(store, namespace, cursor, limit)



        
          
        

    

  


  

      

          @spec list_active_keys(store(), String.t(), String.t() | nil, pos_integer()) ::
  {:ok, AttestoMCP.Server.SessionStore.active_key_page()} | {:error, term()}


      


Returns one bounded page of active session keys without loading record payloads.

  



    

  
    
      
    
    
      new(opts \\ [])



        
          
        

    

  


  

      

          @spec new(keyword()) :: {:ok, store()} | {:error, term()}


      


Builds a stateless store handle for a host repository.

  


        

      


  

    
AttestoMCP.Server.SessionStore.Ecto.Session 
    



      
Ecto schema for durable MCP session records.
The session namespace is part of the primary key. This lets multiple
named MCP servers share one table without allowing a session id issued by
one server to be loaded by another. The complete versioned record is kept
in :record; the integer expiry columns are a denormalized index used for
bounded SQL-side filtering and cleanup.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %AttestoMCP.Server.SessionStore.Ecto.Session{
  __meta__: term(),
  absolute_timeout_ms: term(),
  created_at_ms: term(),
  expires_at_ms: term(),
  idle_timeout_ms: term(),
  inserted_at: term(),
  last_seen_ms: term(),
  namespace: term(),
  record: term(),
  session_id: term(),
  updated_at: term()
}


      



  


        

      


  

    
AttestoMCP.Server.Stdio 
    



      
Line-delimited stdio adapter over the shared protocol core.

      


      
        Summary


  
    Functions
  


    
      
        main(opts \\ [])

      


        Starts a server, runs until EOF, and raises on an adapter startup failure.



    


    
      
        run(server, opts \\ [])

      


        Run until stdin reaches EOF. Only compact JSON-RPC messages go to stdout.



    





      


      
        Functions


        


    

  
    
      
    
    
      main(opts \\ [])



        
          
        

    

  


  

      

          @spec main(keyword()) :: :ok | no_return()


      


Starts a server, runs until EOF, and raises on an adapter startup failure.

  



    

  
    
      
    
    
      run(server, opts \\ [])



        
          
        

    

  


  

      

          @spec run(
  pid() | atom(),
  keyword()
) :: term()


      


Run until stdin reaches EOF. Only compact JSON-RPC messages go to stdout.

  


        

      


  

    
AttestoMCP.Server.Subscriptions 
    



      
Bounded, principal/tenant-bound modern subscription registry.

      


      
        Summary


  
    Types
  


    
      
        filter()

      


        Modern subscription category flags and resource URI filters.



    





  
    Functions
  


    
      
        ack(pid, id)

      


        Acknowledges one delivered event and releases queue capacity.



    


    
      
        ack(pid, id, owner)

      


    


    
      
        cancel(pid, id)

      


        Cancels one subscription without affecting its peers.



    


    
      
        cancel(pid, id, owner)

      


    


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        close(pid, id)

      


        Gracefully closes one subscription.



    


    
      
        close(pid, id, owner)

      


    


    
      
        open(pid, principal, tenant, filter, sink \\ self(), tag \\ nil, authorize \\ nil)

      


        Opens a subscription and sends an acknowledgment to the sink first.



    


    
      
        open(pid, principal, tenant, id, filter, sink, tag, authorize)

      


    


    
      
        publish(pid, notification, opts \\ [])

      


        Publishes a filtered notification with authorization rechecks.



    


    
      
        publish_sync(pid, notification, opts \\ [])

      


        Publishes synchronously, completing after all current subscriptions are enqueued.



    


    
      
        start_link(opts \\ [])

      


        Starts the bounded subscription registry.



    


    
      
        stats(pid)

      


        Returns bounded public counters for active subscriptions and queued events.



    





      


      
        Types


        


  
    
      
    
    
      filter()



        
          
        

    

  


  

      

          @type filter() :: %{optional(String.t()) => boolean() | [String.t()]}


      


Modern subscription category flags and resource URI filters.

  


        

      

      
        Functions


        


  
    
      
    
    
      ack(pid, id)



        
          
        

    

  


  

      

          @spec ack(pid(), term()) :: :ok


      


Acknowledges one delivered event and releases queue capacity.

  



  
    
      
    
    
      ack(pid, id, owner)



        
          
        

    

  


  

      

          @spec ack(pid(), term(), pid() | nil) :: :ok


      



  



  
    
      
    
    
      cancel(pid, id)



        
          
        

    

  


  

      

          @spec cancel(pid(), term()) :: :ok


      


Cancels one subscription without affecting its peers.

  



  
    
      
    
    
      cancel(pid, id, owner)



        
          
        

    

  


  

      

          @spec cancel(pid(), term(), pid() | nil) :: :ok


      



  



  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      close(pid, id)



        
          
        

    

  


  

      

          @spec close(pid(), term()) :: :ok


      


Gracefully closes one subscription.

  



  
    
      
    
    
      close(pid, id, owner)



        
          
        

    

  


  

      

          @spec close(pid(), term(), pid() | nil) :: :ok


      



  



    

    

    

  
    
      
    
    
      open(pid, principal, tenant, filter, sink \\ self(), tag \\ nil, authorize \\ nil)



        
          
        

    

  


  

      

          @spec open(pid(), term(), term(), term(), pid(), term(), (map() -> boolean()) | nil) ::
  {:ok, term()} | {:error, term()}


      


Opens a subscription and sends an acknowledgment to the sink first.

  



  
    
      
    
    
      open(pid, principal, tenant, id, filter, sink, tag, authorize)



        
          
        

    

  


  


  



    

  
    
      
    
    
      publish(pid, notification, opts \\ [])



        
          
        

    

  


  

      

          @spec publish(pid(), map(), keyword()) :: :ok


      


Publishes a filtered notification with authorization rechecks.

  



    

  
    
      
    
    
      publish_sync(pid, notification, opts \\ [])



        
          
        

    

  


  

      

          @spec publish_sync(pid(), map(), keyword()) :: :ok


      


Publishes synchronously, completing after all current subscriptions are enqueued.

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      


Starts the bounded subscription registry.

  



  
    
      
    
    
      stats(pid)



        
          
        

    

  


  

      

          @spec stats(pid()) :: %{count: non_neg_integer(), queued: non_neg_integer()}


      


Returns bounded public counters for active subscriptions and queued events.

  


        

      


  

    
AttestoMCP.Server.Tasks 
    



      
Disabled task-profile boundary.
The dated task profiles are intentionally unavailable until a host supplies a
durable store and the complete profile contract. Keeping this supervised
no-op process preserves the server's supervision topology while ensuring that
no in-memory task state can be enabled accidentally.

      


      
        Summary


  
    Functions
  


    
      
        cancel(pid, id, owner, tenant \\ nil)

      


        Returns {:error, :tasks_disabled}; task cancellation is unavailable.



    


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        create(pid, era, owner, data, tenant \\ nil)

      


        Returns {:error, :tasks_disabled}; no task profile is advertised.



    


    
      
        get(pid, id, owner, tenant \\ nil)

      


        Returns {:error, :tasks_disabled}; task lookup is unavailable.



    


    
      
        start_link(opts \\ [])

      


        Starts the supervised disabled task boundary.



    


    
      
        update(pid, id, owner, attrs, tenant \\ nil)

      


        Returns {:error, :tasks_disabled}; task updates are unavailable.



    





      


      
        Functions


        


    

  
    
      
    
    
      cancel(pid, id, owner, tenant \\ nil)



        
          
        

    

  


  

      

          @spec cancel(pid(), term(), term(), term()) :: {:error, :tasks_disabled}


      


Returns {:error, :tasks_disabled}; task cancellation is unavailable.

  



  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



    

  
    
      
    
    
      create(pid, era, owner, data, tenant \\ nil)



        
          
        

    

  


  

      

          @spec create(pid(), String.t(), term(), map(), term()) :: {:error, :tasks_disabled}


      


Returns {:error, :tasks_disabled}; no task profile is advertised.

  



    

  
    
      
    
    
      get(pid, id, owner, tenant \\ nil)



        
          
        

    

  


  

      

          @spec get(pid(), term(), term(), term()) :: {:error, :tasks_disabled}


      


Returns {:error, :tasks_disabled}; task lookup is unavailable.

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      


Starts the supervised disabled task boundary.

  



    

  
    
      
    
    
      update(pid, id, owner, attrs, tenant \\ nil)



        
          
        

    

  


  

      

          @spec update(pid(), term(), term(), map(), term()) :: {:error, :tasks_disabled}


      


Returns {:error, :tasks_disabled}; task updates are unavailable.

  


        

      


  

    
AttestoMCP.Server.Telemetry 
    



      
Telemetry helpers for protocol, auth, handler, and transport events.
The [:attesto_mcp_server, :auth, :authenticate] span wraps every HTTP
authentication: :start, then :stop with the elapsed :duration, an
:outcome from a bounded set, the refusal's HTTP :status, and the
authenticated :binding (:bearer, :dpop, or :mtls). The outcomes are
:ok, :missing_credentials, :invalid_token, :token_expired,
:token_not_yet_valid, :invalid_audience, :invalid_issuer,
:sender_constraint_mismatch, :invalid_dpop_proof, :dpop_replay,
:dpop_nonce_required, :step_up_required, :policy_rejected,
:insufficient_scope, :unauthenticated, :verifier_unavailable,
:verifier_failure, :principal_binding_failure, and :other. Tokens,
claims, principals, and error descriptions are never attached. The span
covers credential verification, assign canonicalization, and the principal
binding; mount authorization and route scopes keep their own events.
The [:attesto_mcp_server, :auth, :policy_failure] event reports an invalid
revocation result, a caught host-policy callback failure, or an HTTP verifier
failure without including the callback reason, token claims, or principal.
The [:attesto_mcp_server, :session_store, :failure] event reports a
session-store operation that failed or a corrupt persisted row discarded by
the bundled Ecto adapter. Its failure-specific metadata contains only the
bounded operation atom in :source and a neutral :unavailable or
:corrupt_discarded outcome.
The [:attesto_mcp_server, :client_ip, :exception] event reports an invalid
return or caught failure from an explicitly configured client-address
callback. It contains only the HTTP transport and a neutral outcome; callback
values and failure details are not attached.
The [:attesto_mcp_server, :session_store, :cleanup] heartbeat emits a
:start event for every periodic expiry pass and a :stop event after the
cleanup operation. The stop measurements contain a non-negative elapsed
:duration for the store call, bounded return normalization, failure
reporting, and namespace filtering, plus the bounded :count of sessions
reaped for this server namespace. Start-event dispatch, local stream closing,
and clustered close broadcast are excluded. Stop metadata reports :success
or :unavailable. The cleanup implementation never adds session keys,
records, principals, tenants, or adapter error details; explicitly configured
trusted telemetry_metadata remains attached. A failed pass still emits the
existing session_store/failure event.
The [:attesto_mcp_server, :url_elicitation_store, :cleanup] heartbeat emits
a :start event for every periodic expiry pass and a :stop event after the
cleanup operation. The stop measurements contain a non-negative elapsed
:duration for the store call, bounded return normalization, and failure
reporting, plus the bounded :count of URL elicitations reaped for this
server namespace. Stop metadata reports :success or :unavailable. The
cleanup implementation never adds elicitation IDs, action names, staged fields,
subject hashes, or adapter error details; explicitly configured trusted
telemetry_metadata remains attached. A failed pass still emits the
[:attesto_mcp_server, :url_elicitation_store, :failure] event.
The [:attesto_mcp_server, :url_elicitation_store, :failure] event reports a
URL-elicitation-store operation that failed. Its failure-specific metadata
contains only the bounded operation atom in :source and a neutral
:unavailable outcome.

      


      
        Summary


  
    Functions
  


    
      
        execute(event, measurements \\ %{}, metadata \\ %{})

      


        Emits a safe event after removing credential and private payload fields.



    


    
      
        report_exception(reporter, source, kind, reason, stacktrace, metadata)

      


        Invokes an explicitly trusted host exception reporter without changing request behavior.



    


    
      
        span(event, metadata, fun, opts \\ [])

      


        Emits start/stop (or exception) events around a callback.



    


    
      
        validate_trusted_metadata!(metadata)

      


        Validates bounded host metadata that may be attached to every server event.



    





      


      
        Functions


        


    

    

  
    
      
    
    
      execute(event, measurements \\ %{}, metadata \\ %{})



        
          
        

    

  


  

      

          @spec execute(atom() | [atom()], map(), map()) :: :ok


      


Emits a safe event after removing credential and private payload fields.

  



  
    
      
    
    
      report_exception(reporter, source, kind, reason, stacktrace, metadata)



        
          
        

    

  


  

      

          @spec report_exception(term(), atom() | nil, atom(), term(), list(), map()) :: :ok


      


Invokes an explicitly trusted host exception reporter without changing request behavior.

  



    

  
    
      
    
    
      span(event, metadata, fun, opts \\ [])



        
          
        

    

  


  

      

          @spec span(atom() | [atom()], map(), (-> {term(), map()}), keyword()) :: term()


      


Emits start/stop (or exception) events around a callback.

  



  
    
      
    
    
      validate_trusted_metadata!(metadata)



        
          
        

    

  


  

      

          @spec validate_trusted_metadata!(map() | nil) :: :ok


      


Validates bounded host metadata that may be attached to every server event.

  


        

      


  

    
AttestoMCP.Server.Test 
    



      
Helpers for exercising a registered catalog in host test suites.
Each helper builds a JSON-RPC request, encodes and decodes it as JSON,
dispatches it through the supervised server, and returns the complete
JSON-RPC response map. Requests take the same operation-scope,
definition-scope, definition authorize, schema, handler, cache-hint, and
final wire-output path as transport dispatch. Handlers are never called
directly.
response =
  AttestoMCP.Server.Test.call_tool(
    MyApp.MCP,
    "get_item",
    %{"id" => "item-7"},
    principal: principal,
    scopes: ["items.read"],
    host_context: %{account_id: "acct-1"}
  )

assert %{"result" => %{"structuredContent" => %{"id" => "item-7"}}} = response
The same request path is available for the other primitives:
AttestoMCP.Server.Test.read_resource(MyApp.MCP, "file:///docs/item-7")
AttestoMCP.Server.Test.get_prompt(MyApp.MCP, "summarize", %{"topic" => "release"})
AttestoMCP.Server.Test.complete(MyApp.MCP, %{"type" => "ref/prompt", "name" => "summarize"},
  %{"name" => "topic", "value" => "rel"})
AttestoMCP.Server.Test.discover(MyApp.MCP)
AttestoMCP.Server.Test.list_tools(MyApp.MCP, cursor: next_cursor)
request/4 sends any other method through the same builder.
Boundaries
The helpers start after transport authentication. :principal, :tenant,
:scopes, and :host_context represent an already authenticated request.
They do not verify a token, DPoP proof, mTLS certificate, HTTP header, or
Plug parser order, and they do not establish HTTP header/body mirroring,
legacy session negotiation, stdio framing, or disconnect behaviour. Keep
separate Plug and stdio tests for those boundaries.
Options
Every helper accepts:
	:principal (default "test-principal"), :tenant, :scopes
(default []), and :host_context: the authenticated handler context.
These are never copied into protocol parameters.
	:request_id: a stable response ID.
	:protocol_version: the request revision, default "2026-07-28".
	:client_capabilities: the modern request's declared capabilities.
	:meta: application metadata for params["_meta"], which handlers see
as context.request_meta. The helper generates the protocol version and
client capability keys; supplying either in :meta raises.
	:request_state and :input_responses: modern multi-round retry fields
for call_tool/4, read_resource/3, get_prompt/4, and request/4.
	:timeout: a positive request timeout in milliseconds, still capped by
the server's :max_request_timeout.

List helpers also accept :cursor, and complete/4 accepts
:completion_context (the request's context member).
Protocol failures, including denied definitions, invalid schemas, missing
prompt arguments, invalid completion references, invalid cursors, handler
failures, and invalid outputs, are returned as the server's "error" or
"result" members. Malformed helper options and values that cannot be
represented as JSON raise ArgumentError because they are test setup
errors.

      


      
        Summary


  
    Types
  


    
      
        option()

      


    





  
    Functions
  


    
      
        call_tool(server, name, arguments, opts \\ [])

      


        Calls one registered tool and returns its complete JSON-RPC response map.



    


    
      
        complete(server, ref, argument, opts \\ [])

      


        Requests completions for a prompt or resource-template reference.



    


    
      
        discover(server, opts \\ [])

      


        Sends modern server/discover.



    


    
      
        get_prompt(server, name, arguments, opts \\ [])

      


        Retrieves a prompt with string arguments.



    


    
      
        list_prompts(server, opts \\ [])

      


        Lists one page of prompts.



    


    
      
        list_resource_templates(server, opts \\ [])

      


        Lists one page of resource templates.



    


    
      
        list_resources(server, opts \\ [])

      


        Lists one page of static resources.



    


    
      
        list_tools(server, opts \\ [])

      


        Lists one page of tools. Pass :cursor for a continuation.



    


    
      
        read_resource(server, uri, opts \\ [])

      


        Reads a static or templated resource through the production resolver.



    


    
      
        request(server, method, params \\ %{}, opts \\ [])

      


        Sends any request method through the shared builder.



    





      


      
        Types


        


  
    
      
    
    
      option()



        
          
        

    

  


  

      

          @type option() ::
  {:principal, term()}
  | {:tenant, term()}
  | {:scopes, [String.t()]}
  | {:host_context, map()}
  | {:request_id, String.t() | integer()}
  | {:protocol_version, String.t()}
  | {:client_capabilities, map()}
  | {:meta, map()}
  | {:request_state, String.t()}
  | {:input_responses, map()}
  | {:cursor, String.t()}
  | {:completion_context, map()}
  | {:timeout, pos_integer()}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      call_tool(server, name, arguments, opts \\ [])



        
          
        

    

  


  

      

          @spec call_tool(AttestoMCP.Server.API.server(), String.t(), map(), [option()]) ::
  map()


      


Calls one registered tool and returns its complete JSON-RPC response map.
The default protocol revision is 2026-07-28, the default principal is
"test-principal", and the default scope list is empty. Use :request_id
when a stable response ID is useful in an assertion. :client_capabilities
supplies the modern request's declared capabilities, including capabilities
needed by a tool that returns an interactive request.

  



    

  
    
      
    
    
      complete(server, ref, argument, opts \\ [])



        
          
        

    

  


  

      

          @spec complete(AttestoMCP.Server.API.server(), map(), map(), [option()]) :: map()


      


Requests completions for a prompt or resource-template reference.
ref is the wire reference, for example
%{"type" => "ref/prompt", "name" => "summarize"}, and argument is
%{"name" => name, "value" => partial_value}.

  



    

  
    
      
    
    
      discover(server, opts \\ [])



        
          
        

    

  


  

      

          @spec discover(AttestoMCP.Server.API.server(), [option()]) :: map()


      


Sends modern server/discover.

  



    

  
    
      
    
    
      get_prompt(server, name, arguments, opts \\ [])



        
          
        

    

  


  

      

          @spec get_prompt(AttestoMCP.Server.API.server(), String.t(), map(), [option()]) ::
  map()


      


Retrieves a prompt with string arguments.

  



    

  
    
      
    
    
      list_prompts(server, opts \\ [])



        
          
        

    

  


  

      

          @spec list_prompts(AttestoMCP.Server.API.server(), [option()]) :: map()


      


Lists one page of prompts.

  



    

  
    
      
    
    
      list_resource_templates(server, opts \\ [])



        
          
        

    

  


  

      

          @spec list_resource_templates(AttestoMCP.Server.API.server(), [option()]) :: map()


      


Lists one page of resource templates.

  



    

  
    
      
    
    
      list_resources(server, opts \\ [])



        
          
        

    

  


  

      

          @spec list_resources(AttestoMCP.Server.API.server(), [option()]) :: map()


      


Lists one page of static resources.

  



    

  
    
      
    
    
      list_tools(server, opts \\ [])



        
          
        

    

  


  

      

          @spec list_tools(AttestoMCP.Server.API.server(), [option()]) :: map()


      


Lists one page of tools. Pass :cursor for a continuation.

  



    

  
    
      
    
    
      read_resource(server, uri, opts \\ [])



        
          
        

    

  


  

      

          @spec read_resource(AttestoMCP.Server.API.server(), String.t(), [option()]) :: map()


      


Reads a static or templated resource through the production resolver.

  



    

    

  
    
      
    
    
      request(server, method, params \\ %{}, opts \\ [])



        
          
        

    

  


  

      

          @spec request(AttestoMCP.Server.API.server(), String.t(), map(), [option()]) :: map()


      


Sends any request method through the shared builder.
params must not contain _meta, requestState, or inputResponses; use
the :meta, :request_state, and :input_responses options so the helper
can keep protocol fields separate from application metadata.

  


        

      


  

    
AttestoMCP.Server.UrlElicitation 
    



      
Helpers for staging, resolving, and consuming URL elicitation approval records.
A link with mode: "url" must carry the operation the human is approving by
its opaque staged-record ID rather than as a bare route. The staged record is
bound to the calling subject hash, contains the exact fields that the action
will execute with, is single-use with a short TTL, renders an explicit dead
end when expired, consumed, or foreign, and is periodically swept.
The raw principal binding is never persisted in the store; only its
deterministic SHA-256 digest is stored.

      


      
        Summary


  
    Types
  


    
      
        handler_context()

      


    


    
      
        resolve_result()

      


    


    
      
        server()

      


    


    
      
        stage_error()

      


    


    
      
        stage_result()

      


    


    
      
        staged_content()

      


    





  
    Functions
  


    
      
        consume_url_elicitation(server, id, principal_binding)

      


        Atomically consumes a staged URL elicitation record upon confirmation.



    


    
      
        resolve_url_elicitation(server, id, principal_binding)

      


        Resolves a staged URL elicitation record for display on an approval page.



    


    
      
        stage_url_elicitation(server, context, action, fields, opts \\ [])

      


        Stages a URL elicitation record before returning an interactive mode: "url" request.



    


    
      
        subject_hash(principal_binding)

      


        Computes the deterministic SHA-256 hex digest for a principal binding.



    





      


      
        Types


        


  
    
      
    
    
      handler_context()



        
          
        

    

  


  

      

          @type handler_context() :: map()


      



  



  
    
      
    
    
      resolve_result()



        
          
        

    

  


  

      

          @type resolve_result() ::
  {:ok, staged_content()}
  | {:error, :not_found | :foreign | :consumed | :expired | :store_unavailable}


      



  



  
    
      
    
    
      server()



        
          
        

    

  


  

      

          @type server() :: pid() | atom()


      



  



  
    
      
    
    
      stage_error()



        
          
        

    

  


  

      

          @type stage_error() ::
  {:error,
   :principal_binding_required
   | :invalid_action
   | :invalid_fields
   | :invalid_ttl
   | :store_unavailable}


      



  



  
    
      
    
    
      stage_result()



        
          
        

    

  


  

      

          @type stage_result() :: {:ok, %{id: String.t(), expires_at_ms: non_neg_integer()}}


      



  



  
    
      
    
    
      staged_content()



        
          
        

    

  


  

      

          @type staged_content() :: %{
  action: String.t(),
  fields: map(),
  expires_at_ms: non_neg_integer()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      consume_url_elicitation(server, id, principal_binding)



        
          
        

    

  


  

      

          @spec consume_url_elicitation(server(), String.t(), term()) :: resolve_result()


      


Atomically consumes a staged URL elicitation record upon confirmation.
Can be consumed at most once. Returns {:error, :foreign} if the subject
does not match, {:error, :consumed} if already consumed, and {:error, :expired}
if expired. Malformed or unknown IDs return {:error, :not_found}.

  



  
    
      
    
    
      resolve_url_elicitation(server, id, principal_binding)



        
          
        

    

  


  

      

          @spec resolve_url_elicitation(server(), String.t(), term()) :: resolve_result()


      


Resolves a staged URL elicitation record for display on an approval page.
Returns {:error, :foreign} if the principal binding does not match the
staged subject hash before revealing any action or field content. Returns
{:error, :consumed} if already consumed, or {:error, :expired} if expired.
Malformed or unknown IDs return {:error, :not_found}.

  



    

  
    
      
    
    
      stage_url_elicitation(server, context, action, fields, opts \\ [])



        
          
        

    

  


  

      

          @spec stage_url_elicitation(server(), handler_context(), String.t(), map(), keyword()) ::
  stage_result() | stage_error()


      


Stages a URL elicitation record before returning an interactive mode: "url" request.
The context must contain a non-nil :principal_binding. The action must be a
non-empty string of at most 256 bytes. Fields must be a JSON object within the
server's max_json_bytes budget.

  



  
    
      
    
    
      subject_hash(principal_binding)



        
          
        

    

  


  

      

          @spec subject_hash(term()) :: String.t()


      


Computes the deterministic SHA-256 hex digest for a principal binding.
Only this hash is stored by the URL elicitation store; the raw binding is
never persisted in the store record.

  


        

      


  

    
AttestoMCP.Server.UrlElicitationStore behaviour
    



      
Durable storage contract for staged URL elicitation records.
Records are JSON-compatible string-keyed maps with the following fields:
"id", "namespace", "subject_hash", "action", "fields",
"created_at_ms", "expires_at_ms", and "consumed_at_ms" (nil until consumed).
Adapters must guarantee that consume/5 is atomic: a record is consumed at
most once even under concurrent calls. The store must verify that the subject
hash matches before revealing state or content. A foreign subject mismatch
returns {:error, :foreign} and takes precedence over consumed or expired
status so an unauthorized caller learns nothing about the record state.
cleanup_expired/2 sweeps expired records and returns at most 1,000 IDs per
call.

      


      
        Summary


  
    Types
  


    
      
        adapter()

      


        A configured adapter module and its opaque store handle.



    


    
      
        elicitation_record()

      


    


    
      
        id()

      


    


    
      
        namespace()

      


    


    
      
        now_ms()

      


    


    
      
        store()

      


    


    
      
        subject_hash()
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          @type adapter() :: {module(), store()}


      


A configured adapter module and its opaque store handle.
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          @type elicitation_record() :: %{required(String.t()) => term()}
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          @type id() :: String.t()
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          @type namespace() :: String.t()
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          @type now_ms() :: non_neg_integer()
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          @type store() :: term()
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          @type subject_hash() :: String.t()
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          @callback cleanup_expired(store(), now_ms()) :: {:ok, [id()]} | {:error, term()}
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          @callback consume(store(), namespace(), id(), subject_hash(), now_ms()) ::
  {:ok, elicitation_record()}
  | :not_found
  | {:error, :expired | :consumed | :foreign | term()}
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          @callback fetch(store(), namespace(), id()) ::
  {:ok, elicitation_record()} | :not_found | {:error, term()}
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          @callback put(store(), elicitation_record()) :: :ok | {:error, term()}


      



  


        

      


  

    
AttestoMCP.Server.UrlElicitationStore.ETS 
    



      
Private in-memory URL elicitation store used by default.
Each server instance owns an ETS store process by default unless configured
with an external store adapter. The in-memory store is bounded by entry and
approximate external-term byte limits. It rejects duplicate record keys and
never evicts an unexpired approval to admit another one. Periodic cleanup is
limited to 1,000 records per call; admission cleanup scans at most the
configured entry bound and reclaims as many expired records as the new record
needs.
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        Returns a specification to start this module under a supervisor.
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Returns a specification to start this module under a supervisor.
See Supervisor.
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          @spec start_link(keyword()) :: GenServer.on_start()


      



  


        

      


  

    
AttestoMCP.Server.UrlElicitationStore.Ecto 
    



      
Optional Ecto-backed implementation of AttestoMCP.Server.UrlElicitationStore.
The adapter is stateless and wraps a repository, namespace, and optional schema prefix.
It targets PostgreSQL (Ecto.Adapters.Postgres).
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        Builds a stateless store handle for a host repository.
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          @type store() :: %{
  repo: module(),
  namespace: String.t(),
  schema_prefix: String.t() | nil
}
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          @spec new(keyword()) :: {:ok, store()} | {:error, term()}


      


Builds a stateless store handle for a host repository.

  


        

      


  

    
AttestoMCP.Server.UrlElicitationStore.Ecto.UrlElicitation 
    



      
Ecto schema for durable URL elicitation records.
The namespace is part of the primary key so multiple MCP servers can share
the table safely. The integer columns provide bounded indexed cleanup.
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          @type t() :: %AttestoMCP.Server.UrlElicitationStore.Ecto.UrlElicitation{
  __meta__: term(),
  action: term(),
  consumed_at_ms: term(),
  created_at_ms: term(),
  expires_at_ms: term(),
  fields: term(),
  id: term(),
  inserted_at: term(),
  namespace: term(),
  subject_hash: term(),
  updated_at: term()
}


      



  


        

      


  

    
mix attesto_mcp_server.gen.migration 
    



      
Generates the Ecto migrations backing
AttestoMCP.Server.SessionStore.Ecto and
AttestoMCP.Server.UrlElicitationStore.Ecto.
The generated migrations create two PostgreSQL tables:
attesto_mcp_sessions and attesto_mcp_url_elicitations. Rows are keyed by
the namespace and an identifier so several independently named MCP servers
can safely share a repository.
The attesto_mcp_sessions table stores complete versioned session records as
JSONB in record; created_at_ms, last_seen_ms, absolute_timeout_ms, and
idle_timeout_ms mirror the record for validation, while expires_at_ms is a
denormalized value used for bounded SQL-side expiry filtering and cleanup.
A separate concurrent expression index supports per-principal admission. An
existing host can rerun this task to generate that index migration without
replacing its table migrations.
The attesto_mcp_url_elicitations table stores staged approval records with
their action, JSONB fields, timestamps, and optional consumed timestamp for
atomic single-use verification.
This task only writes migration files. It never invokes Ecto.Migrator or
changes the database. Apply the files from the host application's normal
migration workflow.
Usage
mix attesto_mcp_server.gen.migration --repo MyApp.Repo
Options
	--help - print usage and the accepted options, then exit without
generating a migration.
	--repo - the Ecto repo the migrations are generated for. It may be
supplied more than once when several repos intentionally share the
same application package. When omitted, configured Ecto repos are
discovered using Mix.Ecto, and none or an ambiguous set is rejected.
	--schema-prefix - an optional validated PostgreSQL schema used as
Ecto's prefix: for every table and index. The schema is created with
CREATE SCHEMA IF NOT EXISTS by the migration and is left in place on
rollback. Table names are fixed because the runtime schemas query
attesto_mcp_sessions and attesto_mcp_url_elicitations.
	--migrations-path - directory in which migrations are written. It
defaults to the repo's priv/<repo>/migrations directory. An explicit
path may only be used with one repo so generation cannot partially
write competing migrations into the same directory.
	--skip-url-elicitations - do not generate the optional
attesto_mcp_url_elicitations table. A host that does not use URL
elicitation can rerun the task for later additions, such as the
principal admission index, without that table coming back.

Each migration file is skipped when a file with that base name already exists
in the path. An existing host that reruns the task therefore receives only the
new file. Generated files are formatted and end with a newline, so they pass
mix format --check-formatted unchanged.
The generated migrations are idempotent: tables and indexes are created only
when absent and dropped only when present. The principal admission index
migration depends on the sessions table and fails before any DDL when that
table does not exist, so Ecto does not record it as applied and it runs again
once the sessions migration has been applied.

      




  

    
mix attesto_mcp_server.install 
    



      
Installs an Attesto-protected MCP server into a Phoenix host.
The task creates an application-owned supervised MCP module and starter
test, adds a protected MCP forward (and, by default, an RFC 9728 metadata
forward) to a Phoenix router, and adds conservative server configuration.
It is idempotent and does not invent credentials, authorization policy, or
a public origin.
When attesto_phoenix is already a direct dependency, the generated routes
reuse its validated verifier, access-token revocation and principal policy,
and sender-constraint callbacks. The installer does not enable Client ID
Metadata Documents by default. Use --enable-cimd only after confirming
that the host has suitable CIMD storage; the installer will then add the
Req dependency used by the default metadata fetcher. Existing native
localhost callback compatibility remains unchanged.
Other hosts must supply a zero-arity callback with --attesto-config.
Example
mix attesto_mcp_server.install --base-url https://mcp.example.com --attesto-config MyApp.Attesto.config/0
Options
	--base-url - required canonical public origin. HTTPS is required
	--mcp-path - MCP route path; defaults to /mcp
	--server-module - supervised host module; defaults to <App>.MCP
	--router - Phoenix router module; selected automatically when unique
	--attesto-config - zero-arity callback such as
MyApp.Attesto.config/0; unnecessary with attesto_phoenix
	--reuse-metadata-route - reuse a statically proven exact
AttestoPhoenix protected-resource metadata forward instead of adding
the package-owned metadata forward
	--enable-cimd - explicitly enable AttestoPhoenix Client ID Metadata
Documents and add the default fetcher's Req dependency
	--session-store - choose auto (the default), ecto, or ets for
2025-era session-bound MCP state. Automatic mode uses Ecto when exactly
one host Repo is statically confirmed to use PostgreSQL and supervised
as an application child. With no Repo, or when the sole Repo cannot be
statically confirmed as supervised PostgreSQL, automatic mode safely
keeps the in-memory ETS store; use ets to opt out of durable sessions
explicitly. Explicit ecto remains fail-closed unless PostgreSQL is
statically proven
	--repo - Ecto Repo module used by the durable session store when the
host has more than one Repo, or when ecto is selected explicitly
	--schema-prefix - optional PostgreSQL schema used by the durable
session store and its migration
	--allow-http-loopback - allow an explicit HTTP loopback origin for
local development only

Igniter's global --dry-run, --yes, and related options remain
available. Umbrella roots are not supported; run the task inside the
Phoenix child application. When the installer selects Ecto, it prints the
exact mix attesto_mcp_server.gen.migration command; it never generates or
runs that migration automatically.
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